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Improvement and parallelization of Snort network
intrusion detection mechanism using graphics
processing unit

Mahdi Abbasi” & Motahhareh Afshari Haghdoost
Department of Computer Engineering, Engineering Faculty, Bu-Ali Sina University,
Hamedan, Iran

Abstract

Nowadays, Network Intrusion Detection Systems (NIDS) are widely used to provide full security on
computer networks. IDS are categorized into two primary types, including signature-based systems and
anomaly-based systems. The former is more commonly used than the latter due to its lower error rate.
The core of a signature-based IDS is the pattern matching. This process is inherently a computationally
intensive task, and in the worst case, about 80% of the total processing time of an IDS is spent on it. On
the other hand, the rapid development of network bandwidth and high link speeds, which in turn leads
to a loss of a large number of inbound packets in the network intrusion detection system, has posed
challenges as crucial factors limiting the performance of this type of system. Snort is a signature-based
NIDS that is highly interested due to being open-source, free, and easy to use. To resolve the challenges
mentioned above, we propose an enhanced version of Snort, which is enriched by exploiting two key
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ideas. The first idea is the filtering of unnecessary packets based on a blacklist of source IP addresses.
This filter is used as a preprocessing mechanism to improve the efficiency of the Snort. However, the
packet filtering speed is decreased by increasing the network traffic volumes. Therefore, to accelerate
the function of this mechanism, we have proposed a second crucial idea. The data-parallel nature of
snort functions lets us parallelize two main computationally intensive functions of it on the graphical
processing unit. These functions include the lookup on the blacklist filter in the preprocessing stage and
the signature matching of Snort, which completes the intrusion detection process. For parallelizing the
preprocessing step of Snort, first, a blacklist is provided from the DARPA dataset. Next, this blacklist is
transferred together with the Snort ruleset to the global memory of the GPU. Finally, each thread
concurrently matches each packet against the blacklist filters. For parallelizing the signature matching
step of Snort, the well-known pattern matching algorithm of Boyer-Moore is parallelized similarly.
Evaluation results show that the proposed method, by up to 30 times faster than the sequential version,
significantly improves the blacklist-based filtering performance. Also, the efficiency of the proposed
method in using GPU resources for parallel intrusion detection is 81 percent higher than the best state-
of-the-art method.

Key words: Network intrusion detection system, packet filter, black list, pattern matching, graphics
processing unit.
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3:  begin

a: for all ie|0 lp!

=
mPoQ@XN 9

13:
14: else

17: else

19: endif
20: endif

21: i <i+1

22: end for

23: end

Input : snort rules R, Set of packets P ,Blacklist B
Output: set of rules that matched In each packet
Pre — processing://performed within host (CPU)
1:  Construct Bblacklist from corresponding DARPA intrusion detection
2:  global memory < host memory(R, P, B)

// Declare n threads; one for each packet

"|Blocks| x 1024
tid « threadldx + i X (|Blocks| x 1024) + blockIdx =

bl « Null, mrules < Null,
if tid < |P|then
packet < ReadPacket(tid)
bl « Checkblacklist(B, packet)
if bl == true then
mrules < Matching(packet, R)
12: if mrules # Null then
| outputArray(tid, mrules)

15: | send packet to network
16: endif

18: | send packet to NIDS

1024,

S ,S 0310 5 aslg 4o pild (g3lwosly uS Al (P JSC)
(Figure-6): The pseudo-code of filter in GPU
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(Table-2): Specifications of the analyzed intrusions
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(Table-3): The throughput and speedup of the blacklist-based packet filter
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(Table-4): The efficiency of the proposed method compared with recent methods

. . 9 Ramesh 14 (Son o HUN
SOl (59 olLBed 9 NG
(8] o, [4]
Geforce GeForce GeForce
GT 525M GTX 660 GTX 980
34.23 189.14 345.6
96 960 2048
35.7 19.7 16.9
7- References &l -V

[1] R. Chi, "Intrusion detection system based on
snort," Lecture Notes in Electrical Engineering,

vol. 272, pp. 657-664, 2014.

[2] Y. Meng and L.-F. Kwok, "Adaptive blacklist-
based packet filter with a statistic-based
approach in network intrusion detection," J.

Netw. Comput. Appl., vol. 39, pp. 83-92, 2014.

[3] T. Ho, S. Cho, and S. Oh, "Parallel multiple
pattern matching schemes based on cuckoo
filter for deep packet inspection on graphics
processing units,” IET Information Security,

vol. 12, pp. 381-38.Y - \A A

[4]1C. Hung, P. Wu, H. Wang, and C. Lin,
"Efficient Parallel Muti-pattern Matching Using
GPGPU Acceleration for Packet Filtering,” in
2015 IEEE 17th International Conference on
High Performance Computing and
Communications, 2015 IEEE 7th International
Symposium on Cyberspace Safety and Security,
and 2015 IEEE 12th International Conference
on Embedded Software and Systems, 2015, pp.

1843-1847.

[5] C.-L. Hung, C.-Y. Lin, and H.-H. Wang, "An
efficient parallel-network packet pattern-
matching approach using GPUs," Journal of
Systems Architecture, vol. 60, pp. 431-439,

2014/05/01/ 2014.

[6] K. RahimiZadeh, M. Torkamani, and A.
Dehghani, "Mapping of McGraw Cycle to RUP
Methodology for Secure Software Developing,"”

Signal and Data Processing, vol. 17, pp .33-46 ,
2020

RUP (s54lg0e 4y MCGraw as > cuilss" ¢ Slano
‘Lmoolo 9 pj)LC U‘“")b)" c"OA‘ )‘)Shb).s 4.:.»94 6‘).‘
f?—\’“\” &.JL?LQ»@ At O)Lo.o.ii AY 0)50 <\raa

[6] Rahimizadeh K, Torkamani M, Dehghani A.
Mapping of McGraw Cycle to RUP

Y 2l ) 5l Ve Jlo

9 Hung
5] ol
GeFoL{gg GTS Sl 033105 £ 95
192 & bwlro g sloxs
6.8 (590 M2 S0y

ool S, l5 9 (g S azeis -
4 ke oS Al sladeds 9 SDle> (938lh9, Al L
sl lnl jo 0az g0 (puiled dcem o slalaal slass sl
o Ay b Geizmes g odd S9di andl
Coodl gy GlaSl glaaibls ady slacs sl
Wiy g a8l ]l aSll 3588 i slaasleles
clailbole ;o oSl gloany oslopy e iulsél
0j9> (nl )0 Trlae Sloille (n See 5l Sed (ansuas
ol

slasy cpsle - Jdoay (SIS Gl aslg
el LS 53 slge lon des (g5 S
b g il gl Byl Sglize sla S b alisl>
S & S oSl Ceod JLST )0 (g i
Slr el Ol (Jolate Gloaijls pasa
Soi paras able Gltze slaid silucs;lee
ool 28,518 azgisjge ] 0 ,Sles @l Cgzr 4SS
CAePiS N9y 03,5 65lge b alie cul )o ealall )l )
(SBS 0jlon (59, » ol Cemygd ol p 35d
St Sy s Al 3,Shac 55 gmst B Spee
s sy 45 303 50 G ) b 5 o sl
3O deyd de CBd 4 obaws pedle culadlyl
YOIV 4 ol s 0 10 9290 slodiny 3585 adeid
Se8lS oaisley il 5l eolatul jo (5550 440 oo
a8 s o0 3985 aseis o sl (slilge (sl
S98h (aSld Cqx 39290 SlaGhy) (e S)9oske
el GV (SB1S 0sslon 595 2 S5l

4 (SHEIS sleossjlay abg Slslien
St Sl b or g Slilna (sl (255 5 i
Ehilse il gl e igiy dolsl o el ond Lo
als 3l Glyee et glaaiun 1l i)l (sly2 ! 5o
3 eolaiul Dyge o g colawl (SIS slaowsls
odjloy adgs LJB o SIS eaijley cpais
Sare S Gl siie GLSM sl 1 SGSIS
2,5 oolatul lgs oo baazuy


http://dx.doi.org/10.52547/jsdp.18.1.150
https://jsdp.rcisp.ac.ir/article-1-964-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-01-29 ]

[ DOI: 10.52547/jsdp.18.1.150 ]

[21] A. V. Aho and M. J. Corasick, "Efficient
string matching: an aid to bibliographic
search,” Commun. ACM, vol. 18, pp. 333-
340, 1975.

[22] C. L. Hung, C. Y. Lin, H. h. Wang, and C. Y.
Chang, "Efficient Packet Pattern Matching for
Gigabit Network Intrusion Detection Using
GPUs," in High Performance Computing and
Communication & 2012 IEEE 9th
International  Conference on Embedded
Software and Systems (HPCC-ICESS), 2012
IEEE 14th International Conference on, 2012,

pp. 1612-1617.

[23] C. S. Kouzinopoulos and K. G. Margaritis,
"String Matching on a Multicore GPU Using
CUDA," in Informatics, 2009. PCI '09. 13th

Panhellenic Conference on, 2009, pp. 14-18.

[24] h. sadeghi and A. Akhavan Bitaghsir, "Signal
Detection Based on GPU-Assisted Parallel
Processing for Infrastructure-based Acoustical
Sensor  Networks," Signal and Data

Processing, vol. 14, pp. 19-30, 2018.

G, ST eass o Gl el ¢ Bolo swl> [YF]
RET 2 e SHlge Gl el p JUSw

deslony Gl Fyo G S sbass o
oyleds VF )50 VYAF o ools g oMle 35l

XYeNq Sl F

[24] Sadeghi H, Akhavan A. Signal Detection
Based on GPU-Assisted Parallel Processing
for Infrastructure-based Acoustical Sensor
Networks. JSDP. 2017, 14 (4): 19-30.

[25] G. Vasiliadis, M. Polychronakis, and S.
loannidis, "MIDeA: a multi-parallel intrusion
detection architecture,” presented at the
Proceedings of the 18th ACM conference on
Computer and communications security,

Chicago, Illinois, USA, 2011.

[26] S. Soroushnia, M. Daneshtalab, T. Pahikkala,
and J. Plosila, "Parallel Implementation of
Fuzzified Pattern Matching Algorithm on
GPU," in 2015 23rd Euromicro International
Conference on Parallel, Distributed, and
Network-Based Processing, 2015, pp. 341-

344.

[27] N. P. Tran, M. Lee, S. Hong, and J. Choi,
"High Throughput Parallel Implementation of
Aho-Corasick Algorithm on a GPU," in
Parallel  and Distributed  Processing
Symposium  Workshops & PhD Forum
(IPDPSW), 2013 IEEE 27th International,

2013, pp. 1807-1816.

Methodology for Secure Software Developing.
JSDP. 2021, 17 (2): 33-46.

[7] K. Kendall, "A Database of Computer Attacks
for the Evaluation of Intrusion Detection
Systems," Electrical Engineering and Computer
Science, MASSACHUSETTS INSTITUTE OF

TECHNOLOGY, MIT Lincoln, 1999.

[8] P. Innella and O. McMillan, An Introduction to
Intrusion Detection Systems, 2001.

[91 P. Bunel, "An introduction to Intrusion
Detection Systems,"” in Sans Security Essentials

vl1.4c, ed LONDON, 2004.

[10] P. Bunel, "Host- vs. Network-Based Intrusion
Detection  Systems,” in  Sans  Security

Essentials, ed, 2004.

[11] X. Luo, "Model design artificial intelligence
and research of adaptive network intrusion
detection and defense system using fuzzy
logic,” Journal of Intelligent & Fuzzy

Systems, pp. 1-9.

[12] A. S. Almogren, "Intrusion detection in Edge-
of-Things computing,” Journal of Parallel and
Distributed Computing, vol. 137, pp. 259-265,

2020.

[13] F. Erlacher and F. Dressler, "On high-speed
flow-based intrusion detection using snort-
compatible signatures,” IEEE Transactions on

Dependable and Secure Computing, 2020.

[14] A. Thakkar and R. Lohiya, "A review of the
advancement in intrusion detection datasets,"
Procedia Computer Science, vol. 167, pp. 636-

645, 2020.

[15] B. Caswell, J. Beale, and A. R Baker, Snort
IDS and IPS Toolkit. Syngress Publishing,

Inc. Elsevier, Inc.: Williams, Andrew 2007.

[16] R. Chi, Intrusion Detection System Based on
Snort. China, 2014.

[17] M. Roesch, C. Green, and S. Team, SNORT
Users Manual 2.9.9, 2016.

[18] S. Sharma and M. Dixit, "A Review on
Network Intrusion Detection System Using

Open Source Snort," vol. 9, pp. 61-70, 2016.

[19] C.-H. Lin, "Accelerating String Matching
Algorithms on Multicore Processors".

[20] R. S. Boyer and J. S. Moore, "A fast string
searching algorithm,” Commun. ACM, vol.

20, pp. 762-772.14YY ,

FY 2l ) 5Ll VFee Lo

e


http://dx.doi.org/10.52547/jsdp.18.1.150
https://jsdp.rcisp.ac.ir/article-1-964-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-01-29 ]

[ DOI: 10.52547/jsdp.18.1.150 ]

GBS G513 3 3alg jl oLkl by Snort Ak dgii yousudis U9 Hlw (5 Hwis)lge 9 Sgue

o A

~

[36] Y. Meng and L. f. Kwok, "Adaptive context-

aware packet filter scheme using statistic-
based blacklist generation in network
intrusion detection,” in Information Assurance
and Security (IAS), 2011 7th International

Conference on, 2011, pp. 74-79.

[37] M. Ramesh and H. Jeon, "Parallelizing Deep

Packet Inspection on GPU," in 2018 IEEE
Fourth International Conference on Big Data
Computing  Service and  Applications

(BigDataService), 2018, pp. 248-253.

[38] S. Hakak, A. Kamsin, P. Shivakumara, G. A.

Gilkar, W. Z. Khan, and M. Imran, "Exact
String Matching Algorithms: Survey, Issues,
and Future Research Directions,” IEEE

Access, 2019.

[39] C.-L. Hung, T.-H. Hsu, H.-H. Wang, and C.-

Y. Lin, A GPU-based Bit-Parallel Multiple
Pattern Matching Algorithm, 2018.

[40] C. Thomas, V. Sharma, and N. Balakrishnan,

Usefulness of DARPA dataset for intrusion
detection system evaluation, 2008.

[41] P. P, M. T, and L. Raj, A Comparative Study

on String Matching Algorithm of Biological
Sequences, 2014.

[42] N. Tuck, T. Sherwood, B. Calder, and G.

Varghese, Deterministic Memory-Efficient
String Matching Algorithms for Intrusion

Detection vol. 4, 2004.

[43] "Exact Matching: Classical Comparison-

Based Methods,” in Algorithms on Strings,
Trees, and Sequences: Computer Science and
Computational Biology, D. Gusfield, Ed., ed
Cambridge: Cambridge University Press,

1997, pp. 16-34.

[44] C. H. Lin, "Accelerating String Matching

Algorithms on Multicore Processors,” vol. 2,
pp. 52-59, 6 June- 2016 2016.

[45] J. Yu, Y. Xue, and J. Li, "Memory efficient

string matching algorithm for network
intrusion management system,"” Tsinghua
Science and Technology, vol. 12, pp. 585-593,

2007.

hogs Gliss Shue (owbee uie
Goless 4z, LY Jle e
Sleiol olKisls ) gl ol
09,5 Ll ol Jb o 4 42
A o ey oS s, s

Y 2l ) 5l Ve Jlo

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

G. Vasiliadis, M. Polychronakis, and S.
loannidis, "Parallelization and characterization
of pattern matching using GPUs,"” in
Workload Characterization (1ISWC), 2011
IEEE International Symposium on, 2011, pp.

216-225.

C. H. Lin, C. H. Liu, L. S. Chien, and S. C.
Chang, "Accelerating Pattern Matching Using
a Novel Parallel Algorithm on GPUs," IEEE
Transactions on Computers, vol. 62, pp. 1916-

06 ,20313.

L. Vokorokos, M. Ennert, M. >Cajkovsky,
and J. RaduSovsky, "A Survey of parallel
intrusion detection on graphical processors,"
Central European Journal of Computer

Science, vol. 4, pp. 222-230, 2014.

A. P. M.S., "Parallelizing a network intrusion
detection system using a GPU," Master of
Science, Computer Science and Engineering,

Louisville, UK, 2012.

G. Vasiliadis, S. Antonatos, M.
Polychronakis, E. P. Markatos, and S.
loannidis, "Gnort: High Performance Network
Intrusion Detection Using  Graphics
Processors,” in Recent Advances in Intrusion
Detection: 11th International Symposium,
RAID 2008, Cambridge, MA, USA,
September 15-17, 2008. Proceedings, R.
Lippmann, E. Kirda, and A. Trachtenberg,
Eds., ed Berlin, Heidelberg: Springer Berlin

Heidelberg, 2008, pp. 116-134.

G. \Vasiliadis, M. Polychronakis, S.
Antonatos, E. P. Markatos, and S. loannidis,
"Regular Expression Matching on Graphics
Hardware for Intrusion Detection,” in Recent
Advances in Intrusion Detection: 12th
International Symposium, RAID 2009, Saint-
Malo, France, September 23-25, 2009.
Proceedings, E. Kirda, S. Jha, and D.
Balzarotti, Eds., ed Berlin, Heidelberg:
Springer Berlin Heidelberg, 2009, pp. 265-

283.

M. A. Jamshed, J. Lee, S. Moon, I. Yun, D.
Kim, S Lee, et al., "Kargus: a highly-scalable

software-based intrusion detection system,"
presented at the Proceedings of the 2012
ACM  conference on Computer and
communications security, Raleigh, North

Carolina, USA, 2012.

H. Song and J. W. Lockwood, "Efficient
packet classification for network intrusion
detection using FPGA," presented at the
Proceedings of the 2005 ACM/SIGDA 13th
international symposium on Field-
programmable gate arrays, Monterey,

California, USA, 2005.


http://dx.doi.org/10.52547/jsdp.18.1.150
https://jsdp.rcisp.ac.ir/article-1-964-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-01-29 ]

[ DOI: 10.52547/jsdp.18.1.150 ]

JEw oilon g olwage slasis slaosslo »
S RO RC N W PWEH P
abbasi@basu.ac.ir

SHde Cawgads  (g,L0dl o pptao
al, 1) 0 ab)l wlals
5 lally eSSl (g5l
AT Il o Lw ey oRails
seba plial slatagh cwl oo )S
6‘43l€.‘) slbasis ‘5*>|)_la .
slabl) sbasiis cosal o
5wl &jle lasl asblly glas
a.afsharil371@gmail.com

FY 2l ) 5Ll VFee Lo


mailto:abbasi@basu.ac.ir
http://dx.doi.org/10.52547/jsdp.18.1.150
https://jsdp.rcisp.ac.ir/article-1-964-en.html
http://www.tcpdf.org

