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Abstract

This paper presents a method for improving steganography and enhancing the security using combinatorial
Meta-heuristic algorithms. The goal is to achieve an improved PSNR value in order to preserve the image
quality in the steganography process.

Steganography algorithms, in order to insert message signal information inside the host data, create
small changes based on the message signal in the host data, so that they are not visible to the human eye.
Each cryptographic algorithm has two steps: insert a stego signal and extract it. You can use the area of the
spatial or transformation arca to insert the stego signal. Extraction can be done using the correlation with
the original watermark or independently of it. Clearly, the choice of insertion method and how to extract are
interdependent. In spatial techniques, information is stored directly in pixel color intensity but in the
transform domain, the image is initially converted to another domain (such as frequency), and then the

"’J} * Corresponding author Ll loosge Botus g

F7 sle Fo L 1YA] JLlu gy adllas 95 ® ¥R/ Y/ F et U Sy YA Y YA ndy U A TAY /00 s Jlo )l )l ¢


http://dx.doi.org/10.29252/jsdp.17.4.15
https://jsdp.rcisp.ac.ir/article-1-936-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-12-16 ]

[ DOI: 10.29252/jsdp.17.4.15]

information is embedded in the conversion cocfficicnts. Using optimization algorithms basced on
Metahuristic algorithms in this field is widely used and many researchers have been encouraged to use it.
Using a suitable fitness function, these methods are useful in the design of steganography algorithms.

In this rescarch, secven commonly used Mectahuristic algorithms, including ant colony, bee, cuckoo
search, genetics, Particle Swarm Optimization, Simulated Annealing and firefly were selected and the
performance of these algorithms is evaluated individually on existing data after being applied individually.

Among the applied algorithms, cuckoo search, firefly and bee algorithms that have the best fitness
function and therefore the highest quality were selected. All 6 different modes of combining these 3
algorithms were separately examined. The best combination is the firefly, bee and cuckoo search algorithms,
which provides a mean signal-to-noise ratio of 54.89.

The proposed combination compared to the individual algorithms of optimization of ant colony, bee,
cuckoo search, genetics, Particle Swarm Optimization, Simulated Annealing and firefly, provides 59.29,
29.61, 37.43, 52.56, 54.84, 57.82, and 3.82% improvement in the PSNR value.

Keywords: steganography, Metahuristic algorithms, firefly algorithm, bee algorithm, cuckoo search

algorithms.
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(Figure-21): Applying the firefly algorithm on the results
obtained from the bee algorithm in the Lena image
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the Bee Algorithm in the Lena Image

CSA +ABC + Firefly Algorithm Result

Best Cost
s

i &
& o

A
a
o

&
&

s
£
o

0 5 10 15 20 25 30 35 40 45 50
Iteration

T 535 2 bl o5 i 5ol Jlae (VY- JS0)
B gl 5o Al ity 5931 ool comwods
(Figure-23): Applying the firefly algorithm on the results
obtained from the Cuckoo algorithm in the L.ena image

ABC + Firefly Algorithm Result

46

455

45

Best Cost

445

a4

0 5 10 15 20 25 30 35 40 45 50
Iteration

B 593 3 e o5 o930 Jlasl (Y F— JSC2)

U pgai 50 Jome j9u) pivyoil ol ay
(Figure-24): Applying the firefly algorithm on the results
obtained from the Bee algorithm Lena image

P ol ¥ ol IVl Jlo



http://dx.doi.org/10.29252/jsdp.17.4.15
https://jsdp.rcisp.ac.ir/article-1-936-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-12-16 ]

[ DOI: 10.29252/jsdp.17.4.15]

B )5 B9y K

SISl )5 sl yivg) jl oSkl by 29Las o 0l S92 sl

[35] [34] [33] {32] Cul 00 duslio ;500 clo gy

30 oolppiig gy s oo odalie 45 jeblas [36]
Iy, PSNR i oy pion wadol slaigy b awslie

el 03,5 ol

54
52
50
48
46
44

FUPY DT o 4 cud ity clicad o5 ot
39 g dwoyd YIAY AVIAY OFAF LY/OF XV/FY

S e a3l 1, PSNR lais
bs) Jlesl 5l PSNR jlads (V) Jsax 5o

P W psai gy poddJles! sla by plu g solpiing

s Al

BTl oS 5 W20 el S i M3 o el S W4 o el S

W5 o el S 5 W6 oes S 5 W Firefly U5

WIr b),.n &5“0"5} 39 PSNR ‘}t.i’la.n wli.n (YV—J&J:)
(Figure-27): Comparison of the mean PSNR in the investigated methods

olad 59y » Al e )5 Jlee! 31 gy PSNR Hlado :(Y+— Jgo>)
(Table-10): The amount of PSNR after applying different combinations on the images

S Sy Sy Sy Sy Sy
pgai pb Firefly
Y ojleds Y oylels ¥ ooylels ¥ o lels 8 oyl 7 o leis
L 57.12 57.02 48.03 49.5 48.01 49.6 55.72
ol 53.04 53.1 493 49.18 48.1 50.18 50.76
Jalé 54.52 54.23 49.068 49.16 48.9 50.09 52.159
oSika 54.89 54.78 48.80 49.28 48.34 49.96 52.88

Gliso gy idgh yo LS pguad 59, 0 Al gy Jloe! 31 s PSNR Hlado s lio :(1V-Jgo2)
(Table-11): Compare the amount of PSNR after applying different methods to the Lena image in different research

G S Wang Yang Liao Mehdi Zhaotong
e ol
o= PSNR 4l 5w
et Jlost 51 57.12 44.1 38.24 41.48 39.09 42.74
U pgad 9,

s aw 23S IS ey e apl Gl
sl s o5 e e8! 5l Wl b saso Bl
b e oo il ppsil 5 w2B sotes
L YAUAF 5 FYYD AVAY (i ja PSNR 1oSilee
uﬁf}s )Jﬂ\}dxfs.iio)l.o.w W“S)JC\SM&LSAQLMJ
S5 g Joue i) o Slbiced 05 slapt 80 s 54y
|y s oiae OF/AY L il PSNR e b col a3l
¥ oojlods glacaS 5 b anglie )5 aige ol 4 e 0

A o alys FAUAF 5 FAIFE FA/YA

P ole Fo,ll VA Jlo

S 5 A -7
sl Vb ol azyo b pslie (B, S allie on) o
S0y o oleday by, w8 &l pslar 6, 0ks
w4 @bl 9 PSNR jlude o9y jolaieds pglai
WS e oolitul (g Sl 15 slap o Sl ange (R
2o )5, 0 @R By e slapi o5
sodls (55, » @lSa 5 wlad S 18 eolitul 390
e 4z b ae s SI OT 51 ey taiad Jlasl 052 50
e 85 o yo8) dw WAl b ye odeliuwsa; PSNR
SlocS 5 5 il dms als o gl i s |, PSNR e


http://dx.doi.org/10.29252/jsdp.17.4.15
https://jsdp.rcisp.ac.ir/article-1-936-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-12-16 ]

[ DOI: 10.29252/jsdp.17.4.15]

[10] F. Sadeghi, M. K. Ralsanjani, and F. Z.
Kermani, “Hiding Information in Image by
Compound Meta-Heuristic Algorithm PSO-SA,”
Int. J. Compute Sci. Artif. Intell, vol. 3, no. 4, p.
125,2013.

[11] K. Akshyata and 1. Jain, “Data Hiding and
Security using Steganography”, International
Journal of Engineering and Management
Research, 2017.

[12] E. T. Zghaer and S. H. Hashem, “Ant Colony
Optimization To Enhancce Image
Steganography”,  International  Journal of
Emerging Trends and Technology in Computer
Science (IJETTCS), 2017.

[13] A. Miri, K. Faez, "Adaptive image
steganography based on transform domain via
genetic algorithm", Optik, vol. 145, pp.158-168.

[14] K. Loukhaoukha, J.-Y. Chouinard, and M. H.
Taieb, “Optimal image watermarking algorithm
based on LWT-SVD via multi-objective ant
colony optimization,” J. Inf. Hiding Multimed.
Signal Process., vol. 2, no. 4, pp. 303-319,
2011.

[15] J. S. Lee, J.-W. Wang, and K.-Y. Giang, “A new
imagc watcrmarking scheme using  multi-
objective bees algorithm,” Appl. Math. Inf. Sci.,
vol. §, no. 6, p. 2945, 2014.

[16] F. G. Mohammadi and M. S. Abadch, “Imagc
steganalysis using a bee colony based feature
sclection algorithm,” Eng. Appl. Artif. Intcll.,
vol. 31, pp. 35-43, 2014.

[17] M. Ali and C. W. Ahn, “An optimal image
watcrmarking approach through cuckoo scarch
algorithm in wavelet domain,” Int. J. Syst.
Assur. Eng. Manag., pp. 1-10, 2014.

[18] Y. H. Chen and H. C. Huang, “Reversible Tmage
Watermarking Based on Genetic Algorithm,” in
Intelligent Information Hiding and Multimedia
Signal Processing (LUII-MSP), 2014 Tenth
International Conference on, 2014, pp. 21-24.

[19] a L. Brazil, a Sanchez, a Conci, and N.
Behlilovic, “Hybridizing genctic algorithms and
path relinking for steganography,” ELMAR
2011 Proc., no. September, pp. 285-288, 2011.

[20] M. Nosrati, A. Hanani, and R. Karimi,
“Steganography in Image Segments Using
Genetic Algorithm,” in 2015 Fifith International

Conference on Advanced Computing
Communication Technologies, 2015, pp. 102—
107.

[21] B. Lei, F. Zhou, E.-L. Tan, D. Ni, H. Lei, S.
Chen, and T. Wang, “Optimal and secure audio
watermarking scheme based on self-adaptive
particlc swarm optimization and quatcrnion
wavelet transform,” Signal Processing, vol. 113,
pp. 80-94, 2015.

oyl Glapiy sl b anolie jo 0alaiil oS

e gy azge G5 Giludige ey
Sy WS S WSy sl et
DIV plime 0 byt ¢ Slicads o5 condisjludnds
aoys YIAY 5 AVIAY DY/AY OY/AF XV/EY Y45

S o 4Ll |, PSNR ladis 5 Sguqe

7- References &l -V

Slapi, s (s dedeze Gl sdlile aot D

b s e SO el il

oo gyl slayslid pwaige Sl )5 ez ysS)
AYAY XY Slois DY

[1] M. SH. Alizadeh, “Evaluation of message hiding
algorithms in image steganography and efficient
algorithm design”, High Speed Craft, Vol. 52, pp.
42-30, 2018.

[2] X. Zhang, Z. Zhao, and J. Wang, “Chaotic image
cneryption basced on circular substitution box and
key stream Dbuffer”, Signal Process. Image
Commun., vol. 29, no. 8, pp. 902-913, 2014,

[3] M. Hussain and M. Hussain, “A Survey of Image
Steganography Techniques,” vol. 54, pp. 113-
124, 2013,

[4] A.Bcnoraira, K. Benmahammed, and N.
Bouccnna, “Blind image watcrmarking technique
based on differential embedding in DWT and
DCT domains,” EURASIP J. Adv. Signal
Process., vol. 2015, no. 1, pp. 1-11, 2015.

[5]H. Tao, L. Chongmin, J. M. Zain, and A. N.
Abdalla, “Robust image watermarking theories
and techniques: A review,” J. Appl. Res. Technol.,
vol. 12, no. 1, pp. 122-138, 2014.

[6]N. A. Abbas, “Ilmage watcrmark dctection
techniques using quadtrees,” Appl. Compute
Informatics, vol. 11, no. 2, pp. 102-115, 2015.

[71M. Keyvanpour and F. M. Bayat, “Blind image
watcrmarking mecthod basced on chaotic key and
dynamic coefficient quantization in the {DWT}
domain,” Math. Compute. Model, vol. 58, no. 1-2,
pp. 5667, 2013.

[8]1Z. Xie and X. Wang, “A Heuristic Feature
Combination  Selection Method in Fusion
Detection of JPEG Stegoimages,” in 2012 Fourth
International ~ Conference  on  Multimedia
Information Networking and Security, 2012, pp.
220-224.

[91 M. Kiamini, S. Fazli , “ A High Performance
Steganographic Method using JPEG and PSO
Algorithm,” IEEE, 2008.

7 2la Fold 1Al Jlo



http://dx.doi.org/10.29252/jsdp.17.4.15
https://jsdp.rcisp.ac.ir/article-1-936-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-12-16 ]

[ DOI: 10.29252/jsdp.17.4.15]

S )3 9 K

SISl )5 sl yivg) jl oSkl by 29Las o 0l S92 sl

5

[34] X. Liao, QY. Wen, ZL. Zhao, “A novel
steganographic ~ method  with  four-pixel
differencing and modulus function”, Fundam
Informaticae, Vol. 118, pp. 281-289, 2012.

[35] M. Hussain, AWA. Wahab, ATS. Ho, “A data
hiding scheme using parity-bit pixel value
differencing and improved rightmost digit

replacement”, Signal Pro- cess Image Commun,
Vol. 50, pp.44-57, 2017.

[36] Li. Zhaotong, Hc.Ying, “Stcganography with
pixcl-valuc differencing and modulus function
based on PSO”, Journal of Information Security
and Applications, vol. 43, pp. 47-52, 2018.

Jasbial 5 ol la g 8L, oY
)5 Sy ol ol3T olKils
R R e U
Siae s VAl o ke
(i )y 5o 1) 093wl (oulid)lS
5 YAY o o Sy 5 esimn Gign ialS ol
Sl (6,5ld Cu pae a0 ) 0e 1S Sw
ST ol&Kasle 51 VYAA Jlo o g 5 g e il

aBle o506 odosh gleae; wls,S cél e Ol
Sl sloslils (sl pn g bl i)
el (S S gl 5 e
5l el @l Slagl asbll, Slas

1 riazi@iauvec.ac.ir

L":”' D a1 sy s Syue VAP
\r =7 _

-@‘ ol Sl Jasls s o pas
h

GAYYY Jls 5l gg ol 00,5 cal o
alaesls Jleld) jou8 (sboolBails jo 00 el 4y yeS
SlapiepsT nel Ll aBe 9,50 imgy slaaine;

5wl O)le Glagl asblly slas
poorebrahimi@gmail.com

Jlo o (Ol al)‘] olRzils Lol

5 oole Sla sae il gee
o o el ol sRasls Laashs
A, 1) 83 1Sy Shae VYYD
Ol By e ol 5l bl (pmoige
pi Slegoge el 005 bl

7 2ba Fo,leb IVAS Jle

&

[22] X. Li and J. Wang, “A steganographic method
based upon {JPEG} and particle swarm
optimization algorithm,” Inf. Sci. (Ny)., vol.
177, no. 15, pp. 3099-3109, 2007.

[23] G. S. Lin, Y. T. Chang, and W. N. Lie, “A
Framework of Enhancing Image Steganography
With Picture Quality Optimization and Anti-
Steganalysis Based on Simulated Annealing
Algorithm,” [EEE Trans. Multimed., vol. 12, no.
5, pp. 345-357, Aug. 2010.

[24] A. Mishra, C. Agarwal, A. Sharma, and P. Bedi,
“Optimized gray-scale image watermarking
using DWT--SVD and Firefly Algorithm,”
Expert Syst. Appl., vol. 41, no. 17, pp. 7858—
7867, 2014.

[25] A.  Miri, K. Faez, "Adaptive image
steganography based on transform domain via
genetic algorithm", Optik, vol. 145, pp.158-168.

[26] S. Hemalatha, U. D. Acharya, and A. Renuka,
“Wavelet Transform Based Steganography
Technique to Hide Audio Signals in Image,”
Procedia Comput. Sci., vol. 47, pp. 272-281,
2015.

[27] M. Nosrati, A. Hanani, and R. Karimi,
“Steganography in Image Segments Using
Genetic Algorithm,” in 2015 Fifth International

Conference on Advanced Computing
Communication Technologies, 2015, pp. 102—
107.

[28] Z. Li, Y. Hi, “Steganography with pixel-value
differencing and modulus function based on
PSO,” Information Security and Applications,
vol.43, pp. 47-52, 2018.

[29] F. G. Mohammadi , H. sajedi, “Region based
ITmage Steganalysis using Artificial Bee
Colony,” Visual Communication and Image
Representation, vol 14, pp. 214-226, 2017.

[30] S.I. Nipanikar, V. H. Deepthi, N. Kulkami, “A
sparse representation based image
steganography using Particle Swarm
Optimization and wavelet transform,”
Alexandria Engineering, vol. 57, pp. 2343-2356,
2018.

[31] A. Miri, k. Faez, “Adaptive image
steganography based on transform domain via
genetic algorithm,” Optik, vol. 145, pp. 158-
168, 2017.

[32] CM.Wang, NI. Wu, CS. Tsai, “A high quality
steganographic ~ method with  pixel-value

differencing and modulus function”, J Syst
Softw, Vol. 81, pp.150-158, 2008.

[33] CH. Yang, SJ. Wang, C. Weng, “Capacity-
raising steganography using multi- -pixel
differencing and pixcl-valuc shifting
operations”, Fundam Informaticae, Vol. 98,
pp-321-336, 2010.


http://dx.doi.org/10.29252/jsdp.17.4.15
https://jsdp.rcisp.ac.ir/article-1-936-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-12-16 ]

[ DOI: 10.29252/jsdp.17.4.15]

(oras Sl — egian hga Ll 4De 39

oo Sl glaailebs 5 oS sla by, s jlwdnd
Hlow! O)le Hlin) el glas

mahmood_alborzi@yahoo.com

U;M.'L..Q)ls \S)M ‘69)L»l Ql)‘ Kisls
Cupde Ay 5o VYYD Jlu jo )y o5

JLMJ)Q ‘) \555 J.Mx)l wu)lsjw

oIS Sie Capde Al 3 1TVA

iy 0 WYAY Jlo o 1) 053 liSs 5 ollas 5 g
ol ol oKadls I leailele il )5 Saio o pae
olil addle 850 Jiogh SDlegdge walen S Cél e
SloaSt (5505 5 (6yslid o pae S slapn 5Kl
el grac

5lewl osle Slaol aclll, slas

r.radfar@srbiau.ac.ir

7 2la Fold 1Al Jlo



http://dx.doi.org/10.29252/jsdp.17.4.15
https://jsdp.rcisp.ac.ir/article-1-936-en.html
http://www.tcpdf.org

