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Fuzzy retrieval of encrypted data by
multi-purpose data-structures
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Abstract

The growing amount of information that has arisen from emerging technologies has caused organizations to
face challenges in maintaining and managing their information. Expanding hardware, human resources,
outsourcing data management, and maintenance an external organization in the form of cloud storage
services, are two common approaches to overcome these challenges; The first approach costs of the
organization is only a temporary solution. By contrast, the cloud storage services approach allows the
organization to pay only a small fee for the space actually in use (rather than the total reserved capacity)
and always has access to the data and management tools with the most up-to-date mechanisms available.
Despite the benefits of cloud storage services, security challenges arise because the organization's data is
stored and managed outside of the most important organization’s supervision. One challenge is
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confidentiality protection of outsourced data. Data encryption before outsourcing can overcome this
challenge, but common encryption schemes may fail to support various functionalities in the cloud storage
service. One of the most widely used functionalities in cloud storage services is secure keyword search on the
encrypted documents collection. Searchable encryption schemes; enable users to securely search over
encrypted data. Based on the users’ needs, derivatives of this functionality have recently been considered by
researchers. One of these derivatives is ranked search that allows the server to extract results based on their
similarity to the searched keyword. This functionality reduces the communication overheads between the
cloud server and the owner organization, as well as the response time for the search. In this paper, we focus
on the ranked symmetric searchable encryption schemes. In this regard, we review structures proposed in
the symmetric searchable encryption schemes, and show that these two data structures have capabilities
beyond their original design goal. More precisely, we show that by making the data structures, it is possible
to support secure ranked search efficiently. In addition, by small changes on these data, we present two
ranked symmetric searchable encryption schemes for single keyword search and Boolean structures which
introduced-keyword search based on the data.

Keywords: Searchable encryption, Ranked search, Linked list, Lookup table, Fuzzy retrieval, Boolean query.
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1 Pseudo-random function
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(Figure-1): Suppose that the keyword w is located in three
documents with identifiers id4, id, and id;. From table T, we
get the ID and address of the first document containing w, i.e.
id, in array A. Then, , id, and id; are retrieved by sequential
links. Note that in this figure, for convenience, the information

is displayed as plain.

2 Single keyword fuzzy retrieval

! Pseudo-random function
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! Chosen-plaintext attack
2 Pseudo-random permutation


http://dx.doi.org/10.29252/jsdp.17.4.123
https://jsdp.rcisp.ac.ir/article-1-901-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-07-12 ]

[ DOI: 10.29252/jsdp.17.4.123]

S b el g e ks S 5 em (Udj W)
el g, SO heslainl b les oo 1y i b3k syls
6al b3k awlis o 55w 0l pleil 5 O jg0ay ST L
2 e Ol Se )8 G el S o0l )5 4 ), iy
Lo S oo Jlo)l ssrm a5 Sleise (id), 1) o)
gac slogs; lawsi a5 XSet |Lsluools S 5l oolanul
6);\5)[.3 J9 g Ceoww O J.:j)o 9 6)‘.\§ua.‘>‘.~) ID X W
Sob 5l 28l las sl eolaiwl b psoren g ol o0l
zoly WS oo bbb XSet Lsluosls 5l py; jlade )8
bbb a5k s ol LUL JalSjoboay () ol a5 ol
SRl Gwbly 5o 0gzge oy, S aS Jjo syl 4l
5 LS gl bzl 55 L Juls 5l ails e o)lgen
ol Bl el |y wliedign g, [6] Ll Sen
Olyeas XSet cad> o lag] by, 50 .e,S @l Jelas
Ogb oo (Gilwdd  Bolal  olie I acgeme S
L e t0gd oe ols I8 XSet ,o gfpErid) @ xwi)
XSet ;o sgzg0 yole (Solajad mly 5 oola
S s s Jeld 4 0ed o asle (ggeuiay
w‘o)bg}ob%ﬁbdﬁojuu&uhﬁw
as 692.:4.3 fg“,gv.:‘ 6)5\) 05; u_i:‘ )‘ Lgyé.c g‘;‘.li.;_ﬁ})o
Sl el Sl 45wy sadiadsd sastie polis
09N e 9 U S ol 4 s 8 e
i o a0 ol iy OMles ploil b o3ly 0,5 a1
597 oleiinn gy Bosi 4 pj 53 Sy wialsS oalsly
oy GWISen 5 (GBS s, 5l (et jsboar &S o e
OLSer 5 (15 eoleiin by, o Ll 5l o
SsLoosls ‘A:Su’.o.? ‘suL,.,.w Iy 00l gudl,y (g
o)|9 ws..a.c )y LQ,.) 9 S| )SOJLA Lbui U"’5) g XSet
Golginy Jslucols wjle so e 1) L5 5,50 G o
ole; sOMN) &y 51 lojlasl s aizmen L)l
sl N =Y ewDB(W) &5 cul 0(1) (sooins
oily LL3,l lhe Lo bg, ;0 XSet |Lsluosls a5 Jb> o
oz oY slad (ol cwd 4y e g, yo o, Slee ol
ol oael Cawoas XSet  Lsluweols  glwe w3
shls b eolpmas (g, yo Jlslucols pl aS gemuay

2l 0(1) iz o 5 O(ID] X W) 3l

pays) siie bae = (W AW A LLAWY,)
deles (eSS b oojlg Wy ojly 0sS 5,3 .(BoolenFR
gl L3, e a5 golwl olaws a5 e ol @ il
Ao lie H0) wib olass o 1S el A Blas wy o3l @
(G lems s )3 39290 slaolls iy b
2 q e Glewy Subganas; (sezea ¢l
LL3) e a5 1, goliwl anlis laml oaiise, cdl>
2 Sl e ol el 0 JBlaz Wy o3l b L]
awliss opl LT aS oS o gy p id) oo SbsL awlis
Jolss ST g 0gd oo Jolis i =2,..,m lp |, w; &5lg
Sl yadx> o3ly ol 4y eadol awlil bl )l ol 0gd o
azsls B ol feeds o lis py; LI, jlade cpl &S
slamy=min{y;;:i=1,..,m}aS m=a 3k

...\;Ssaao)ﬂﬁl)q ul.o.w).nld] MLH&ASW“SM

30 s (ylows y (Semiumer (15 addgl oy 5 oIl 1(V - JSL)
00l oy Cdl>

(Figure-2): The basic algorithm for the conjunctive search
query in the plain mode.
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