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An Access Management System to Mitigate Operational
Threats in SCADA System

Payam Mahmoudi-Nasr*! & Ali Yazdian-Varjani?
"Department of Computer Engineering, University of Mazandaran, Mazandaran, Iran
>Tarbiat Modares University, Tehran, Iran

Abstract

One of the most dangerous insider threats in a supervisory control and data acquisition (SCADA) system is
the operational threat. An operational threat occurs when an authorized operator misuses the permissions,
and brings catastrophic damages by sending legitimate control commands. Providing too many permissions
may backfire, when an operator wrongly or deliberately abuses the privileges. Therefore, an access
management system is required to provide necessary permissions and prevent malicious usage. An operational
threat on a critical infrastructure has the potential to cause large financial losses and irreparable damages at
the national level. In this paper, we propose a new alarm-trust based access management system reducing the
potential of operational threats in SCADA system. In the proposed system, the accessibility of a remote
substation will be determined based on the operator trust and the criticality level of the substation. The trust
value of the operator is calculated using the performance of the operator, periodically or in emergencies, when
an anomaly is detected. The criticality level of the substation is computed using its properties. Our system is
able to detect anomalies that may result from the operational threats. The simulation results in the SCADA
power system of Iran show effectiveness of our system.

[ Downloaded from jsdp.rcisp.ac.ir on 2025-06-08 ]

. Keywords: Access control, trust, insider threat, anomaly detection, SCADA.

* Corresponding author Sl looage basug gl #

10.29252/jsdp.14.4.3 ]

Yf 2l f o)l \VAP Jlo

&

[D


http://dx.doi.org/10.29252/jsdp.14.4.3
https://jsdp.rcisp.ac.ir/article-1-440-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-06-08 ]

[ DOI: 10.29252/jsdp.14.4.3 ]

et 4 Cal Loygilpl bage 4 aSd Y gliebl coll
5 o3 kS B bl bRl sleyslnl s
Skl cll Lis 3 Jlold b lag)] slapraas
AU laie 4 a2 g o b eyl ) azliz s oS
olisl (S5B slaygiws Jlo)l s dajlade o535k 5 5
Wi pll g yoa 1y 093 g ((aes el b (gies)
(1) wanlp el o 23b b5 sl (1) oz
b g eanlp SO cass (1) o)l glaanl 3,0 s
J (sl i o ailobis 1o ans ol 0T 3 S plol ()
Te Jlo o Al S50 Ay Lok 255
o Joir conlial ke alanlgds 45 5,5 oyl ol oo
[11]0w] 59294 Toll ailobis o
Gl p ey Sopoe alile Sy dllie cpl s
2 Sk slowag ol jolieay slaiel 5 jlaca
o g oo wlls ol o el o ]l 1olSasl ailoles
A o wd 0 aygilpl slesel mlaw o b oaS ol
Slbos sloassgs Gliee 51T Sl U555 ooy
s5lnl oleel mhaw az pp 45 S S W eyt auls
Srdn S & (wyiwd Bilrl 09l drule e
Ol 31 oolerin Blle )5 35800 wal2 55 sl
sl bl v Glpeay aSs )0 bacuy Tpon il
o byt a5l 9sh e oolial gl ay g s
b 3l 5y dlotel gl 45 3ls dalys s s g
3l ity Sy O Do
V@b Ol 5l oglnl oleiel o alxe sl
aiby boyglyl o bl il ead solinal g
Shesls onge ) bjlaia Sayw az 0 03 58 by
reSoil gl pasls olyieas Wi adis by &5
53l slozel s ol oas solicil Lilnl L l5ee
pe) ksl Wlge o b g paie Sloy Jolsd )
oleriny Blabs 098 oo (Slajie,m (5 lmal lulis
bty 3l eoliiul b o)l ais sl 55 1) (509,
W jsbay  aas e &l Vbl coas JS
5wl e dlie ol (slacs yslsi

doddo -
Closias 5 odume cballs Mol claailils
Lol TS0 S5 5 Ttk pshiiea 45w
G &3y Sl wiile Gl glacsley) o Sato
IolSa) glaailels & ales gl o oolitul I 5 i o]
0 loyemiy wolg So ar i Gl ol )
JIS e 40l valss oy ol slac s
o el el o ol i 1ol el oyl
9L, sl S oS el b o ol il sales
gl pyme o Kl claalls a5 wims o olis
[1]asn ooy
il slaalls o SUihs gy j K

Gl elia wag ool el Fsogn )5 way
SHE slajeme 4 & (o2l b (Gl )5 &5 Wil e
plsl g bajgzme I eslitulign bow3)S oy (gwjiwd
# Gl sl olml coge (Pl slaygias
XY eadalxl slaiegh Lo [2] opd o0 abole
5 O YV 3] YoV Jlo 50 (5 mbe ols> gaamme
YSL LA YT Lo o lagg,lo podS 78+ 5 YoAY Lo
ax YAL 5] YO¥ Jlo o oad syl odles
5 oy S 07 5 [6] YVF Jlo o oyl
salls ) 5 woss 355 o g5 51 [7] Y410 Lo
[8] Yoo b Yool bl o odlas 7¥+ lolSul
£ O] YoM B Y Gladls s odlam VYT
oLy ol sad il oLl L5 g 5 go9s
55 51 YT Jlo s eadead odlem YEL[10] 3,58
Lol 0095 (5345 alos

S bl dlls )5 095 lanags gl 5l (S
L Bl gl sy Shiles glasgags ol Sliles
Pl 00 Sl (g yiss H5ilnl Glojozme 4 &5 coxloe
5 bl glaanld o Pl sbul o] Bus g ©ed o
il Bl Bl o el a5 o (gluial T3l
Boer 151y plnl daan]p JiuS wlde coxdy
Sy IS oy g jlasa g leolyg, 4 S

7 Reliability

8 Enbridge Inc.

? Criticality

10 performance

11 Statistical Quality Control

! Supervisory Control and Data Acquisition (SCADA)
2 Monitoring

3 Real-Time

4 Process

3 Cascade

¢ Insider threat

Yf ol folabivas Jlo

©

13

&


http://dx.doi.org/10.29252/jsdp.14.4.3
https://jsdp.rcisp.ac.ir/article-1-440-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-06-08 ]

- 10.29252/jsdp.14.4.3 ]

13Ul &slolw 3 (Fldos (LRI GBS (Glrs (S )iand iy 3330 dilolw K

sl il pasis Toszly S (BB S Sis
S5 GBS Lo Jore 5l ool by s 8 slaailals
5wl (6590 Sl ool &S1,1 [14] jo Modbus St
alie o ISl Blls o glxial asis clagis,
@ ao Lasid gl [16] gin ;o .Cusl oas 03,41 [15]
daosls _Sile e aiile w13 ola Sisg 50T 51 doasyT
oolisl ()] b (s pdymyimss 5 il 9,Sles sy
Sl a5t gy o 55 [17] e o ol 00
sihie glhons S laanls 4 ale> auseis
51 oolil b oyl goie ol el oad wil) ¥ udiaab
s 305,5 spbolid |y aloles glaasy T8 St slaosls
wisl B gl yeiie 1Sy 2 gl Slos glags e Sl L

IS o gy i 50 |y A T3 L5 0550 5 Slae

S D Js sbabln g olosel -Y-Y
SISl s S5 (sl iy, 5l oslinal 45 Jlo s
Sl rSske 5 prles s5lnl oS sgume sl e Lo
Bl sleable ;o wwl 35> (loasogs s
A5 sla e 5 olabi slaslelo (sla ie 35y Juloas
©og9me JSb 4 b g oaddoolitul axgmpdy b o yiwd

L BUCEE PSS
Jxe 5l oasie alllaswg leass ST
liee ooy S 0 RBACT wjyiws JyuS8 o latiw
L Gl Jol5 jsba lap] 5l Sogen o5 waiadl)|
corilr S Bl e e B Blls slagaiesls
Gl slp Sy g sleel e oyt S
bl Cozole cnl )o sl 03,5 sleiin (5355 slosaws
5 Sl 5l (g lade i Say bajeme 5 ()15 51 S 2 4
Obe 31, s bl jo gl e sols plaisl S,

l ot Lad oad ools plam! 5 4 a5 ola s
5ol slesyse slael albinl os a5 WS b wily o
oS ol slazel aibin] o asl xS 515 slesel
et G slbjaome S Jlade 4 azgl b il SO
degorme 5l jome 4 (pwyiws sl azmiliy 0sd o
&S lacgamma 0,5 colaiwl e Solae  sla yuds
d.a.wL?u 6‘)" W) A.Q:‘BD s.:L‘?L».-‘ ‘o)\o |) ki«u.’) UJJMS

ooul,»\asi}) S lem:\i{..&} )'l MA.CM)Q k.iaaai)

2 Framework

3 Programmable Logic Controllers (PLC)
4Role Based Access Control

5> Colored Petri Net (CPN)

Yf 2l f o)l \VAP Jlo

Gl gy wyis Capie alble K @l ()
Ll maw 4l 5 bl Slele Slles sloayags
slp e ol e lacun ponglm 5 sl
Oopsle whw g glnl slesel Jlade 1L et
bl & (owiws glajome ni sl lbew
el 00 oolaul
AT S JS sl sl gy 5 stiid (Y)
JolSeal wilols 5 5 lomials pmaieis sl
P9 LiSn 9gd oo 00l dalol O jsopay alis oyl
pom OB 53 D3l pee mden Sla Ragh )9 et alli
el slaglis dolsa] Glol ol Slosie slacony
ol wilods )y Sliler (gladsags 5 oISl gl
aeedd g ISl g5l nl (g s Zo pae lp soleriny
B2t iy i b ee W)l ez A 0 slmial
il Ay e ee LS ) sileand bl 5 b))
el 00l 00551 Alas ol 5l Lol gl

Oy, LB g5 Y

$095 S 3 g ylmial ansids —V-)
5 bl pais slp gounie sbaaldle 956
PSS el 0ol &l 095 slavuagd 5SSl
5 &8, sl Shy 12] )5 slagsl plulis
2 el 0pd g [14] S8l JGT [13] ol
) Somed oSt lie ol 5o sadelnl Slalllae bl
elolid jshieay baaca UT 5 entplml slals
[12] ao .los ST ooliiwl 5095 sladsags g (5 lwal
slabls o 'wliy cud LB gelSeols l eolatsl L
2 Lol 4 des (et glp S0, seie S5
el o b e Ootl el 05,8 @il 18ISl aibols
@l ool LU o )58 Glasl bl slaesls
S 4 (Sly gy onl Cudgame S e lulil
el By cod LB o elpl o Slae 5l LS6 slaslayg,
1 i el ol lie ol 5 esallyl g, 45 o
l abels (5,lxal dajloie 4 5ilpl (2STy pae &5
sladags @lolid gl (3Bl by WS glulid
S 6,56, gy onl 5 el 0dds @)l [13] [0 (go45
Ol cgats o5 aos el os (5395 p2leo U 05 o0
aile) 90,5 I3 pleld a5 IR axgis e

! Log file


http://dx.doi.org/10.29252/jsdp.14.4.3
https://jsdp.rcisp.ac.ir/article-1-440-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-06-08 ]

[ DOI: 10.29252/jsdp.14.4.3 ]

0,33 7 SIGL B0imd g, laleyd 5 aools oles
olad 1) bl able IS kale (V) S8 wgd oo

.J.QOLSA

SERlosiad Gu gy RTU_L [ V-Couy
folays, *
A [SWE
Pl
Slazaloly g, .
Bl o
.
L J
HMI (bl 5 behs P
. '
25 °
fe.
s
o888 | . >~
el e | RTU_n [€—» n-cewy
19900, Sl

Solw!l Lol L5 Ll 1 (V- JSC)
(Figure-1): SCADA system architecture.
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! Exponentially Weighted Moving Average (EWMA)
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(Figure-3): Real time anomaly detection.
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(Table-3): The criticality of substations.
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(Figure-4): Control limits and anomaly changes in
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TV ool OB,b s sla oz slawy w3l i (o

s laia slass wae my SYsb Slaylaia slass wae
sloel Jlade Zulesyo 5 s oz wad@maas b SN
e ) G 8 S e Ty 2lS AT & il
pslme b 5l gl was skl jlade aSbxl)
99 ol & 89 (o Slel oad S A D lacey
Cuop plesl boaaldl o wlge Josts 6p5sl> oy
YVIPY & o)loninl oo F eny slo i 3 Sy ot
e glolid Jole (-0) USSRl
ik S s ge las |y pgd il BT 5 (5 lnial
o g Al malS /0N & (el ] sleel Jlade g
s Foen @ wlgioe ks gilnl wslsl jo oo s
oo o F oy 5l Ko gl o5 LBs all asls

Yf 2l f o)l \VAP Jlo

9

polie (F) cawl oo STay rals g lbxwl canlin s
wy,, =064 5l wlole sadand Ik gla sl il
slylain gl wy =036 (o5 glojlaia sy
¢=y=F=0125 @, =033 a; =0.125 (Lol
slabls | bbjlaie Jow ) SySel> gl (B) p=2
Loyl )eilnl (B) 0gd oo ooliul Jlaza ils, aedign
(V) S oo (Fwiod (Sliboe sladsags o bayglnl K00
bl ,8 jslateas 8L 0 sloosls )0 (6 nsd Al

D5 03 Jlos!

1211 1 oy Sl s 5l (520 039 sleme :(V-Jgu)
(Table-2): Weighting criteria to determine the
criticality of substations [21].
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(Table-4): The attack scenario, the amount of operator trust in various inspections.
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(Figure-5): Anomaly detection in attack scenario.
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(Figure-6): Reducing anomalies in the control scenario.
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(Table-5): The control scenario, the amount of operator trust in various inspections.
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