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Abstract

In the era of digital transformation, government agencies and corporations increasingly rely on
electronic services, generating vast volumes of sensitive data stored in distributed databases. While these
records hold immense potential for knowledge discovery through data mining, their publication or
sharing raises critical privacy concerns, particularly when sensitive individual information is at risk.
Traditional Privacy-Preserving Distributed Data Publishing (PPDDP) methods rely heavily on Trusted
Third-Party (TTP) intermediaries and Secure Multi-Party Computation (SMC), which introduce
systemic vulnerabilities such as communication bottlenecks, synchronization failures, insider attacks,
and inherent distrust in centralized entities. In healthcare analytics, hospitals leverage patient data to
enhance diagnostic precision, optimize clinical workflows, and advance preventive and precision
medicine. Yet, reliance on siloed datasets from individual institutions often restricts model
generalizability and impedes comprehensive insights into health outcomes. Patient health is a
multidimensional construct influenced not only by genetic and biological factors but also by behavioral
patterns and socio-environmental determinants. Cross-institutional collaboration integrating diverse
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datasets from geographically distributed sources is essential to develop robust analytical models.
However, such collaboration raises critical privacy concerns, as centralized aggregation of sensitive data
risks exposure to breaches or misuse. Our probabilistic framework for privacy-preserving distributed
data publishing directly addresses this challenge. By eliminating dependencies on trusted third parties
and secure multi-party computation, our approach enables secure, decentralized integration of
heterogeneous healthcare data. Through uncertainty-aware probabilistic anonymization and adaptive
noise injection, the framework ensures compliance with stringent privacy regulations (e.g., GDPR,
CPRA, HIPAA) while preserving the analytical utility required for accurate, actionable health outcome
predictions. This balance of utility and privacy empowers researchers to harness the full potential of
distributed datasets without compromising individual confidentiality, ultimately fostering innovation in
precision medicine and population health management. This paper introduces a novel probabilistic
framework for privacy preservation in distributed environments, eliminating dependencies on TTP and
SMC. Unlike existing approaches, this method leverages uncertainty-aware probabilistic models to
dynamically anonymize and perturb data across distributed nodes while preserving global data utility.
First a survey of privacy preservation data publishing methods is presented in this paper and then we
discuss about prose and cons of the techniques. After this we present the model and its implementation
details. The results obtained by security evaluations shows that the presented method will balance out
the privacy security and the accuracy of distributed data better, using the probability model without
needing a Trusted Third-Party and Secure Multi-party Computation.

Keywords: Data Mining, Data Publishing, Data sharing, Privacy Preserving, Security.
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(Figure-1): Privacy Preservation Policies for Distributed Data [22]
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(Table-3): Comparison of Expected Confidence Calculation
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(Pseudocodes-1) : Expected Confidence Calculation Algorithm

CalcExpectedConfidence ()
Input: r, n, array of N probability for QIDs and S value
Output: EC
1: Probability « 1
2: FOR each atr in QIDs and S DO
3: Probability < Probability *
getMinimumProbabilityFrom N _privider(atr, r)
4: END FOR
5: RETURN (1 — Probability) * n

oadioddline yluab! dwlixo iy 598l (Y- uS al)
(Pseudocodes-2): Observed Confidence Calculation Algorithm

CalcObservedConfidence ()
Input: r, EQGroups, EC, total, y
Output: OC
1: EL « | EQGroups |
2: S « getSensitive(EQGroups, 1)
3:Ec«1
4: FOR each atr in QIDs DO
5: Ec «— Ec * nodeProbability(atr, r)
6: END FOR
7: EG « Eg * total
8:Eo«— Ec—EL
9:IF Eo > 0 THEN
10: OCg « 1, Satisfy < 0
11: FOR i from 0 to Eo DO
12: OCg « B * ((SL+1i)/ (EL + Eo))
13: IF OCc <EC THEN
14: Satisfy «— Satisfy + 1
15: END IF
16: END FOR
17: IF (satisfy / (Eo + 1)) <y THEN
18: RETURN 1
19: END IF
20: END IF
21: RETURN B *(S L/E L)

! Classification
2 Distributed General Framework for Privacy Preserving
Data Publishing

(V) oSads ;o oadosslice ylelsl diwloe s 65!
Wl ot aSall 0 S jebiles
I 0,65 5l 4 o 3l e g koSl pl slasogg
ly oadaralone jlade laisyge 9505, b plea slaog,S
ploi 4 bgpe sboo,s, JS olawy o jllaiily g0 lebs!
Oizen il e Ll Lliw] v g FaS el
r 9,55, shila eadosaliv bkl jlade p.u)ji” 9>
39290 5lao )5S ) olasy o Las o getSensitive &b .ol
1'0)95) ).v‘).sLb ‘wbomc\fa‘_g))lp.b 05)5 PO
oy S slawi cia U )z las o ils 5 oy |y ol
&b 9 oo drlne o5 FaSpalp 4 Gl 65 )len
I, QIDs leawliass cuae Jli>l nodeProbability
.&‘d;@ﬁ
So a5 s polin ples (sl ooyl b & bgks o
9 QB.MJLSA d.......al.‘?u) odbodalive ul.....o.b‘ WS )L..._’>‘ "b‘yLSA

fCawlodds 00)51

PO 2la ¥ oLl 1FF Jlo


http://dx.doi.org/10.66224/jsdp.22.3.35
https://jsdp.rcisp.ac.ir/article-1-1467-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-06-28 ]

[ DOI: 10.66224/jsdp.22.3.35]

Szl Gl p3 (ise 632 )95 S Iuxo ) (yOgI0D P2 i b ol Ol sy a3 JSS9 53 O asiyl

iy ,o3l 5l Sy dlewgay oles buud piiie Baldac goore
O gy ol degezme 4 4T o2l o5 Do
2 oBasSeeld a5 b e &ws g (2, dle>)
Ok g g5 4y 3laie degazee | oolaiul b paloe i
(L OMaz) wls o Sl aad Sl degeze
M-y 5l Sdles (nl plp 3 Ceglie (owyn sln
o5l 5l gesl ol 48 g e eslitul [YY] privacy
5l e 2 40 a8 ol solatul m-privacy? i (ool
(Gl BaSeal g sl n a5 0 b 0) m ‘_jju)m
0dd piiie degazme (43,5 S 4 pladl (@) JS& el
5"\5&59()%‘) ‘5’>)l> Mo "m:()" C.Ia.wdus‘sa

s (A OMes b0iS )l K0 sk

Adult ac gozxo 0 Olhuo Glasine :(F-Jgus)
(Table-4): Attributes Specification in the Adult Dataset
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(Table-5): Violated Records Count for Internal and External Attacks
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(Figure-10): Classification Accuracy for Datasets of Different
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