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Two-level intrusion detection system for Internet of
Things network based on deep learning
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Abstract

Along with the growth in the use of Internet of Things networks for various applications, threats and
attacks related to these types of networks have also increased. Intrusion detection systems are designed
and used to detect and identify attacks in this type of networks, and to identify intrusions or abuses that
are going to take place from the network, and to inform the relevant authorities about this issue. In most
intrusion detection systems, various methods and algorithms are used, including deep neural networks
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(DNNSs), support vector machines (SVM), or multilayer perceptron (MLP), and other traditional
machine learning models. Each method has advantages and disadvantages, but it usually has a lower
accuracy rate than combined methods. In recent years, the idea of combining classifications has been
used for anomaly-based diagnosis. In this research, to reach better accuracy, we used the combination of
principal component analysis (PCA) and convolutional neural network (CNN) algorithms to design our
intrusion detection system. In the initial step of the proposed method, after preprocessing including
conversions and normalizations, valuable features for classification are extracted. In this study, the
NSL-KDD dataset, which has been mentioned in many scientific articles as a valid reference dataset in
the field of intrusion detection, has been used. In fact, due to the high number of data dimensions and
the high dispersion of feature values, we used a dimension reduction method. The dimensionality
reduction method used in this research is principal component analysis (PCA). In the PCA method, the
dimensions of the data are reduced in such a way that the reduced dimension data also includes the vital
information of the dataset. We used PCA in order to reduce the size and volume of the input data to help
increase the efficiency of our main algorithm and the new data generated with this algorithm is provided
to the CNN classifier. A convolutional neural network is a special type of neural network with multiple
layers that processes data that has a grid arrangement and then extracts important features from them.
Here, accurate pattern learning and deep insight from the given data are our two main reasons for using
CNN. In the proposed approach, we have two level classification including binary CNN and multi-class
CNN, for detecting attacks and exact type of them, respectively. That is, firstly attacks and normal data
are identified by binary classification and then by multi-class classification, the types of attacks are
identified and separated. In fact, the type of attacks which includes one of DoS, U2R, R2L and Probe
cases is determined using second convolutional neural network. Based on the obtained results, we have
witnessed the growth of the accuracy rate of the proposed method compared to many other popular
methods. In the evaluation of accuracy parameter values for different phases of training and testing,
competitive results are observed for binary classification phase. Here we consider the number of 15
rounds. As it is clear from the graph related to training, the accuracy values in the final courses have
reached 0.94. The accuracy of the test has also approached the value of 0.9 in the last round. Also, the
results obtained in multi-class CNN are such that the accuracy value is 0.99 in the classification of the
training data samples and 0.97 in the classification of the test data samples. Moreover, the cost graphs
for training and testing courses of multi-class CNN are shown. The cost of training and testing in the
final round is 0.06 and 0.09, respectively.

Keywords: Intrusion detection system, Convolutional neural network (CNN), Binary classifier, Multi-
class classifier, Principal component analysis (PCA).

bl Gl U5 Guas L Ol wisle tisastie o)l38 doddio—)
Sl (Ol ) Cangyme (S8 Slagayd walie
[¥1,555 8150 (s b 5 g
3 e pakad glagiy, cppslls 5l S
ol il 6550l 1 e oy, el iyt
9 Lbow dLm.»S‘ 9 p.a.b.».: cb wLo d)jéla
Ban S oo g 680l g e olly eailels
aiilely adilele g laaill) a5 cul cpl dle (g 50k

(Slabre g (blo)l mlea 5 )lnl (558l55, 9, L ojg sl
Glagi o oMbl g5kt arg LB ol sals
I0T) Lt i il bty ol 5l o it il
sbsl 5l slaslis 5l cel o le Lal e gl !
10T o e o & i yits] Alnogay a5 5338
S50 VA2 Jlo jo gl (nsS lawg [ eSS
a5 aes e ojlal Loy Ladl co sl (cd )3 1038 el
9 Mooty WlgS oo 45 (Gadion Lot 4 ) 05050, (S
el i il oS o wims lis (ST b 4

diby ploxl )3 e LS Weosls (IBIL 5 g yu5a
90,0 a5 oletegh b S o Hlais)ge

Ll 4 ol 00 ,5F (S oo ‘alqd‘ oo (6 ,a50l I Lsl o & ygukio a5 Jol> Jud ;0 00,5 00l
. c . (.7 e oo .. Ll o ol 3 w© "

$losb 650k laghy; &5 Wgl 2 S sl 6, ' ’S‘b slp iz Faa 02 Jabe oo
Gy S Fol CatsS 5 iy olSel 5 sk Sezg 4 o yskd Jelt el glals ;0 10T devgs 552
3 slede Ko g 40 5 oS asllae 055 sla b, Sol b &5 Sl glal ol 50 590 10T 5 e
S8 omile S0l S Jhoel Glojb Pl 5 docalo )y Cutal Jold &5 Cunl Cial 10T 3 ol
See 9 Shbes laanze 0 oado a4 Sl albslo sogee Cuial g l38le 5 el ¢ L3 I A ol

DY]S o baools Jdoxs g a2 Jas ey 56 Lesl o) glasls p Wlg o o Shuags

Y 2l ¥ oLl iFeY Jl


http://dx.doi.org/10.61186/jsdp.21.3.3
https://jsdp.rcisp.ac.ir/article-1-1388-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-09-03 ]

[ DOI: 10.61186/jsdp.21.3.3]

B (505 3 pa e Ll oo sl Al (5l pe 39 Youdias (loww 93 Ailoluws

L Sl as Sloy w8 oo ol NIDS oo
Coms o SO o ools cibllas ale> SO slasl
WSS pae w0gd e Jloyl Dos cblas g o
Sl Skl 5w Ll aes cbles
1y Yolxdl Jlata 55 g 00,8 5IUT oadis yslaax
3O Og>ge Cadgase Jool, pl laws o ralS
dgai adeid cpllpjop oo e 3l 1, SVELTE
5 D08 Cles amil )0 1l dlnly (5 5lone
508 o 6,80 T g9, 10T asis
10T sleaibls sl IDS G [VA] 2o, ol>
aS (CEP) Moauzy olaug, Lojlop sysbd wlol
Goiln g VL o jebs g el S )5l SO
Jzoly &l ol slpiiny wanl K5,00 slaslayg,
D3 o8 23U b g ok ez b slaply slp Jlow
33 10T slasls sl wilgi oo (5,98 () Al o
0,8lee S ol @8lgpe 0,5 J1E solaiul 0,40
L bl ol ais S &l s 5l 2,5 s> 4 1) das
s 5 s £4,5 10T sloolKiws 5l eols (g glanx
olgdye g A8 oo gzt esls T, leslayg,
Yolaggy Lisloy Ll 5l ealaul b1y sl slaslayg,
55518y ol e e Lasis CEP gise 5 (EPR)

oS il 5 ol CPU Gras cge goleiin
CPU /5Y wools 800K (ol alols oyl .05 o

oo crmizman WS o Jlil alssl> 730MB g G pas
5 Sl o oSl 4l e FYY T 3l
D, (650 0,80 IDS i Slole G a4y e
10T 1o 355 s (gl by, om)yt 42 dals] o
g Soug lpie oedle RSOk (e
o5 Gl g e IDS G 0] e o oy Sen
5 oledss slolSiwe gl IOT-IDM  olsie
IOT-IDM 535 ) aiedion Gl Sy (glo o
Om ok 0 SElS Oes et el o
B g loms 3l ol ol S e Ll 1, WaolSzs
o owizes g Spe ope (SDN) M jeme 38l 5
5 Lol 5l cblis @l oedle 50k slaghs,
51 US,s 10T-IDM aiS e ooliil ESla> ialS
Hlowlole &5 ogboe JSi5 e Joile mn
Sy STzl il S e MMaelKias e

SrSol b9 5o lagiegh Sl ead el mls
basasylis o3l sladle jo Gres 650k 5 Geibe
(eold iy, plo b awolie jo b by, ol YL I8
L Lsl comnl (o 308 yaseid oy, o &) s o
5 Sl ciagh b S Gees 550l eolaul
aalol 5o Ll Lasl oyl el diey 4o dal,lS o,
5 i () (e dlias Glo gadge i &
9 by ol bl w el colesye g Jragh Coeal
231y meolst 2l 6 RS riaen

A . 3 Y
.. £

o ball)| (i Slahs) 5B omin 4 S cnl e
2 23l es 10T )3 S9ai anseits ol lagtmgyy 5o
elSe cs)lone $5) 2 S pe5 b SVl (o) Aal]
ol (oaiile,) saixd, Chlo> 5 Ssbi aniis
Lo, dawgs 10T ;5 NIDS &boles ouivds 0,55 oo
SVELTE (s <o [VA] e 5o o) Ko 5 ougeds
' S50k &leles K ailebs ol 5lwosly 5 b
5 hybrid signature ulul , a5 04 3588 ais o
ol 9 505 0 ik Jlegil (asis sla b,
5 5p00fiNg L3 5l b yene Do 555 2 R
WS oo plesl 1) Josle aw el ol .zl sinkhole
s oagep |y Sledbsl o Seal s dalss a5 6Mapper
Goools  Lulos olul S5k kil Adlje S
g lp S TS w5l Jles SO eanellS
Say 51 b a3l slacSidls &Y ) ssliz L offload
Jole i 0 SVELTE .cvloads ooy arwg ailio
o ad @ige wlols ol i gjluesl, Contiki
L Sy &8s s, TPR® /A £, L | sinkhole
s O aay aSes s TPR /Y -+ Ly, 5 Yol
i 0 able ol ol JSiw cplagzgl s
3¢ DOS Mo
@ ook S o [V] e o LSee 5 el
3529 b .azSls 5 10T ;0 DOS cMes gy o g aslllas
o eaddll (g lexe woaimje sle IDS Probe
a5 o IDS Probe cads> ;0 .cusl 500 (5 leso
Gl Ponsli gl o 1, aSs il )l slagile

A gomw bl SO 5oyb 5l bosls s g 0iiS oo

&

" False alarm rate

8 Complex Event Processing

9 Event Processing Repository
10 Software defined networking
1 Device Manager

£ 2le ¥ oLl 1Py Jle

! Real time

2 Mini firewall

% True positive rate
4 Lossy

5 Lossless

8 Promiscuous mode


http://dx.doi.org/10.61186/jsdp.21.3.3
https://jsdp.rcisp.ac.ir/article-1-1388-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-09-03 ]

[ DOI: 10.61186/jsdp.21.3.3]

A Ly gumadls o7 ANFF s 4 aS ou leol
Cwlod

51 oslil b As Sl s e ;530 IDS Sy
5 Sl bwg by g x50kl il
Golpin Bgile al &l V] ase o o) Sen
S rybde lasil ol : L3 GHIOT Sl oleac
99 3l Ghgy cpl calosls )8 axgi 5 50 |, SKeal g
a3l 5l Bans g a5 cal de sloog o ales
1335, oalitl do (gladgs d9i5 ariis (gl OS-ELM
D9 56 i (§5lme loalip> 4 IOT &Sl el o
5 Lolliws 5l (o295 a4 late alg> o S5 ,5bay
55 50 1, S, OS-ELM e ds 095 Sy )llss s
LY S ELM S o gonaih ala> 5 Jloy &
e el 0 850 IS S b e K5
ol ol yo as cwl gl ey gileasds peo
395 Caows 3 0ad 0dld auseid COMes gkl anstis
Jelod 5l gdioe Jlujl jgpm 09 Cons 4 4e
wols ol 1) pladl g Bacing (s
5Sasy Sy 5l eoliiul b sdms Edlas i i)
DDOS s ¢ slal> oo

2 e NIDS G [A] e 0 SOL 5 s,
S5 5l eolaul L ELM 4 (g38 C-Means o 45
w0adasjei IDS (plais S )l as ae Saies aseis
S99 b ) pasds 5o ol 23U g oWl wje
Iy ae Slasle b Sl 5 alie slacgogass
Gl lap ol o e Cds 0ezg L NSy
oanris a8 e 68l Ll ol b asle
09 s ol i wos 4 aslial Mo
shls @ lil O jasrid 9429 L i ol
G5k sy o W e spoml cdo
9 g Ol b sl 651 51 solawl b Y Uasdens
ez 093 5 ez b (63955 loosly (gl ol
Cawloals 431
o] Chid> o .50,S oolaxwl 10T [0 345 auseis
50,5 Jore diedisd Oledbbl il S a ] de &Y
oabg i Oyge 4 Do et SUls 50k
GIESsl g b (o3 j0 bosls (550l
N VR VWL IR Ny Y P B L PR L OV - L S

Sy ol e Mol sy s asas aol
SVM) Tlaniy oy oedle slagis, 5l ookt
odlitul S5k ais gl Tplp GseesS)
O3Sy by &l edeliiwods bl Cuwlead
TADI-0 oo 5 /. AEIYD i Jade Juli g5
oo 5 B3 Jaie SVM g, s3] 4 cymizman and
elosds o155 7 AB/AE 57 AADY o

5,000 IDS S [F] a5 Sbud 5 sl
w B DS ol is,S ail) Jlogil s ifee 5 oS 5
sloasis o T iy Jo 4 Sinkhole oM jaseis
ol Lol s g0 glyls IDS ) .cowl 6LOWPAN
reis g ol mhe o Slasie jansis
Lol je Cuds a5 0 Ay, mhw o Jbgl
ST 1y Gl slosgi 5 Sadl sl 455 o S5
Al sl Al 098 Caow 4y Cnst p8 Ll S 0
wdijley g abdl> Bpae als jshaieds 5 Jloyl pgo
090 p5 10 05d g0 Bi> UL s oyl ledb
ool n Spsba 0,5 o plnl alex asis
plxl Jlogl adeis aiy, og 4 o)l sleosls
S diy e o)s8) 1 Al e o0l o 0 0S (e
oolew!  gundaier Juw cSle slp ol e
sly Pptals - CllS gilene Sl nizen 05800
W3S oy ades Sabpie 9 il ilwesly
@l IDS ol (siloand | Gy GFSisi 05 e
ool 5o mais S (B Lol alesl aw jo 1) 095
2 oy Gbil slajlas 55, gl S, cass
o 9 ol L5l aSs Gubidie g5, ey Giales]
Sy 055 hgy dawsi 59y 2 pew Gialejl o Culys

STl p (e Sek et lagty, 5o
Py Se &S V] a5 S sy @ Olgee oeile
s SBASS o Dlex ganadib 5 354 ansis
M5eyd93 ol 8 Ghey nl g3 08 LAl el
oolitl slets BY dw g g0 Jold (gjlane b Goc
sy o ks 7 lu b il 5l o g Canloads
bl g sinlesl jelate 4y ol Liawlos S solanwl les
oBiolel G5l eoliil L1, ool SO e b,
U b gab 0,8 aulsk SOHOT s e jlutanss

8 Fog Computing
9 Semi-Supervised

1 Mitigation

2 Support Vector Machine

8 Logistic Regression

4 Forwarding

5 Map-Reduce

¢ Activation functions

7 Small Office Home Office

Y 2l ¥ oLl iFeY Jl


http://dx.doi.org/10.61186/jsdp.21.3.3
https://jsdp.rcisp.ac.ir/article-1-1388-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-09-03 ]

[ DOI: 10.61186/jsdp.21.3.3]

B (505 3 pa e Ll oo sl Al (5l pe 39 Youdias (loww 93 Ailoluws

%

&

3g85 sl &lelw Sl y cados lai (6,500
sl Juizl Slaags 5l 6xFolr sln soe 3
» Gu.auo 6)Lo.’.o s.{.) s U"‘ Cawlrosls 9 ladslelos
g oddgandal slaosldacgame odgs sl |, di)
OMQ)U&J d)jbl.v » ‘SH_».A 6[& IDS é)il.o.c Sgape
3 IDS paix ol jeb 4 a8 o ol
Blolw & a5 1) 095 sl o )58 calize slo S
Shoeslarl L) o] a5 oS o Jlo)l 635 e
o, Bble 5 il ol Glihe sl Jos
o e S e Spdieb S ]
a5 WS (0 g oadganail 5 Bax olacsaze
pleal sl oadisyas Joo (nie o0y5lcwmsn Gl
Dgd e odls hisel 50 sleeS i IDS o
s iy bbier ol )lens
(I shl ooy poSebsS lp simse Shjgsl
Sogo 4 1) 093 dezge mlbe golpiing (5 lese
dlmwl;.)jf.” 3 slacgorxe S e oolaiul LRI
bl 050 goleiig gilene jo ile 5 S0b
e b dlie g90,liw b anslae o cailais 8 18
o2 3N B cds mlidl Sl solpiinn (5 lexe
.w‘ob;
8L sles )5 eolaswl e oledil Sgue (sl Baes
SV o5 sl o Slal b 2 pline il S,
Gl slocdls s el ol S
b pleil cnl gy 00 Jleds & b b 3l
e 3 95 )0 |y e $979 5 (il Sl
slagl jo 1y yge wlid g bl )l laioe daby s 5
LG sl o] 5o 6 dlie ol j0 i8S (g5lwsSIl oS
e et 5 (B Sl & 5l e
os..u é“’)"’ oMC).E.a 6LQJJL> Goos

sl S &l L o sl &k
e g3 39z ge Slile Cosal oy 4 (ol pealades
S5 3l Lal o il oo lagsT o s
g Skl objk daby 9o » S5y Sl
(5’1))‘”’ S\.Q.Joj BN Cwloals Iy Slwles| J.Jau
eeae sass b oo glasl o850k wlais
b plol gl JSAS Bres (SS5L Gee (2551
s i Slaiass 2L g 0,033 a5 (5 5bay
el 30 jlsle p g (T sleasis
BUCLONT -, PR vES W VN TR PR FRE )

£ 2le ¥ oLl 1Py Jle

Do i slp Gaee RSOk p (e 950,
30,5 &1l e lisl g oadaislis
2 S Bl 4 [Ve] aie )3 GllSen 5 (552U
s slaalebs sl as)50 505k o )os) el
s SO alas pl yo sl adlogys S48
b 650leS slage; oslk piyssl 5l (29090
30 Cwwloads &l) FS & LIDS gu4al o BFFA
el sl S Vol g eslidn b,
30 45 0gd oo oolaiul (6,0l slad o FFA slaasl s
2l e o, &iusy Cuxlge (JSE Vb ax
3,809, G A ooy (6l a4 FFA 3 65
S Ol BFFA 5 boausS gunainl gl (oS5

S35 2 i () Sewlond &l (595 5 @ 5 IDS
s NSL-KDD o s IDS dolsacgesxe g0
35 glalas jo s dsie Liules] UNSW-NBI5
tlans 5505 Ko b FL jlad 5 s pslaly s
dlie proal SVM glocsy oy ile KNN
Random Forest Tree (slaoasS ganail 0ed o0
s las g3lwand s Naive Bayes 4 Adaboost
> oasSgamaid 5l e olering by &
nlpodle S o Jos (5900L § 8o 2By sla,lre
S0 FS aldes jo 60 lz! log ooleaminn e,

G5k 4 [N] ame o pllea 5 Glhsdl
Solmial p (e ALD 39k asiil lp yetes
sl e Sl slaaibls 5l gbs gl aSls
Al dgi anseid gladilelu sy, (6 ymle Oex
sloasis ol JolSS pglae b gbal e
Sisel lgte slaosls g5, 2 oS Sloy (NN)(oas
i (CF),Lasxld Jigel 3 owiiass caigd oo oolo
a oo NN IS cplas mslo o o] slacd iy
L aS Ceslond (CL) joes s,5oly ol & oSl
ol Jlse Goisel b 55 i slacysgazs (Byue
33 NN o Slae 550 ;0 CL 020 oo mals | CF NN
@lio ol po el S50 o FonlS olin il
i e Sailly & S, sl |y CL oganlio
55 shie ol sl sss byl IDS (b
Elastic .coslons ooliasl alis ) 15 CL ogamms oy 55!
Gradient Episodic 4 Weight Consolidation (EWC)
5 CICIDS sy oslsdcgazs 55 55, Memory (GEM)
Ceslonss s, KDD Cup'99

e Solore 4 [VY] ate )0 00 5 L ponSTS
5 oddganail sleoslsacsaxe g ln ) 2
ool g 30a jasid glhaibln o Slee Sgupe


http://dx.doi.org/10.61186/jsdp.21.3.3
https://jsdp.rcisp.ac.ir/article-1-1388-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-09-03 ]

[ DOI: 10.61186/jsdp.21.3.3]

Sl goanie slagidn )3 JSiie j9 4 y2xie g 4185 )0
Sy 5 Sloizl slaased daaely dolei )l Joud
20T 8,50 5w, @ avgs b .Wgd o 10T
olazdl (5l qig oipel Wil e slaojs>
ino (pl b g (05 (g Jo (S bl
Gl ol boagzlee o 0yS 18 ok azg )90
S 10T Gligss ¢ bolliws a5 ol (5,500
5° 03950l WS L8 slodus 4zl 0550 (6]
PP PUWR- -V V] PURINS RS CR VPR NPT E Y R FER)
Soii pacdd agycnlil gd oo (BB Gl sl
ol oMbl sl cbla> cear Wl o 10T o
il azsls ol ja

ool oYY Jlo o eadsplnl sl imgl ek
azgi b aS culls 0gzg oo j0 aiedise olKiws oLl
AV Sl pBla lade cpl g5l cdpiy w
Blao 5 Lot 51 golass bsly ol o as, s
S| 3lodz LSy b ol sl 5 dOT & Ligs o
oo b Jle ol 5l oyl pleol 45 Wils sszg
e Selod S olml 1) pla il 5 o Suem
SR Gl laals 7Sl coale b lo ulul
3 e SBJSSgn eele Ll Cipil pln o
xlye ol slagilly boadees L3l ool
@ oLl @lr ol bl Lol copnl cusless,
o olyen b il 5 S ol soslos gl lie
> bi> 4 bape Sl mle coiel ol
plaaxte 5 ol S egh SIS imte (soga>
5050 35 ol Canlosd o )Lil lap] 4y 4 el il
sbolole 1 Gl slp s JE bt
Sy 4 (ogee slaplole mizmes 5 (o)bS
(Smlo Cael mls 5 @l O cwlos sl
ams e bt ) Ll i) slags sl (g pya]
lie b5, a8 el s ol 4y b (g pdyeapa o
L oo,d Goyb 5l gy Sl Lsl il jo leasis
5o a5 WS e walyd 1, oleazel B jeé g uliil olSis
@l ple o slo )l (Suiel wax lad> ol o
s B el T 5 Suged waslond asslis o5
o3> w2 5 Soal aile Lodl Zo ol 6,55 o
L Ol ogas w5 Coal plae (a8 L)l
Gy HEALS e bile 156551 el azsll Jbs 4
[Vewloads i baslols cosal iol53l

@ ol [ bl coynl el sl il gl
SlaSSgn g Dbl s mbe Cutsl (pogas w >
odls el g glElece Sl (ol

Slpi,sSl Gl [28] e o LSer 5 oubs
Glwtinior b (oS5 Ginalds® ln iluat
s bools ganadgs Lailes,S colaiwl oS S
u.;jlf :\.Q...IOB as w‘ 65[50.)‘0 )o QSL@‘ g)?‘).n
o p ) ez e lrosls yo Gl (slagSl
Coomsdy Oldlas  in ojgl @l (ganales
Cesloads  Colde oS5 ganalss slagbs,
el ol (e 5l (S adl i o (SasTy
ol S ol mls cwasS o Wiy oS
&S Cul (6,500 e 5 gl @l ColS (izman
30 ;@ Sl Jhe oSyl Jols mls caas o
S50 (oS F goadsS 3 gl iagh o Jele
Slp waz Cazlr SO brul o il F 18 ae g
&S oad Slpiiy (S F gunads oL oege
adsl laales 5l slacgasmey; 3l oolawl e
5eolatwl a4 wes o lid ealdll)l g, Lol
Iy Golme opmizman wil b JS 5l oolawl 51 gy
0 4 Cond adsl bl WS> A awo oo slpiing
5 asgazmen; S ol ads Gliee o] Abs
Gonads> 3 Slas dsupe 4 e Wl oo adsl @bl
Dgd (oS

Lo yLo-Y
Slies ) dwgoeras glaibels doT L Ll o )
b Sblpe Ledl (Jlzms 5 (SSle slagedle slall,
Cuga (UID) 5 8 pazie glaawlis b aS ol (g0l,3l
Og A G sy, Wesls JUil bl 5l g wilasdly
bl bl b pladkbbgladl - el 4 5L
28l Gl Wil oo Ledl 2 il 5o (25 o )18555 2
b ocwload coal iny jo B il oSiws S oS
LoaS 29055 b o Suiglsm juigeadl s SO L (el
oS oked Sl easly ol e eadanss sla S
colopladl b b 0 b S e 65T oSz
oy 1y ools IP i Sy ol b wilgs o 45 S50
D ¥]sms Jlis! 4

Jlol 6yt sz (sloaSs 51 a5 10T (glaolSzss
e 0 o)l S co oolaiwl Sledbl il o g
O Jyore SMas S, iyl 18 Galisee ODles
ol laaids 5 sy g0 a5 e sleasis
Iy 00, s ad 10T o OMes g oo Sgases

Y 2l ¥ oLl iFeY Jl


http://dx.doi.org/10.61186/jsdp.21.3.3
https://jsdp.rcisp.ac.ir/article-1-1388-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-09-03 ]

[ DOI: 10.61186/jsdp.21.3.3]

3
%\'
{
,_‘j
1
X
!

O

L oleion gy ol slednss, (V) S
o Salin IS5 Gl )3 a8 b len aas oo (LA
gobieas laools  osloy o laml ools 04,9 )
Losls 3ludley 5 699)5 sladises (ganaiws
el g,y 5l eoliial b ol 5l Gy 05 g0 D50
L ools olel ald Ollee (owlol slradlio
G dolddacgasms g plonil PCA oo )31 51 onlacl
Bl CenleS Sl Sy ol )0 4 dgd00 S5
Mg s

L oMo ploliss yo Slaaz 156 b S o
S e il o o] Bds g 05,105 o] g
Sl als e wiysSl cnl @Blgyo it aalys
5 odd CoealsS sla Shy Fp Si> 5 Bk
5 030,05 bools cpl 4 be Lol v )53l 058 co el
Moz lolids jo 1) o, I S ol (e
oo 53 5 st S iz 5 918 aslss il
P Sl Sy 0929 1nj )l i yesl SIS s
ol ;o 10,651 sl Cogo Wlgs oo Bals o
Jloy slosdg,9 oylgreas bosls S5 g oo Sl
Train & g0 4 bools 5l cidu o] 5l o g olulis
B CNN o2, o801 Lol o Test &j90 ) o8 (o250
el slp Ghalesl 5 (el plal (g A po 355 o0
Sdly ololis jelate 4 CNN 59090 disains Jow
CNN 2,6l (g5 a5 sl Joy Sl 5l alas
U el (69559 ooy 5l ool slulils e (55990
2S5 )18 adbaizr CNN o680l LSl o (295 ol
ol gl CNN AdS iz Joo el gam dl>ye
oS obeools s Jaw ol el gl ol dos 45
B wloas plubs L8 Ao e o des> Sdl5 g
304 Mo (guains £45 ez 925 Jdo 4 gy 0
Bl 8gzg ddudbaiz Al 4 L Wil asie (V) S
T s Ghlonin 4 bgpe Jolie s i 50
€Sl Bl aw mals lo 4 addsl o 0gd so ool
5 29%9° lodnaib o Gbb iSu 90 9 eedie
Wy oo oo b

OBl 0318 g ey —F-)
o9y el a8 a5 (1) U Bllae al> e cpl o
oolatwl 0,90 B0l wal mmgh cpl o eadadl)l
NSL- Bols 51 il oyl jo wigd s (5310 i
P pme g ye Bl S leie 4 a5 [V0] KDD
Jelis Bols o3ls 5 s Cawloads solazwl a0 L]

£ 2le ¥ oLl 1Py Jle

(ol sl il ade sl oS et
D) Floninr 355 b abilie 5 (aseis sboaslols aiejls
3985 st Blele G obwl Lo haghy Al onl ol
ol Doz Wilgty S cenl Ll o il gl aialign
ogdle ams anseis Jloy S8l 5l aSl sladsdi
i 3 ) dle> ggi puilyy Wb dles asis
Slply ol G b ales o caslio Sl b gupo
a5 6dga Lawseid dilole s SO Ao QT L ablas
ogdle Wb 098 o (s3lwosly ¢ Al Lbl co il 6l
S5 5 By Oly adly axals 1) o5Y cs Sl
Ao |y a4 cpl )0 95250 saolKiws dgase
Fr g gla Shg olaws b wlgn &b oplply 0 .5

il azils Joud LB 5 conlio mseis

SOl (w9, F

ol 5o eaddll by (IS (Brme 4 A Gl o
il pse Leing) 5 sl jloges B o gy
Loinig) 5 Sl Hloged woiy 4 (V5 V) sladss
Slogei &5 jsbilen aiiS o cinogi |) (s3leiin b,
Censs Az 0 canloas ool las (V) IS glaas
OMax go5 cal>yo ol jo ol (Bl sl i
polie 5 gundlLd  oolddcgezme  slaools  digel
g oo o goae polie 4 'lats, slo S5
2 Ngdoe Siladloy (Bols Al pe pl jo (eizren
olayl [VF] PCA oy ualS g, 3l oolaiwl b asy dl> yo
GrSol ol eolaul Solel 5 atdly rals oBols
apadd SOl eolawl b oaslol jo iaed oo etile
Geae S50l A5 g5 51 4 T 2909 [VV] (CNN)
S (699,9 diges LT a5 0gd o 00ld Lanid (ol
o> &5 Sy 0 e Y Locl ales
Yaiboai> (CNN) smaid SO 5l wed ools Laseas
g9 Saledyd 1398 oo oolitul alex £95 Larsis sl
s R2L® (WU2R® D0S* s,l5e 51 o Jolis a5 ales>
6olpiin gy 5o eplpln 958 co (s el Probe
Cods maw fegle ganaiws As e L oghe g
S8l o alespas b ales asis gl gamains
Dyge y odbplxl o> gg &5 pgs mhw 9 (53959
30 S e atin 1) Cad mhaw jo des ais
b & eoleiian hay Sl 5l G e an o

g oo 00l 7y JelS

! Categorical

2 Binary Classifier

3 Multi-class Classifier
4 Denial-of-Service

5 User to Root

% Root to Local


http://dx.doi.org/10.61186/jsdp.21.3.3
https://jsdp.rcisp.ac.ir/article-1-1388-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-09-03 ]

[ DOI: 10.61186/jsdp.21.3.3]

Gilhao |y bbatws opl 0,5 s L5 & iz 4
Moz & jg0 4 wawlodds plol ome SYlEe o asl
oS o0 (gdisaiws Probe s R2L (U2R DoS

@ doldl o sl giluJloy g (goae 4 glarw, polie

w2 p e S (nl IS0 2 )0

Libd.ig.u' ‘5..\.3..341.»&—?—\—\

o> g9 Sl Sl plgoe 1) QB0ls 53 35290 sladiges

G 5
SFsls

sl aly

LR

Gl (9 Slamna 10905 :(1- &)
(Figure-1): Block diagram of the proposed method

start

Input original
Dataset

Initialization and Data
Processing

2y ai s
Lrgsy
CNNM

» Mormal

i

e ]

l

Mew Dataset

B

U2R

R2E

Probe

i

Goleiny 9y Glodnigy (V- JS)

(Figure-2): Flowchart of the proposed method

{J;- nah

23l bas

gade b glaza

oosls w)bﬁ&w HQ i L))
(Figure-3): Data preprocessing

HN

okl 2515 i

£ 2le ¥ oLl 1Py Jle


http://dx.doi.org/10.61186/jsdp.21.3.3
https://jsdp.rcisp.ac.ir/article-1-1388-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-09-03 ]

[ DOI: 10.61186/jsdp.21.3.3]

OB ol slasl slows 10Vl & azgi b maghy cpl 4o
9y S e S polie YL (FuSTy (nizen s
Sy90 ..\J.: w&ls U°5) Cewlodls M)f 0 ¥ ..\Jj u.,.mlf
(PCA) Lol slaadlse Jloo jimgh cpl jo oolaiul
Al so ol glasgSay Bols slul PCA g, jo .ol
Sledbl ol limen aidbosy mals Bols oS
ool v mals ol aslsl jo anil p3Y 5 Sl
o2 oo 7y [y PCA g, 4 10T 10 3585 auseis
G99y oot A ey aSll 5l cl Bols
P9 8 £l 4 I il g3lw Loy Bols solpriey
OBl oub)lss pmsle a8 cul )3 gy
Sglate (il Hlade b jaa> baools pgd dxgie a5
s ple oyl 8g>g oyl oy byl ax g el
Pas Cewl PXP ol b oy late e pilo SO il loS

Sade s e (ol sl Bl slel slaes susas -yl

B (505 3 pa e Ll oo sl Al (5l pe 39 Youdias (loww 93 Ailoluws

e olad 1) b piie Caz pled e Gub)lsS
olas (V) 8,les dlasly jo Lo Bols il g8 Ly yilo
X1, X2, e, Xa2) abaly cpl o cawloads oolo
CoV L yle i ol S5y lop saumslas
olaws cpl a5 el eiw FY 5 Slw TV lls

Zewl NSL-KDD B ols slal slaws sasms Lis

Cov(x,x;) Cov(xixy) ... Cov(xyx4y)
Cov = |Cov(x,x;) Cov(xyxy) ... Cov(xyxyy) ™

w3 ge olid St Jlade (uillsS G ple 5o
L o%es ol @ aien Tanuly o0 ) i g0 oS
oo 4 5 (60 te o SRS L g Gl
e &S Shge 3 pires WS (e i Ojpe
48 Cel (Gre (noy il (b e 93 (oo (b)lSS
Sl s )l o8 & T eSSy iie 9
5 Mo Bl Dyge plea 4 (6500 e SO
oSt

o ple g Hlop g ohg polie ww d>jpe s
oy yolie o ple (s oS (o0 dmlna | (il )lgS
Gllas |y (Qilossg wolie ol (g ka8 bayl,o a5 s jle)
Detle Vbl ol 5o mejslce ews 4 () i,
sl il 1957 s 5Lo COV g 0559 sl lo

D =V~'CowVW 9]

g .
[ J‘, sparseness
U 2 correlated

3 Inverse correlated

£ 2le ¥ oLl 1Py Jle

&

2 alie Dle> jl asgerze 2 (V) Jyoz Gl

Gous & gldiwy woldo Jui-F-1-Y
polis gl aS olo Sy 5l aws o] al> e ol o
sobie oy S oo o g0 4 ) wis Slaw,
4o a5 LabelEncoder g cov (6,J0508 iy, SO )
(el 35290 (el swmgiael o by SKLearn alslis
S She @oue e polie iy, (pl il eolatll
Jsas [0, n_classes] oL o so0e polas as |, Bols
ol sleaids olaxs n_classes a5 (g gbas S

=

NSL-KDD 453l hlos (gasdiows :(\- Jguz)
(Table-1): Classification of NSL-KDD data attacks

netun, back, land, pod,
smurf, teardrop

Buffer-overflow,
loadmodule, perl, rootkit

ftp-write, Guess-passwd,
imap, multihop, phf, spy, R2L
warezclient, warezmaster
ipsweep, nmap, portsweep,
satan

DoS

U2R

Probe

ool 3w b i-F-)-Y

ol S5l Loy aS Bl (o3lo s i a5 cp ST j0
ol jshite (pay S oo Jlap 1y pl0ls (ooles
Silwdloy ol gd o Jlop [V g o] o5l jo oBols
Cwloads ools las (V) ddasly o

Ol 1 Zi g 00lodians X = (X, ..., Xn) alaly cpl jo

RUSUWW- OJ..ZJLAJJ )Lxﬁ.c

_ xi—min(x) o
max(x) — min (x)

Zj

OBl ax sy —F-Y

S8 ooliwl 050 imghy (pl ;o a5 NSL-KDD Esls
Byl o 500 O ile 4 coiwd am TV gl cnlas §
slawi 0¥ el 59 TV llo (Bols ol jo ools
L, oeile (6550l sl ;o ias o Bols o olsl
etle 55, (slo g, Ala 51 A5 e azlye S
ooy, Wil yolus B ols slal olass 4 JolS ooy oS
Wl Gees 6550L 5 (Eohan (oae (ladSid » (e
OB als slal (al8l 50l slagby, Sl aws ool o
Gl lie 5o 5 LIS £l Crge (b Shs slas)
e s oS Giuli8l 4 e ddiges olaws


http://dx.doi.org/10.61186/jsdp.21.3.3
https://jsdp.rcisp.ac.ir/article-1-1388-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-09-03 ]

[ DOI: 10.61186/jsdp.21.3.3]

CNN 255 5 agog aindicks i 5o aipeiks
w2l o0 aD pl gy 4 deldl )0 058 o colaiul
saib 5o ONN iSis (gjlens 0) S
U5 0 a5 jabiled aslodds eols lii didbais
b phglgls Y ez aSil nl )0 el sl
Cslodds 43,5 IS4 YY 5 ST YA XOF claoslail |
5 Jebows 8,5y JLglals ot 5 ool 5o
ssdsglolis olax ol a5 535,5 sloosls sy ys
T 9 W o 1) 0g (29993 CNN Al
oy dlga o wites o> glyl bay oyl
55 5 oeimen tailond KSE g lolis Jiiglgls
LY S colyse 5 Flatten &Y X, MaxPool &Y
WY ol o caleads colawl yg,95 YY L Dense
Iisgdgls ey dlwgas |, oad gluliss glacsls
Coslons olilbd o> il glyl Juls oS
o SSB g gjlucdpe 4 phdl 5 il
e ol 5 i Sy S WS e et plulis
amd e LB ST AY sl o) (2gy5 5 ams JuSis
DOS susaiws Jgz ;o D oul (0) S Billas b
Joe opl >, &Y y0 05,5 1,3 Probe ¢ R2L.UZR
U2R DOS sledil jaseis jslateds (9,58 )z 5
slay o aSl pl o ol 5459 Probe ¢ R2L
ool osle 1,8 Dropout Y G pgs g Cends gl
S e Tleohe ) GxSote sshiear 4
Lis Joo a5 w0 sl Sloy hslpiien Caloals
oS o ol 1y jael sloosls [0 35350 slaosloaises
Sax slaosls 6lp g WS (o0 (St S s
s &l sl Zewly Wilgs ol

&Sy (g 15 AoMS-0-F
Lme 5 5 o5l o 3 il b iesy ol o
wolgris  Jae  Anaconda  Jupyter notebook
Wb oolal Gt oS jeblen sloads (glwesly
Cewl NSL-KDD umghy ol jo oolatwl 5,500 B0ls
odlddc gasme Bad 0310 Sgups At oolodegasme (pl AS
Shoolaiwl b s ool mudgs a5 el Lo .l KDD99
o s OBl b o slul els 4y PCA g,
px> lS oolsacgexes jo olul alS 5l Gas
gy Slawle Ceyw ol o ablsl Slawle
5l oolizl L PCA g, ol ans 6,50l sl oo
oI5 5 rlly o5l cemnar 5 (oS e Sl
by osbopiee b Jie 5 aily Glajlop (o) n @

l..u ).loL..uo °3€.5 ))OLM u.uLw‘ » °}:’.5 LSLQ)L))'.' dalol B

560kl 5o ishee e el Do a4 oy

5 kol loadlie plgisas ohg sloloy 5l Slacgane
JJ?'“JLSA ul.?Lu‘ cu\.uwj.n W)J ul.o.m u,uLm‘ »

(2.999% (GO ainb-F-¥
Lol Gieghy cnl o ealddll)l (goleiin N, 5o
Oordley b g dlex (29399 anail Syl eslinul
@ i onl )0 dgdiee odls asil (63,9 diged
ol milonie (29990 wnaib Gl (ow)
aolsl )5 Ceslonts ooliil CNN? aSlss 5l amail
& REA

5 ab, IS & CNN &S s lane (F) JS5 5o
g el o celoads el lis og090 wadl
(X1, X2, X3, Xa) ©)y90 42 (SS9 ez b (599)9 Biges
oAt SO 5 a5 jebles w15 118 (6395 AY o
BY w803 ol ol cbay sl el
¢ Flatten &Y G MaxPooling &Y o 7 8elgils
0,15 5925 49,6 YY el Dense &Y G culys o
@ pldl g cdlys ) JS gy (255 Y ol
o alolis o (glooles 5 LS ¢85 e
Sy op So g 008 JLigdgls slaaY dlwge
oodlgls ey alail oo oo JSid ools oyl
sglgils oy sl YV 5 $F OYA (o
a5 5500 1y Y o glaosls RS 5 lulis Ak
Yo mhaw sbosls laca, Oex Lo g, o
or 4 el oY cpl @ly 50 5 wigd oo lulid
5 03,5 ($39)9 slaosls olul ples Jlod 5 s
S g ololis 1) (60558 sloosls o sgzge I
79 AY o e oo B85 lag ]l ey s
b baiao)Lad a5 )18 0929 (49,95 So s Je
Lol dloz adb by g Jlo

ailbuais weainb-F-¥
Al oold b og0g dndid (gileme LB i3 o
Syl paeeits gly i ol o)lal a5 jsblen
59 053 00ls aseis ales 45 S50 ;0 0gd oo 48,5
oz ailo b g95 Wl (V) Jouor & 4295 b aw Al
Sy ol 5 thex g5 ks 955 sl ks
2 D9 oo pll dibais anaid dlwga ol

3 Overfitting

! Conventional Neural Network
2 Convolutional

Y 2l ¥ oLl iFeY Jl


http://dx.doi.org/10.61186/jsdp.21.3.3
https://jsdp.rcisp.ac.ir/article-1-1388-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-09-03 ]

[ DOI: 10.61186/jsdp.21.3.3]

3
%\'
{
,_‘j
1
X
!

SOy, J& ol y -0

o ol g wolerian by, LUyl 4 Lo ol jo
&y oolanul 5,50 Boloacgazme Il os508, o0 o]
h eolerion (b, 2bil slayshl 5 sluosly
29%9° kb bl 4 G temd e 20
30 Zewl NN oo Jolss 095 a5 < loyy el
aB)5 18 o) 290 abibaiz ganabb an i
Ao g dwaib pl 4 bge CNN - Jow zls
2 olpiian gy 35 ShL LS p0 0gd e eols

10T 3485 Lawsis slaghy, plo b Giegh (ol
A dolgs dlie yine g alive

5 Sa> 1) Ghs dnls oyl (ol ul (28,5 ko
Lis iy olyea ) addie o by cnl o
ghw 0l o plxl mhaw g o (ganmaiLs WS e
oareis Gly pes maw g da> el gl cess
CNN g4 5l mhaw 90 0 a5 caloads >lb Ao g4
Joe @ PCA g, 3l odwlcwwsay ol laml asiis
O oaxg b Joe pl osdee ooy Hg090 CNN
90 0 (e Joe (IS S 50 0udatdS gun Sy
WS oo ganaiws (Jloy S8l L (398) ales diwo
aibai> CNN oo 5l eolawl b als o ol 5l o
R2L {U2R D0S asls )Lz a1, 355 29,5 sboosls

p....S (S0 (Gdlwd Probe )

LS’.5‘>5‘> ..\.uA.n.a.b ) CNN 6)&)&0 (f—J&&)
(Figure-4): CNN architecture in the binary classifier

M-

T

SR
Coen ITF'{256)
Iirapaai |
1
Coav INFY12%)
I
Man Poal 1D

é.;:.‘a;;g Y

P

1ax Pool 1 ¥
Y

ConviD¥'{118)
, |

MaxPool 1D

ConviDFy6d)

5558

.thFuI!I'F-'{

| Com TP
|

ConvlF"y32) -

|

Coms i |

A,

1

J
| Flaiten |

=

Binary-CNN :

s

(Figur-5): Architecture of CNN network in multi-class classification

£ 2le ¥ oLl 1Py Jle


http://dx.doi.org/10.61186/jsdp.21.3.3
https://jsdp.rcisp.ac.ir/article-1-1388-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-09-03 ]

[ DOI: 10.61186/jsdp.21.3.3]

i Treme Cute Gladises TP W(F) dlal) o
FP oo o jin "gummo site sladiges TN woud
loaised FN 5 oals iy "0 oo sladigas

Calodds oo i V035 ate
Ve

HESSTR
TP
PR = TP+FP ®
M s o
TP
DR = *)
TP+FN

ol “‘6)51)[.1 9 \YCIE:-AAJLA-M? s)Lz.mo U"‘ )iu.é 6Lﬁ‘bl.u

Mo Giie 5
V)

TN
TN+FP

TNR =

PCA U on sials-0-Y

e 5l Ko ad gl S8 S 0 &5 pebiles
S RalS (esledn gy o OBl Bl n e
lailge Julos g, 5 dm el sl el ol
3w e aS ab o lal L8 s jo ol solaill Lo
yob 4wl She TV Juls NSL-KDD . Bsls
a5 s Jelos sl (Shs sl Gl b
colis Buos (550l 5l oolaiul pgas 4y g ools pole
ax halS 1) oEsls PCA g, 5l esliul b iogs
ez a4 culede Sy Bl ealsn &5 g9msa wols
R2L D0S ales> g5 )z cnl &5 puwp dlo> aib
Do alize glyl ple .aiws Probe 5 U2ZR
ldiges s pislax Slasin 5 ool Sl Sledl
Moged i pa (Vo5 £) sladSs o 0ed oo i
Py sl e Gully 25 s besls (Ss

Cewloads ool yLis PCA axy aals

® True Positive

" True Negative
8 False Positive

9 False Negetive
10 precision

11 Detection Rate
12 Sensitivity

13 Recall

* True Negative Rate
15 Specificity

16 Discriminative

sk a4 iy (ol )3 o)LAl Sy oS jsbiles
NSL-KDD Bsls 5 golerin g, byl 9 Juloo
OBl dlogys dsead Boly pl ol eolatl
ool & cas ol bl abes 51 .cwsl KDD99
@ly oysS; g5 5 LS slassS, Sa> (KDDI9
S cplpogdle ol (B0l gunail s
Cawloads B,b p Eols pl jo Maeols yog0 Jolaie
o onl )3 liin by (bl 5 lwesly o
5 "5l ygmis Slaalels 5 Tognl (cmmgiaslin b
S5l ooliinl b (cwug3aS yuizmen o oolatwl Tl S
sl oS Sk core ib susjlo, b paxd &L,
o plol Ve gang y0 5 S

el eads eals plad (V) Jedz jo oS sblen
ol sl el Ghaw YEAYS Jels ggeze jo oBuls
5 el ldiged Glgeds Jaw YYOAVY olass
255 s alej] sladisas plsicer 3 o TYOFY
Olseas HBols wsyo A 5l Ko Ole 4 anlonds
Oislel laools flgicds o joiin 5 Bjg0l slaosls
o5 TV Jols (B0l (pl uomen Cansloas oolaw
ooge ey bShs ose kxS
] diged o alds bases L

39 syl g g0l (SIS Gbdiges sluxi (Y- Jguz)
(523993 Sl gjlwosly

(Table-2): The number of samples of training and test data
in the implementation of binary classification

> god ol AL 00
\YOAYY 6&59@1 ol
YYofy ui.%La)"l oBsls
YFAQN S ol JS

Ll sl el b-0-)
bl syl ganails slaJas b)) ) skaiea,
ool 51 S e ide cpl 4o aS (elos,S soliiwl calises

S 0 Ol |y
S
TP+TN
ACC = ———— )
TP+TN+FP+FN
! Unbalamced Data
2 Python
3 Tensorflow
4 Keras
5 Accuracy

Y 2l ¥ oLl iFeY Jl


http://dx.doi.org/10.61186/jsdp.21.3.3
https://jsdp.rcisp.ac.ir/article-1-1388-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-09-03 ]

[ DOI: 10.61186/jsdp.21.3.3]

3
%\'
{
:_‘j
1
X
!

oo

1 "1 [ ] | |
o _F T N T ¥ F

O 9o 510 g0d (A i)
(Figure-8): Sigmoid diagram

ol Lol T s pb aS Adam jleacg
Gl @ly S5 2 e By, Tl (ol
Brs SO g, ol cwl (aje al) Bas Al S
Oole @ sl galS Lol S Bs, 5l adlogge
wz b aS cul s oS Adam giluaige Ko
S gpolie 5 2l S AneS ke ST adl>
3,590 oo Cawdds g oo diaS b5 lagy] (sl

aS cwl () byl gillae Adam jluaiyge slapls
a e b sla alyl oy sasesylis O alal) ol o
(2 lake Bolai g olgZs & ygods |, 0 ool el
Jopae S Sl g A) Ay bl e
S oo Slayigste |y ol (obisel slacsloacgazs
3 ges SO (x(i).y(i)) (S Sk Fyaahl, pl o
T g «ewloads QL Bolai a5 Jiigel (slaools
Lol 430 Al
0 =0—aVyt;(0;xDyd) Q)

el izl it 5l S Tane &b
sl Gle ania 5l sl 5 egian onae
dwle Aoy ase LU col AT (o \cu;'-'-’u*“-’
Slpanie b o Ojle a0 onge p |y Uas
bkl S 59,5 o0 )18 osliiul 3590 la bl S Al
I 08 eras A lagie Sleyssa ln
S dse ol jo b aS o)l 0y alide dje mile
.aelos )5 eslaiul Binary Cross-Entropy

sanail gl Binary Cross-Entropy U
al Gk @b ol S ion Sl sl 550 5050
&b saues )Las S(X) akaly (5o 050 co dple (V+)

b o)lal T a S oS Sl AgaSan

CE = —tlog(S(x)) — (1 —Dlog (1 —S(x)) (\+)

2 Stochastic Gradient Descent
3 Loss Function
4 Prediction Error

£ 2le ¥ oLl 1Py Jle

3D PCA Visualization

A\

PCA oz a5’ g1yl 3l ams oold  SusST y jloges :(P- JS)
(Figure-6): Scatter plot of data after PCA dimensionality reduction
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(Figure-7): Variance rate diagram after performing PCA
dimension reduction
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(Figure-10): Cost values in binary CNN training and testing
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(Figure-9): Accuracy values in binary CNN training and testing
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(Figure-11): Accuracy values in multi-class CNN training and
testing
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(Figure-13): Comparison graph of the accuracy rate of the
proposed method with other methods
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(Figure-16): Comparing the false positive rate of the
proposed method with other methods
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(Figure-14): Comparison graph of the accuracy of the
proposed method with other methods
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