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Abstract

“The Internet of Things” is an extensive network of intelligent objects that has a large number of objects
connected to the Internet. One of the applications of the IOT network is in smart cities. In smart cities,
all parts of the city, such as the transportation system, electricity network, health network, etc., are
interconnected with IOT support. One of the critical challenges of the IOT network is the occurrence of
attacks against this network, which causes the network services to be disrupted. Intrusion detection
systems are used to detect attacks on the IOT. The role of an IoT network intrusion detection system is
to analyze the network traffic, detect abnormal traffic, and send necessary warning to the firewall. One
of the methods of detecting attacks on the IOT and smart cities is to use machine learning methods such
as support vector machines(SVM). One method to reduce the error of the support vector machine in
detecting attacks on the IOT network and the smart city is to use feature selection methods and optimize
its parameters. By selecting the feature and optimizing the parameters of the support vector machine,
the attack detection error will be reduced. In this article, an intrusion detection method with an artificial
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neural network and a swordfish optimization algorithm is presented to detect attacks on the smart city.
The proposed method includes three different phases: data set balancing with game theory and GAN
network, feature selection with Sailfish Optimizer algorithm, and optimization of SVM parameters with
Archimedes optimization algorithm (AOA) algorithm. The role of a multilayer neural network in the
proposed method of evaluating feature vectors and the role of the support vector machine is to classify
network traffic into two categories: attack and normal. The evaluation and tests performed in MATLAB
software and on the NSL-KDD data set show that the accuracy, sensitivity, and precision of the
proposed method are 99.12%, 98.92%, and 98.96%, respectively, and the support vector machine with
Gaussian kernel seems to be more accurate. The results of the experiments showed that the proposed
method is more accurate than meta-heuristic algorithms, such as gray wolf optimization and genetic
algorithms in detecting attacks on the smart city.

Keywords: Internet of Things, Smart Cities, Intrusion Detection System, Machine Learning, Sailfish
Optimizer Algorithm, Feature Selection.

3 st it ol b o Taa ackid glaailele
S e Ay s laailels g o) yne Cuael 5l cbiles
5 45 Sl g7 455 53 S5 et Sl
90 S wlgy oo |y OMex (pl g ol Mo gl
[0]aws o)l u“-‘T
OXeal g oo sledl 51 S5 (slased Lol ooy
Bl oz jlws Wlgh oo OMem ALl pl j0 g el
sl 38 jasis Skl S b slp 1Y
o, aslis ol jo diged glp o)l 0ezgy alixe
sl ansls sariSales (i Aily e 45 4 e

dodiio—)
5 D] 'hesl co ) s alex 5l o slags,5lid codl
5 damgs o 50 plie go9e S [V] Taiadign (slapss
4 e bbgyld i Cépin Cwl b J o
b 4 e wagd Gl g i Gpdicel
Dol Al 5 OMe> g8 Spdige el g S9d o0
e &S Sl o)l sl g sl slasts,
plnl b jo gralanadsn Silex 1) il piee
5o iz LT il b Casdoads el el oyl

o il ond ohb Gan ol Gl 55T e 15 008 eolawl EMez plyy j0 laaileles 3l cladls (4l

Ll e i [F] fLa:;;JQL; 95*-’")‘ Ll el 5 09l o0 adgi oliws jo 5l ioleS ools cdl> ol o

S o Wlg oo Ll o gl A0S 4 et s 2
oo lis Sladllas ol ails ) aSil 4y coiSales>
5| (elod i gl 3 cankic cloools sl (glagylid a5
oS diadgn ol ke oy S e oy |, abie
39> S > racsee I, Sl ooz gaosls acn
S Shiamdse Al 5 oSy @l aiils
I¥]as o 1)
@Sy AL ) (6558 gt drwsi b el (sl L o

g Lol copnl o ol leas sausadsl)] sle g g
Slgsoe [V] )58 5 (wony elgl windign sbojes
i aiatsn GLbl ol 5 a8 o3yfT 1, aratisn (sl
ez glgil 5l (SO cils walgs ouge p 1) caSalos
becloy; a0l coml bl ciynl o Wigs oo a8
ROWI RSNV F PRI SCHPRES gy 0y SHle> iS5l
Sl cool ol golaws e 3l g ol o
Seogln ) QI Sl S sial e Wl , ,
G 5o 5l 5 ol )5 55 oo Lo oo s lacs 3k (nl las jsbd bl 5 6l Sloloro dodl i
@ Blgl g 0gh P! o 0aidd gy 4 Sl ] o5 Ly 4y Opde dnsly 3 Db o 5 (e
‘ (el Candg el Loyl 8 dags g 0l b Glojen
Coial 3935 o0 00z (Sloanlid ol a4 (g mle glad o
Slusgs By, @il ol g lacdgs dacS i (6 mle
2 Sy )5 bl il 8 (6l et Cilizhe
s ¥-VY Jlo o Imperva dlewgds oo piiie «V+Y)
JeSizy gldl S8l 1) asius Sl IS 5l asye 04
Sl yiile dAliwg 4 oaliadgl Sl les 10 a0 o

LSas 1, aSus Sdly S 5l asye YOS Oy
Godsdi @Sl el wolg> 5l gk o .[’f]wo@

3O dedigd  gloinmyey S Sleas &l ol 8
Gl s gan)Sy Lo siedge lajd
JAJasS Jas 1) 095 O 53,0
Slodl wiadgn slapd 5 LA copl 408 e
Loy bolSiws pl 9 o)l sezg ool Renl
basje mals gl aS Wl oo ol Al Baisle
Ol 0szg b oS coley 1) el OIS B wsls 3

Lil oyl 8ed comed gy oy ol

WIS oo Juozd S 0 @) o0 g 450l )5 @ o0 S

3 Intrusion detection systems (IDS)
4 Botnet

5 Malware
¢ Distributed denial-of-service attack (DDoS attack)

! Internet of Things
2 Smart cities

¥ 2l Vol FeF Jlo

¥


http://dx.doi.org/10.61882/jsdp.22.2.43
https://jsdp.rcisp.ac.ir/article-1-1378-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-12-23 ]

[ DOI: 10.61882/jsdp.22.2.43 ]

b o)l Inig_),ﬂlgupanf\.ﬁp'b)'l oLl Ly dosbigd (S yies (Sl s S95 yousuins Ailolw S

oty Bl K B gt ol 5l L ol Gus
Lol copnl 0 e jaid gly Gelign 3g4
Setu 50 Gl e s iz lls dlie ol el
S opew R 5 9 d9dee Bl haghy diay ped
b Lol ol 4 Odles arseids sl (ooleiian b,
Bebioe Ll egtan (orac IS 5 oabeo)l o)oKl
o S g Julodiga o solotian by, prler SiSu )0
5 Wlbe pFamis ey Ry el Ol

g g0 Al oaiy ! slaslpiin,

MR 5 Aty Y
GRe9R Al 2 Sy900 9 Syoge Slosl Al o
Qoo (gl o Ll Co il 859> y0 bad e slo,lS

Lol iy |-
omh ) S Oy o0 jsbay Lal cip
Syl go 435 Sl 10 ABAT das g0 )0 (5 5kd sla Dl
oy laear oo Lol cipnl  sleelliws
5 5 ol &5« iomies sloclls b Slaslw
S b B )8 ol ol 4 e laSen
oS Ceol (2o 3 (K4 5B 839>l g e (S
Ol 4 yaiile Dlbla )l a4y 5 el 0y Jb 0 Ce usay
Ll g o Ml S5 85 5l 5 ol (S
oyl e cppesls o a8 e solatul 76l e
b olss o)Ll I JSate glaSed olgieay L
g aS Jd g 00,5 o |y Sledbl wilgs oo a5 093 o
sl g loolSins 035 el S Jiiie 55 jaite Bilabes 5
(9900 > sl il bl sleejs> o 0T
Jisdor wioign s Kb (il acdly
Aloads oolaiwl g yawe L Co pie g dieigr
(638 Gloje cnl 3> s ykd slacd iy vz L
gl sy s Ll il leelKis eKasl
S92y b Cunsl 48,55 118 a5 9 )90 jo LBl (g3l st
Lol b e Lol co ) slaaibels das Jaibwl lads
] gladiloles il b Sl s (GloaiiSo s S
b ogdior (smiinr 9 48) 512 ez ez 3 05T LA
Obimadsl jolaiads sy ol o lls ol 4 VYO Lo
laailels Gloabl Sl 5 (63 ol o5, 5o <oLls
ool 553550 (55518 &y 5l (5 E8S (o) 2 kel 2
ceal JS ol YeV0 Jlo jo a5 sas e lid syl

5 aieden il slaalile 4 5L aieden byl
hls 5 0, K 1) WMo ol il a5 cal a8
oS 6lp Sel)S by, So Bl oYL saiedsn
Wiedge layed g Lol cipnl AL 4 Ol
Geoe 650k g edle (6550l slaig, 5l eolanl
oail Gl &S 550l slaghy, aex ol
aras 8d 4 pliee Calad a8 e oo
Sz g Vo] Toleiiy oy peile 4] Y eghan
U6 B bsy ol 5 AlaS Sy 10,5 oyl [VV] T ol
PRSI A i PP U R VINGA  PEIP S | I RV K
S e ()l (51 s 4 1) oppe e
oS el Gl Getle 6250k slahs; poe slagilr
Eroge (nl g Ngd oo ools (Bisel la S5y de (55,
35 e e S SHs 835 GxS Ol &S Ssdige el
slagby; (o> slas Sl Gl byy Ko 0gis
ol ool als OMem jasid o uble (6,500
cels Sy ol [VY]ewl T S5 ol 5l eolazul
ools jals 50 pdle (6,50L slosog,y 4T Sed oo
3 sk ploy a5 sl oe el gadge (nl 5 09d
Lol il )0 aSil 4y Seii anseid gl ol als
A Cewloads oolaiwl (e bl by, w5l 9SG
Silwainge 02,050 5 VY] 0Tty oo ol &ges
Mo aseis Glp Giegh opl jo el [VE] P
ooliitul glal> o 95 (g, o 5l L) Co il Al 4
S g LB Al o ] o (goleiing g, )0 0ed o0
I o 555 gl D] Y oo s L
aSed Sl el sl (orae A0S BaS sunailb
gz ol sl S 0,90 soleiinn Alle 098 o eolatul
ras D L) (295 e eealie &S Sl Coje
plxl (g yin cdo b Sl oo U S o Sy
25 Slee yo Alas ol o Baisg b s 09D
awlodds A
sy Bl wpssl 5l as090 A Sy &)l
Sy Ll
G50k 5 3k 6,95 L edlsasgere (il Jolera
GAN (g » (e oo
& 3lwainge 052550l b SVM (sla el b1 5 (g 5lusaige ®
5y Slalne
2 Blooyl 10,8l g eaian guas AL Gl
Sy Ll

8 Internet Protocol Stack
? end-to-end communication

Pf 2l ¥ okl 1FF Jlo

! Artificial neural network

2 Support vector machines (SVMs)

3 Random forest

“Feature selection

5 Genetic algorithm

% Particle swarm optimization algorithm
7 Sailfish optimization algorithm


http://dx.doi.org/10.61882/jsdp.22.2.43
https://jsdp.rcisp.ac.ir/article-1-1378-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-12-23 ]

[ DOI: 10.61882/jsdp.22.2.43 ]

iy 5 (bods 5 oo lagili dacbicd (casud
Glwosly 3L sbraibele Jlasl Jow (wlol 5 | TCP/IP
3 S9rge Sgazme mle fdoay (J (pl LS e
P atsy o Jsore o Lol i il slooliws
Bl O 50 Bedes silwosly (i
Sl cass a0y B 5,8l Bras g S
o) leolliws jo cuwline las laslinl o b STy,
b lare (o) n ol 53 cnlnle S oo elass | L2
Sla¥ pe e b8, g i Sys lp T lap il
Golemediz Ll ci il gl ol ppeo (559l Ay
(1) JS5 55 o oo Jae o o 0 w5 J55 s
D F]aslons auslis iles

AVrn 5 aVaw siless 4 a5 g less pl o
(oo lS &Y S BY S slaaY il
Lol co gl o o)ls vg2g oyl &Y g 58l L &Y
555 39105 10,5 o Ay I, SIS S5 Y
Y gl 1) Sl opl Gl e 4D LY SeSa
50 oledbl oS ilep 1) lagl g 8,8 Jloyl 68,08
5 Db sl sbeable o Wiy e sop 5 &Y
25 gl il ol agke 55l 5 05 Jelos

58505l VO 3l Glez el o Ll 6 il slaelSis
odbs bl (V) UK 0 gedge pl &5 0y, Sl
wor Jo e el Jl e oSG [1F]ewbad
&S 65S5,n el slp IPVE as eyl b,
slolliws (dly poplad olubinl a4 09d oo (i
Sl a5 IoT

S5 50 gl (ol Ll Ciinl e e sla e
Sl sbeay 2l Fes 5 b,glsd b 4 (o yiws
ssba Sl Bl pdyelide Sl pleebl slaiea
Shynl glaay pl o Jld el jpolie il asliv
g gy p 2l L2

NURTLET| REp VYU S PR VE VRN S SRV I 8
ool diedign gLl g Ll copnl sleollins
ady o gluosly sl cipnl 4 e sleasn
oS byl Ll gleasis e bLI) sl TP
o gelor mizen g LIS L (5l laasid
s palasl TP glaSis o g la8 0l w J o
SiloansT 6l pds wlido

Al e Zi il 4 seme glaaSid ol > o
S ol slaadly lasls o oo g (5 sileesly
coall, aile) Jyome Slsbrs o8 K lglice

(9)ldea d) PoPo Ui Poll Jluw jl (3lg2 junlpan 3o Lol cudyil &y Juaio (slno Biwo olusi

Sl ians p Juats sl sliws slaa)
s

YOstE

Paq PP EFL PPY PP EGFE PP PP PPV PPA PR P
DPIYYe G Y sl le e docoignr (sbudl Slawi g 1581 : (- JSCi)
(Figure-1):Increasing the number of smart objects between 2019 and 2030[16]
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(Figure-5): The role of machine learning and deep learning
methods for Internet of Things traffic analysis[21]
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generating synthetic samples for the balancing of the
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(Figure-11): right to the left, the transformation
functions of feature selection from type of V and S [16]
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(Table -2): Accuracy, sensitivity and accuracy index for different kernels
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(Figure-15): Evaluation of the index of accuracy, sensitivity and accuracy of the proposed method with different kernels
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(Figure-16): Comparison of the accuracy of the proposed method with three machine learning methods
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(Figure-17): Evaluation of the index of accuracy, sensitivity and accuracy of the proposed method with different kernels
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(Figure-18): Comparison of attack detection accuracy in the proposed method with feature selection methods
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