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Abstract

When every news item is posted on social media, reactions to it are different and arouse curiosity from
different viewpoints. The most important part is to understand the accuracy of the news. A rumor is
invalid news, meaning it has not yet been confirmed and it may cause irreparable damage if it is not
valid. Therefore, it is very important to detect it. Rumor detection, or in other words, determining its
validity, plays an essential role in preventing fake news. Naturally, every phenomenon of normal and
anomaly is transmitted to people through social networks. Every News Reactions to that news are
different. Depending on the importance of the news, it may be widely covered or it may not have a
specific reaction. But if the news spreads widely, it arouses curiosity from different angles. The news is
false or true, or the news is valid or invalid. In this work, an attempt was made to identify rumors on
social networks by using Hand-Crafted features based on tweets, users and a combination of the two,
oversampling and normalization, and by using machine learning classification. Using 4 machine
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learning classifiers, including Support vector machine, Logistic regression, K-nearest neighbors and
Random forest, the two rumors on social networks were detected. Two data sets, PHEME 2017 and
PHEME 2018, have been used. The results on these two datasets show that in PHEME 2017, the random
forest classifier shows an accuracy of 0.988 using tweet and combination features. Also, these features
show a precision of 0.987, which is better than other classifiers used in this work. This classifier has a
better recall than other classifiers along with logistic regression with a value of 0.986. Also, this classifier
obtained better results with the two mentioned features, with 0.987. In the PHEME 2018 dataset, it
obtained the RF classifier with an accuracy of 0.969 using tweet and combination features, and it has
better performance in precision, recall and F1. In addition, the user feature in the classifier of k nearest
neighbors brings better results than the other two features.

Keywords: rumor detection, machine learning, user Feature, tweet Feature, Hand-Crafted Feature
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(Table-3): Devide data before Oversampling in a fold
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(Table-4): Results of experiments for 4 Classifiers for PHEME 2017
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(Table-5): Results of experiments for 4 Classifiers for PHEME 2018
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(Table-9): Results with deep learning 1 with PHEME 2017
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Method Acc | Class | Pr Re |F1
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(Table-6): Results with machine learning 1 with PHEME 2017

PHEME 2017

Method Acc Pr Re F1
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(Table-7): Results of machine learning 2 with PHEME 2017

PHEME 2017

Method Acc |class Pr Re F1
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(Table-8): Results of machine learning 3 PHEME 2017

PHEME 2017

Method Acc | Pr | Re | F1
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(Table-10): Results with deep learning 1

with PHEME 2017& 2018
PHEME 2017
Method Acc Pr Re Fl
MHA AN T4 <JAY'E YN JIARY
BiLSTM-CNN+ N e T e
task-specifc WE
RDM AT\ AV +[A8Y YN
LOSIRD BARAS AN A NEWS
HAT-RD AN AN <AV NEXYY
GMD-CNN N7 /20 [N CJATA
CSRD QAR «JAQY NS < IAAY
PHEME 2018
Method Acc Pr Re F1
MHA SN | eAay | LAy | oeAey
LOSIRD .aYd | -Avy | -ave | .ary
HAT-RD JATY | Ay | ars | eAvE
GMD-CNN L7 N IR [ — JJA-Q
CSRD DARE < [ARY LAYy WY,

Fo 2be ¥ oLl 1FY Jl


http://dx.doi.org/10.61186/jsdp.21.2.15
https://jsdp.rcisp.ac.ir/article-1-1354-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-11-30]

[ DOI: 10.61186/jsdp.21.2.15]

20U 9 g s 5 a9 Jl odlaiwl by jiasgs (Seloinl ASub S Amslibs yousudss

BiLSTM with an attenuation factor,” arXiv
preprint arXiv:2011.00259, 2020.
b oy deme 130 pad Ay eal sl [YF]
2 e o)l Oluls asis olp Jae albo )l
Cplonzrl Glaasel e o alyie slaShy Jolos
O-YA: (V) VA S« woosls 5 oD 5l
[24] Z. Jahanbakhsh-Nagadeh, M.-R. Feizi-
Derakhshi, and A. Sharifi, "A Model for
Detecting of Persian Rumors based on the
Analysis of Contextual Features in the Content of
Social Networks," (in eng), Signal and Data
Processing, Research vol. 18, no. 1, pp. 50-29,
2021, doi: 10.52547/jsdp.18.1.50.

Sihe Glye caolo plhuwo

t k s, e

=1 Pl —PelS waige

/ \_4 Jlo 5o sblogeme g ply oKl
—

ol ab) s S 5 VWA

Sy oAy 5l egian (igp —SgnelS cwiige &3,

Gloaie culbo s cdbye VP o ey

(soloals 1l Wil le oligl e 540 g

9 G510 5 ol ke

) el ke oLl asllly SLas
Moslem.ai1983@gmail.com

G.m.b.ero :L».w) )») ‘) 095 GwLw)ls
o oBuils 3l 1i8le 5 - SelS
ol YAl o el

3B (hed — PenalS (wiige dLD) jo |, wd)|
Al y0 ) 1xSe g VYA o jo Carogpele oRils

= ;5).,\.0 o.blgT

e ol Sl (egian (9a — feslS (wiigs
sleaie; culos,S céb,o WA Jlo o il
505 55 S 5l WIS le Gligl Bl 550 shagy
oakie e wiedigan sbalols « cloix! slaaSis
—ooly g (gglSonls yo (slaailSal,d glo by, (sglSools
Siloysailan o (S350 9l
5 el & le il aalill,y glas
saniee@modares.ac.ir

Fe 2l Vo, VFeY Jlo

[10] R. Anggrainingsih, G. M. Hassan, and A.
Datta, "BERT based classification system for
detecting rumours on Twitter,” arXiv preprint
arXiv:2109.02975, 2021.

[11] X.Yang, Y. Lyu, T. Tian, Y. Liu, Y. Liu,
and X. Zhang, "Rumor detection on social media
with graph structured adversarial learning,” in
Proceedings of the Twenty-Ninth International
Conference on International Joint Conferences on
Artificial Intelligence, 2021, pp. 1417-1423.

[12] J. Li, Y. Sujana, and H.-Y. Kao,
"Exploiting microblog conversation structures to
detect rumors,” in Proceedings of the 28th
International Conference on Computational
Linguistics, 2020, pp. 5420-5429.

[13] J. Ma, W. Gao, S. Joty, and K.-F. Wong,
"An attention-based rumor detection model with
tree-structured recursive neural networks,"” ACM
Transactions on Intelligent Systems and
Technology (TIST), vol. 11, no. 4, pp. 1-28, 2020.

[14] M. Cheng, Y. Li, S. Nazarian, and P.
Bogdan, "From rumor to genetic mutation
detection with explanations: a GAN approach,”
Scientific Reports, vol. 11, no. 1, pp. 1-14, 2021.

[15] S. Ni, J. Li, and H.-Y. Kao, "Rumor
Detection on Social Media with Hierarchical
Adversarial Training," arXiv preprint
arXiv:2110.00425, 2021.

[16] J. Li, S. Ni, and H.-Y. Kao, "Meet the
truth: Leverage objective facts and subjective
views for interpretable rumor detection,” arXiv
preprint arXiv:2107.10747, 2021.

[17] K. Zhou, C. Shu, B. Li, and J. H. Lau,
"Early rumour detection,” in Proceedings of the
2019 Conference of the North American Chapter
of the Association for Computational Linguistics:
Human Language Technologies, Volume 1 (Long
and Short Papers), 2019, pp. 1614-1623.

[18] M. Z. Asghar, A. Habib, A. Habib, A.
Khan, R. Ali, and A. Khattak, "Exploring deep
neural networks for rumor detection," Journal of
Ambient Intelligence and Humanized Computing,
vol. 12, no. 4, pp. 4315-4333, 2021.

[19] J. Ma, W. Gao, and K.-F. Wong, "Detect
rumors on twitter by promoting information
campaigns with generative adversarial learning,"”
in The world wide web conference, 2019, pp.
3049-3055.

[20] L. M. S. Khoo, H. L. Chieu, Z. Qian, and
J. Jiang, "Interpretable rumor detection in
microblogs by attending to user interactions," in
Proceedings of the AAAI Conference on Artificial
Intelligence, 2020, vol. 34, no. 05, pp. 8783-8790.

[21] F. Xu, V. S. Sheng, and M. Wang, "Near
real-time topic-driven rumor detection in source
microblogs," Knowledge-Based Systems, vol. 207,
p. 106391, 2020.

[22] S. A. Alkhodair, S. H. Ding, B. C. Fung,
and J. Liu, "Detecting breaking news rumors of
emerging topics in social media,” Information
Processing & Management, vol. 57, no. 2, p.
102018, 2020.

[23] Y. Sujana, J. Li, and H.-Y. Kao, "Rumor
detection on Twitter using multiloss hierarchical


mailto:Moslem.ai1983@gmail.com
mailto:saniee@modares.ac.ir
http://dx.doi.org/10.61186/jsdp.21.2.15
https://jsdp.rcisp.ac.ir/article-1-1354-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-11-30]

[ DOI: 10.61186/jsdp.21.2.15]

Sk S oo dlpas
e &5 y0 1) 093 (oulid)lS
S ol 51 j18le 5 - SelS
Syae VEF Lo o e

Ly o ) 1u8s g ad )l wll,ls
oBidls 51 jamalS  swiige
cél,s VTYE 5 WYYV ladle s opls abll
5 5T 55l WIo e Glaul sy slaaise) Sulos,S
s 5 S SBASD iy 5 peal SbL
GaSed amns sballe o ol glubs
(SSlo gl 5 oz
5l ol @yle plasl asbl, glas
moghadam@modares.ac.ir

Fe by Vo, VY Jlo


http://dx.doi.org/10.61186/jsdp.21.2.15
https://jsdp.rcisp.ac.ir/article-1-1354-fa.html
http://www.tcpdf.org

