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Abstract
Data transmission and storage through blockchain is something that many studies have suggested for
various security issues. Due to the sensitivities in securing information from patients and medical
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professionals, the healthcare system has a favorable context for deploying a powerful blockchain system
for privacy. Blockchain application in the healthcare system allows physicians to store patient records
with high security and make them available to other hospitals and clinics as needed. Besides increasing
data transmission and storage security, this reduces data management risks and expenses.

The present study emphasizes the confidentiality of healthcare data in the cloud-based Internet of
Things (10T) using blockchain and edge computing. Also this method uses SHA2 hashing and PKI
encryption. Therefore, it can optimally provide data confidentiality in medical settings, especially for
patients under care.

The system proposed in this study includes five parts: users, 10T devices, edge devices, security server,
and cloud computing. The proposed method uses the Diffie — Hellman key exchange in the
authentication process for anomality case to achieve the goal of essential security compliance. This
method is a cryptographic (encryption) protocol allowing two people or two organizations to create a
shared password key without the need for any prior acquaintance and exchange it through an insecure
connection path. This study used data sensed by IoT network sensors with medical data for loading on
10T and cloud simulated networks. These data were related to monitoring patients with cardiovascular
disease and were sampled on 300 patients. The research dataset belonged to the Cleveland Clinic
Foundation for Heart Disease Dataset. The study simulation software was NS-2.35, which used C++ and
TCL programming languages.

The research findings revealed that if there were no method for data encryption, much of the data
would be exposed. This rate reaches 50% for 50 attackers. Encryption using the proposed method
causes the percentage of data disclosed to be very slight, and it equals zero, even though attackers may
guess the password or data. As network traffic grows, the throughput difference between blocking and
non-blocking access methods increases. It suggests that by blocking the attacking nodes’ access, network
traffic will not have a detrimental effect on attacking nodes by detecting and preventing their activity.
However, if the access of these nodes is not blocked, the destructive impact is very high, and the network
traffic will grow slightly. According to these results, in terms of SLA violation, the system is in a
situation where even in case of an attack, there is no SLA violation and the efficiency is maintained.
Also, the percentage of access to useful information by the hacker will be close to zero. By preventing the
entry of malicious nodes, the throughput increases by about 30%. Some other advantages of this method
are its high flexibility and comparability, robustness, and relatively low execution time and delay, which
is caused by the use of cloud edge.

It is estimated that the improvement rate of the proposed method is more than 5% compared to other
related approaches. In the design presented in this study, the processes are highly simplified, and there
will be a relatively low processing overhead. At the same time, the steps meet all the requirements for
cloud and 10T data centers in healthcare applications.

Keywords: cloud-based 10T, Electronic health record, blockchain, data confidentiality, edge
computing.
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(Figure-3): Authentication in the proposed method with X.509 certificate and PKI structure
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(Figure-4): How to share keys on the network using the Diffie Hellman method
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(Figure-1 B): The general procedure of the proposed method in securing the medical care data transmission
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Algorithm1 Enc_Data (Dta, BBH)
(1) If User select Anonimity
(2) If User hasn’t (Anonymus License AL)
Request from Edge
Get (AL)
If it fails Return (Error?);
End of If (2)
Generate new asymmetric public-private key
pair (Puk, Pr)

Share the public key Puk with receiver via Diffie-
Helman algorithm along with Anonymus License
providing

End of If (1)

Hashp €<Hash (Dta+BBH)
SDta < Sign Dta with Puk and Hashp
End of If
Return SDta

Algorithm2 Send_Data (i)
Hash (Bo) =0
If User isn’t Authenticated (its not for Anonymus
cummunication)
Authenticate via Edge
If it fails Return (Error!);
End of If

While (there is any data) and (Bli not Full)
(1) If there is before Block Bli not send
Data + Bli=> Bl;
Else
Create new Bl;
Data - Bli
End of If (1)
End of While
(2) If Hash (Bli-1) is not available
Request from Edge
End of If (2)
SData€=Enc_Data (Bli, Hash (Bli.1))
Send (SData)
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(Table-2): Characteristics of the Cleveland Cardiac Data Collection [53]
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(Table-3): Simulation software parameters

row Parameter Value
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(Table-4): Hardware parameters

# Hl8lecew o6 BEYS

1 CPU intel core i7 2.20Ghz
2 RAM 16G DDR3

3 HDD 1TB
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(Figure-6): Percentage of access to information
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(Figure-7): Transition comparison in the destructive
node identification scenario
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(Table-5): Comparison of efficient schemes with the
proposed method in relation to SLA violations
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(Figur-9): Comparison of delay of the methods by
changing the number of network nodes
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(Figure-10): Comparison of packet delivery rate of the methods
by changing the number of network nodes
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(Figure-8): Comparison of throughput of the
methods by changing the number of network nodes
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(Figure-11): Comparison of run time of the methods by
changing the number of network nodes
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