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A review of Content Adaptive Image Steganography

methods
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Computer Engineering Department, Ferdowsi University of Mashhad, Mashhad, Iran

Abstract

Steganography is the art of transferring information through secret communication. The essential aim
of steganography is to minimize the distortion caused by embedding the secret message; so that the
image containing the message (stego) cannot be distinguished from the original image (cover), and the
existence of the hidden message cannot be detected.

The distortion in content-adaptive steganography depends on the local structure of the image. The
embedding changes into the areas with rich textures are less detectable than smooth areas, so the
textured areas have a higher modification priority. In this regard, three main steganography approaches
are proposed: model-based, cost-based, and adversarial. The model-based approach considers a
statistical model for the cover image and tries to preserve this model during the embedding process. The
cost-based one focuses on minimizing the distortion obtained from the sum of the heuristic costs of
modified pixels. The adversarial approach uses the competition between steganography and steganalysis
to improve the embedding performance.

In the first section of this paper, the concept of steganography and its history is expressed. Digital
steganography including three types of cover synthesis, selection, and modification is introduced in the
second section. The focus of this paper is on steganography based on the cover modification. The goal is
to estimate the best probability distribution of modifications, and embedding the message in the
estimated places is left to existing coding algorithms. In the third section, the problem of estimating the
probability distribution is formulated as an optimization problem with the aim of distortion
minimization. The distortion-based methods compute the probability distribution of embedding changes
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using a pre-defined distortion function. In the additive distortion function, the embedding changes are
assumed to be independent. Thus, the distortion function cannot capture interactions between changes
caused by embedding, and it leads the performance to suboptimality. In this regard, the non-additive
distortion functions are presented that consider the dependencies among the modification of adjacent
pixels. The distortion-based methods include two model-based and cost-based approaches are
introduced in the fourth section. Then, their most significant methods are reviewed in the fifth section.

Considering the competitive nature of steganography and steganalysis, a new steganography
approach is presented in the sixth section that takes advantage of adversarial learning to improve
secrecy. Adversarial learning includes two strategies: Generative adversarial networks (GANs) and
adversarial attacks. In the concept of steganography, the GAN-based strategy tries to train the
steganographic network against a steganalysis network. This is an iterative and dynamic game between
steganographic and steganalysis networks to reach the Nash equilibrium. Another strategy attempts to
simulate an adversarial attack and generate stego images that deceive the steganalysis network. The
adversarial-based steganography methods are reviewed in the seventh section.

In the eighth section, different methods are compared from various points of view. The results of this
study show that some techniques, such as smoothing the embedding changes, considering the
interactions between the changes, using side-informed information, and exploring adversarial networks,
can help to estimate the proper embedding probability map and improve performance and security. In
the ninth section, suggestions are stated that can be considered for future research. Finally, the
conclusion is expressed in the tenth section.

Keywords: Content-adaptive steganography, Steganalysis, Distortion minimization, Statistical model,
Adversarial learnin

Slp W L 6,50k el ply lgie 0,5 sy dodio —)

SIS o 131, b S| Cadly 5 e
2 kel Bl e KBS 5 6,0k
Gl i sbraileles [0 aiue Dbl g5le b
Sl Y Caaglio 57 Silo o Ecugd s a5l 4w SledL|
slools b olpy K i sue Cuenl
Slre gt glag s b Cubgiy, blie o Jlas
Sk 5 Coglie eg)cnlil 08 oo 3 oolanal 3550
Golt Soel (Bl b g s Pl o b
Sl sl (Ko g oy )5 51 Sy 0 sl
Sl &lig jo Jlizus juaidi G 0gzg g oolo
S o GRS i so3ll g 00 e g K]
5 Cuel (oS 0 a5 Shgeys il SeeS
aldg coas Las L oldbl og olobis JB,.e
YL cud b Boa ol 5 e g Caedl Cans i 0 4o
e ply S92y At )l 3 il slul
s o aS s el e S W
5 ol s Ll oylas aenl Sledlbl o8 e
g Do plp o0 cabgilul Sledbl ki
el ails, (gloa]
5 ¥l L Gilagle o H0ebs
Wgod (et Zanl (5050, b polae (o )8 5boay
el S 5o a5 Cewl 9Dhs 51 b8 poniy ()8 & Loga e
lo Jlsl glp b sbg [V] el oty 3 me g0

slag,gld )3 Sdpinn 9 SOl Ay b oyl
s 05033y S5 0 rmlol (528 ULl Jlimes
wosas Sl el (Ko Gyb 5l Ll scales,S
ol omlabl asls Jlosas 1) ol ol jlus wlgs oo
&S oo olml Sledbl ol 0590 o 1 ola SIS
5 'z, wotal (el sl Wby, (o
99 & 5 00l (gilw hte aS el Tools (g5l Ao
o TR 5 (5,0l T, B0k s
S5 se
FEpe o @ ]y ol ol 6,05, ol
et )35, e e S (o0 b oo
o 1 L 55 o St pagae JUIS 5, 3 o
Iy ol wlgh oo el (5,038 50, 0udS G (glylo a5 jlxe
oylailinl gla g, 5l oeslaiwl LowS HlaS s,
sl JEL s 5l ply lgiome (g os 6518550,
lopl b Lol o lge st 5 Lol socls 4S5 i
[y S o 095 4 1) ez g5 wilgs o 00 g 105 30,
sloply 45 5 oas S5 Wle Gbla)l JUS
ez yo Nigd el g 4z (bLS 1 JUS 5 (55500
SaaBly 0,5 Glady el (o ol (0 e (Sl
plsl LB Sl SeS L oS el bl )l vy
o] Ban a5 |05, sla by, O .ol

5 Capacity
6 Secrecy
" Robustness

! Cryptography

2 Data hiding

% Steganography
4 Watermarking

OV 2be ¥ kel VFeY Lo


http://dx.doi.org/10.61186/jsdp.20.3.141
https://jsdp.rcisp.ac.ir/article-1-1302-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-01-29 |

[ DOI: 10.61186/jsdp.20.3.141 ]

Igixo b Guboio paguas (SIS YUS S YPY) 23 65I9 0

2lpe caS b Kok s e LLS)
D9 50

(Jlemms 5 Siig iUl (5 ,5l8 Cdyiy @ axgi L
a5 18 azgin ;g0 sl Jluzms )50k 059 !
Sy sy bl b lo o ol G o1y a5 el
Loy no—ad «Dgo oo wiile Jlimms wlu, SG 0
5 1 9l Jodoar (pglal wgd oo GiSe ohid
S295 St parsts 9 ol piar Ul pae
aldg olyedn atlyioe (JSn Sud polis 5o
ool 3,50 il e ledol Jlil (gl onlio
GOk 3l (e LbL,l s ogdle 5,5 1,8
0yt gl SIS Slolid glac,5 o olg o
30 4l Sledbl 6,53 (gl 0,8 4 bgspo Sl
sl 1 e SleMbl gLl « TCP/IP sloaio
S9—=g0 sLahg) 0,5 ooliiwl o)t g (S2
3 SN0k 4 jmaze adlie (o] 55 0 o
So Wl (e ploy aiis Jluoms pglad
> L osd )N 50 (e ol e e b >
Bl gl S

ol 00l ool 7y 4y allie (ol anlol
dine 50 5l 39— sl (G S 99 0
SIS0k sl i )3 Wsdo Gl S0k
45 35800 By glroel 1 sileange (e
D)0 35 yo3 Sillar Sl ey 281
Sloml ol pgas )5 1) glarsel Bl oS slaisSa
SLaGhy) H9y 4 ey (A 50 e g Sled
abuly 4 4255 b 0gd oo 4110y 09>l 40 929
it i 53 s ol 5 )R o B
Ol B0k 53 (B 6 T3k 5l o 0978
e SLaby i (S )3 (e g 00D
2 9SS o0 518 e n g S 390 (L (6 S0l
)l g amlie aslllas 5590 slahg) piie (i
ool Gl s 5 Sliletin oid G5 50 g o
Bedse Ol @l S A bk o g At

SISk Y

S Gk Sl el Jlsl e lsisa 6,0k
SleMb] 45 ¢ ysbas sl onds azlis aile e bL3 |
Tailog ol 4 lale, e 0 oge 5 ele
(V) S5 a8 oo adgs 1) 2 el g 098 00 (5 01>
905l sl (Sloyze (5005 5o Jol (n e

<&

! Cover
2 Stego

OV 2be ¥ oLl 1Py Lo

2891 ol e WardlS o)) 000 SG slage
o..b") MJLC LY) LD}A Assali& AJJ;GA LS’?SJL, 5‘
S )‘ S u,.JL..iv‘).v 9<% “"""“"9"(5" 00y ‘MGA
L pley c0niyeS domo ;0 jga 5l ey S joue el
3 eolaiwl S0 Jlie ol co 8l ,0 00 o il
ool Ghsy ool IVl sl (slo g
A0 Jle ol 0ogy b 3 Jsb jo 6 S0kS )
Slge Fp b i gedOl 5l ooliiwl b ply yibe
2o boadaids slagyte bawy ;o (o5 ol
a 3elS oo Sanadl b oole alad G Ll 1545 sl
el salys I aly ol ool S

b modiem 08 o S0k slagts, <Ll
Jle lgieay ailosgs (g Liig e Jolss ool
5 0w ,d o Swbe Glgieds Jloglign I 51 &0
SS9y » Swle als)l3 L wo)S o oolainl oS
el o (V] (S Gl b i o s ply e
slp wlgiee B 5o lp Sglite Zigh g0 a5
b azsi b oss Jlael loply (ig050 Ginles 3l
B L3 osy ol oloy o] 0 6, Sty Cundy
Slews o8 S VABY Lo o [F] kg 09 asgs
S0 Kz piz 50 baw a5 o5 glal gl
> b oply a5 o5 slpsion (g9 .85 18 oolanul
Soge 50 Ll wed S5 JLége,S ld all
a5l e sl ailes BB loes oledS
LIS VS { N [ RN PR POV S OV YR P It
30,8 solatul gl Sl Kz 0 Mleakaiss,

SOk able @)l e 5l S
b g el gt iy ol o L8] ws @l e
A Al Joho 9o )0 5 xSt ple o @
plos aliwlio Lol saxien ply Jloyl 4 e olslas;
JrsS g ol LS S5 bawg o] o olbls)|
By sl Sl g el s iz 0 0sdioe
Lyl 6)l3n 4 5l de> azgs o> (e LLS)
ok A we,S 38ley lslady syl asle e
G 5l i o] ausS solaiwl bLs ) pl sy
39055 b ply gl 5 silele o, S
lg> 3,509, Wlodw; By & (pogas WIS S 350
(e el paii Cax bl sl Gl
‘9.‘> dssnli& cj..'.)l.;.»...v U"‘ L b}w‘sn oA.yolJ 65[50'.9‘)
Sy g ol Jols J 5o Sl el 45 wagdy


http://dx.doi.org/10.61186/jsdp.20.3.141
https://jsdp.rcisp.ac.ir/article-1-1302-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-01-29 |

[ DOI: 10.61186/jsdp.20.3.141 ]

oS Conl caslio ailig 8l Cpm saxie glo B
el 03,5 (oo e (53992 15 by,

Slra ouin b w@ilsg cole b o) Kok o -
S (Soluds wgzge oald oL Sl ailigy Sl
e 4 ) ply a5 WS e ol |, caslie ailisgy
&5 b slailig wlgm saxin;d ST as Jite S
el Slgige S oy 0n S g 293 (i aie
5oty ol S olesy Jbs (Sogel L) aileyme
Silulr el Sl Ll o ls (oYL el e
P9 Ol ST Cangeme el oS ol Sgazme Hlos
g s
Gey oeln alie Ghlny b Sok -
920 aldgy S (halng 2 (e &5 Sl 6,850
o b a5 by sl aile o ol Sy (o5lols ol
Do Lais ailig s lel slaadlge o5d o Sl
Glel la Sy cildg (alns b 6,0k Sl
Galple s oe 5i ply Silule (e o ) Aildgy
b g LRl s yods ailingy oyl 3blie ol Y
solel 555 3 BB b Glng ©jpe 5
sl by, el o e opl anil alls wliy
Jol> zlasel 2l SOl oolinl b g g0 (6506
S oo Joe |y Siel  s3lolr b oS 555 o0

Sl glrsel bl Ghalns b 0 5o
ol ol g col s poal Gl 4 ply silul>
P 0 Sl s 25 L Jlosl pess cels
s 00sdse Llse (Pl 4 Cond pgal oduzmy
» (Gl ) Jolo) ihie i lagsl ansis
Fless Gl ol slep,sNl Glp e >l
By b abate b kel (6,005 eg)cnlyl ol
P Sl a8 S I8 S Gieghy axgl 990 [V]
Sy 50 Gilulr b )b kel pd 0k
et BLbl (Slaed a4 axg (90 5 Cunl ol
5 oadzy pgal JS 50 Sledbl (ulnly sl o
oS )0 00,00 S92 pugal Al (Al e (Sl
ol ol cdlb andai o Koks e
ool Sy 2 s G sl e LSl
D ;uw sl Sy 5l sdelowssay Jlas!
2 7G5kl 5 GAU Sl genll wgdise Gl
ol wsle it sakts BB S a5 Libli
2 yS 5o Pl (g 5t Caglgl bsladys sl o 8

Slasin a5 04l plxil GlaigSa Wb ply 6,11
&B&b}lljog*bhboioﬁ»lsauﬁd)u—l
Lol call (S ply Cadgzge (anid g 009 plad
Sl See 0> B glulr cudl (Koo )b
sle Bk slagty, OB S, b
e @leely Olexlee ply 952y (gile A
G Bae b WS e e (bLI)T LS Gk
S oo el g e Jl ) 6 Selr b a5
Loablie slogby, (swyp @ &5 (oidgh diw)
Dpbse 0aml Tl wilon e Sl
ey 08 gl 1y e ol il Loyl sl50les
SSwoope bog Hledo s Jgereysbar )5 i
Syzg s a5 Ceal ol oSl Bud «pse o e
s s Jyd L sl b 1 wleyoe bl
5]
Sillr (SsSr plol 2 6ol slagss,
L 6, B00k 1 bigd oo pamas dwd dus & dile oo ply
Talsy ool L o Sols Taliy ol

Falig Gilne b 6,00

—
dogppa
ol

lapaply whe
sl
N pbed oyp

oty JBS

e Y

(gt | oo g ol gl

s
oaiyef

Gl Wl () - i)
Figure 1: The process of steganography
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4 Additive Distortion

% None-Additive Distortion

® Least Significant Bit Matching
" Relative payload

8 bits per pixel (bpp)
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2 Generative adversarial networks
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! Gibbs distribution
2 Principle of maximum entropy
3 Rate—distortion bound
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4 Complexity
5 Cost assignment

 Approximation to additive distortion
2 Majorization by bounding distortion
3 Clique

OV 2be ¥ kel VFeY Lo

&


http://dx.doi.org/10.61186/jsdp.20.3.141
https://jsdp.rcisp.ac.ir/article-1-1302-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-01-29 |

[ DOI: 10.61186/jsdp.20.3.141 ]

Igixo b Guboio paguas (SIS YUS S YPY) 23 65I9 0

oolie sla,Sal, [¥a-YY] o Siba sl
ool oals a1l Bo5 )Le Bolas o 5l aledI L
O3Bl o F il wleMbl 1 colaiw! L
Sl 5l L8 as Vadl aldg S 5l oniw )
Sl xS JA bn s cod ely
SeS lelr Ol gleanie Lo
ozl ebdss [FYYe] 05
Glwod yid wojlail sy 5l o ,le slo isloy,
5 GrSE pebde a4 S5, 5l has < JPEG
o
Codo yeetd Sl (gl Jloiz] Conss (5538 90 0
5 ,\.JGA Cawddy ailfan gl o sl
Omed 4 5 d98 o0 plnil o)lEe O)jgod ilul
o2yl b ogdge Jol> g9yml aniin Lo
Se o Silelr Dlss G OMalas (3851050
Slosliial 5 (ol 5 po O5B) e (Kiluos
ol jo wilg o (pin 9il8) Sl Dledlb
g Codol dgups Eel 5 @8ly wdo gilul> slaas o
sy, ol o Gl Ll wisd (Slo e
g oo SYLiz| g 05 oo plail o latel O g0a
o2 .aﬂso Cewd Sy 2 gl Sglaie e
Alg el byt 29,51 5l g9y Jdoas o,
OO0zl o Lol oS ilule 1) ply aniin
el yo 1y ol Glgise wad b cél )l
Ol ) il Sl Jol> Slyis e elas
45 5,8 Ll onighaer pé gl alss 5l oolizal L
i (e oty ggerme Djgotr glrsel
Slpeil Coz Siluplen 5 uualss 5 S9d o0
WS (oo 295 | slme

ply ilwl> —F-F
2 pyal Soe ply 00,50k Gl ool el
3 S ub.....u JLo.C‘ g=3T L g Sl uuL.Ju
w.a.fb‘pf slbees G‘J)i’l:’ Jelis a5 el LSBR
a5 adds wlal pesasoll gl Sy 5l (LSB)
FoS 2 sy (ol g e S0 50 ply sl b
Slyp &5 Gpd Qs o i S S ST )

ally w2 b goly O bl jolre adlhe g0
Vb jesd Caglsl boadlie o 00 Gle 4 il
o by 09r a4, Wb (omb e Ceddh
ol Jlesl biaws 125 095 jolme la Sy
Slges (e (Slaws bl ;o laanja (58
Sz Sugdsl JeSn 90 ST ted e
oSy 058 Gl bl sl il Gluss
A Sl Joduzmy 8L L oasl o asF I8
)51 aalgs Cass 4y (g imly ase Koo JuSy
21 sl Tgml cwl (See (gl
Cebll s o 5l s SRl s cdL L bl
Lot 6l 0B (nl s alS ) aneis
18 esliial 50 Caige b HILL [33] s, o
ROEK

e 4 gdae leol el ol Lo T gaiaadies
HLS 50 g Glaies O jgod gluls Ol s el
G S ladss Sl aigd plxl pa
Glad 5 oymaS glrgel el ST, Sl
S el bre gl onl @sdie S50l (S
sldaSy j0 slely olss ganalss
Slos & S 1 55565 fonilogdly olie sl
Qi oy 0uS Ty sl JuSy o Ol s a5
o S vz 51 alnls 05l 092
alie anse hlo jea J8 gl 5o Jleel
Sy 4 el o Sy b i Caglsl il
W50 18 dles

ol 05l (nl A0l oz Gilwplbon
slr ObSe e 3 ol & WS
5 wlog ;oS glrsel cage e lo Sy
Deh oo Jol> S glolils coblB asss
Soales polre slobeSy s ST ocnlple
oxilodl ngal p S5y Sy lais il
PSERERONREIFU SRUARC IS NI LS
5 S yless o [¥F] () Sen 5 J ams o ialS 1,
Sl 0B nl ) Jies psbas [0l o Sen
5 Kl e 1085 0y glagel @b
)l Lewly opl jo W osx )l [YF] (K

8 side-information
7 precover
8 Least Significant Bit Replacement
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! Cost spreading rule

2 Entropy

8 Clustering rule

4 Residual

% Synchronizing modification directions rule
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6 Sub-optimality

! Least Significant Bit Matching
2 Syndrome-trellis codes
% Payload-distortion bound

4 Trellis
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Figure 7: ADV-EMB model[58]
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Table 1: Detection error P of methods based on additive distortion [31]
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Table 2: Detection error P based on non-additive distortion with asymmetric embedding [39]

Payload (bpp)

- ™ e " ~ Method Steganalyzer
0.2374 0.2846 0.3267 0.3825 0.4482 Synch
0.2496 0.2885 0.3358 0.3841 0.4508 DeJoin2
0.2577 0.2963 0.3483 0.3945 0.4572 CMD SRM
0.2623 0.2987 0.3492 0.3875 0.4524 DeJoin4
0.2847 0.3279 0.3646 0.4112 0.4685 AsymMF4
0.2237 0.2546 0.2894 0.3313 0.3867 Synch
0.2258 0.2576 0.2957 0.3392 0.393 DeJoin2
0.2354 0.2672 0.3048 0.3473 0.4012 CMD maxSRMd2
0.2381 0.2713 0.3073 0.3407 0.3943 DeJoin4
0.2517 0.2844 0.3175 0.3581 0.4136 AsymMF4
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Table 3: Detection error Pg of MiPOD and GMRF methods and evaluation of the effect of synchronizing
the embedding changes in model based methods [37]

Payload (bpp)
Method | Steganalyzer
0.5 0.4 0.3 0.2 0.1 0.05
0.1821+0.0023 | 0.2218+0.0019 | 0.2723+0.0041 | 0.3274+0.0026 | 0.4051+0.0041 | 0.4511+0.0030 | MiPOD
SRM
0.1925+0.0028 | 0.2350+0.0035 | 0.2860+0.0043 | 0.3428+0.0038 | 0.4143+0.0036 | 0.4558+0.0024 | GMRF
0.1683+0.0037 | 0.2053+0.0028 | 0.2498+0.0034 | 0.3037+0.0028 | 0.3772+0.0028 | 0.4294+0.0037 | MiPOD
maxSRMd2
0.1595+0.0033 | 0.1949+0.0041 | 0.2467+0.0035 | 0.3078+0.0036 | 0.3830+0.0020 | 0.4361+0.0031 | GMRF U’ Jj
2
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Table 4: Detection error Pg of HILL, MiPOD, GMRF and SymMF methods (Investigating the effect of costs smoothing) [39]

Payload (bpp) Method | Steganalyzer
0.5 0.4 0.3 0.2 0.1 0.05
0.2018+0.0027 | 0.2450+0.0025 | 0.2975+0.0055 | 0.3582+0.0026 | 0.4330+0.0029 | 0.4704+0.0024
0.1910+0.0020 | 0.2362+0.0039 | 0.2811+0.0048 | 0.3417+0.0031 | 0.4139+0.0031 | 0.4549+0.0034 | MIPOD
SRM
0.2005+0.0023 | 0.2444+0.0033 | 0.2948+0.0020 | 0.3530+0.0031 | 0.4210+0.0042 | 0.4581+0.0027 | GMRF
0.2178+0.0029 | 0.2683+0.0025 | 0.3136+0.0042 | 0.3746+0.0031 | 0.4412+0.0035 | 0.4623+0.0041 | SymMF
0.1789+0.0033 | 0.2169+0.0018 | 0.2590+0.0029 | 0.3094+0.0029 | 0.3732+0.0045 | 0.4237+0.0019
0.1846+0.0029 | 0.2212+0.0023 | 0.2684+0.0026 | 0.3231+0.0036 | 0.3902+0.0028 | 0.4416+0.0030 | MiPOD
maxSRMd2
0.1780+0.0024 | 0.2201+0.0038 | 0.2684+0.0035 | 0.3240+0.0020 | 0.3958+0.0032 | 0.4445+0.0020 | GMRF
0.2052+0.0024 | 0.2349+0.0043 | 0.2714+0.0018 | 0.3207+0.0036 | 0.3881+0.0029 | 0.4722+0.0027 | SymMF
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Table 5: Evaluation of the effect of synchronizing the embedding changes and using the sided information [43]

Payload (bpp) Method |Steganalyzer
0.5 0.4 0.3 0.2 0.1
0.2115+0.0019 | 0.2552+0.0026 | 0.3063+0.0031 | 0.3678+0.0036 |0.4356+0.0022 HILL
0.2631+0.0027 | 0.3015+0.0034 | 0.3498+0.0023 | 0.4001+0.0032 |0.4548+0.0021| CMD-HILL
0.2833+0.0018 | 0.3338+0.0034 | 0.3893+0.0019 | 0.4351+0.0025 |0.4747+0.0012| SI-HILL SRM
0.3263+0.0026 | 0.3673+0.0027 | 0.4075+0.0024 | 0.4426+0.0022 |0.4742+0.0012| nmSI-HILL
0.2061+0.0013 | 0.2640+0.0033 | 0.2948+0.0033 | 0.3510+0.0021 |0.4206+0.0021| MiPOD
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0.2590+0.0025
0.2725+0.0033
0.3109+0.0025

0.2985+0.0025
0.3181+0.0029
0.3543+0.0033

0.3439+0.0030
0.3672+0.0028
0.3897+0.0022

0.3912+0.0022
0.4139+0.0031
0.4242+0.0015

0.4419+0.0026
0.4578+0.0023
0.4611+0.0017

CMD-MIPOD
SI-MIPOD
nmSI-MIPOD

0.1887+0.0023
0.2413+0.0025
0.2669+0.0035
0.3096+0.0026

0.2264+0.0015
0.2681+0.0016
0.3191+0.0022
0.3509+0.0029

0.2703+0.0030
0.3142+0.0030
0.3740+0.0020
0.3983+0.0032

0.3188+0.0030
0.3568+0.0030
0.4336+0.0019
0.4442+0.0033

0.3863+0.0014
0.4125+0.0030
0.4832+0.0031
0.4818+0.0020

HILL
CMD-HILL
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nmSI-HILL

0.1926+0.0016
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0.2680+0.0030
0.3048+0.0026

0.2313+0.0017
0.2793+0.0020
0.3192+0.0023
0.3527+0.0026

0.2750+0.0026
0.3233+0.0030
0.3743+0.0017
0.3952+0.0023

0.3331+0.0019
0.3669+0.0016
0.4344+0.0024
0.4463+0.0034

0.4002+0.0018
0.4249+0.0023
0.4805+0.0021
0.4806+0.0022

MiPOD
CMD-MIPOD
SI-MIPOD
nmSI-MIPOD

maxSRMd2
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Table 6: Detection error Pg for MiPOD with HILL-based variance estimator and the original MiPOD estimator [73]

Payload (bpp)
Steganalyzer Method
0.4 0.3 0.2 0.1
0.2213 0.2678 0.3206 0.3937 maxSRMd2 HILL -inspired
0.2142 0.2552 0.3101 0.3800 maxSRMd2 MiPOD
0.1545 0.1870 0.2470 0.3390 SRNet
HILL -inspired
0.1420 0.1826 0.2354 0.3575 SCA -SRNet
0.1146 0.1553 0.2222 0.3213 SRNet
MiPOD
0.1106 0.1384 0.1961 0.2952 SCA -SRNet
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Table 8: Evaluation of the effect of using adversarial examples for both HILL and S-UNIWARD methods [52]

Payload (bpp)
Method Steganalyzer
04 0.3 0.2 0.1 0.05
0.195 0.25 0.32 0.42 0.45 S-UNIWARD
0.2 0.251 0.325 0.42 0.451 AEN-SUNIWARD
0.225 0.28 0.355 0.43 0.47 HILL SRM
0.226 0.29 0.36 0.43 0471 AEN-HILL
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