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Abstract

With the advancement of computer science, the dramatic developments in data mining area and their
increasing applications, the identification of outlier or anomaly data has also become one of the most
important research topics. In most applications, the outlier data contain beneficial information that can
be used to gain useful knowledge. Today, there are a large number of applications on data streams, in
the vast majority of which the discovery of outlier/anomaly data is very important and in some cases
vital. Detection of anomalies is an important way for detecting frauds, network intrusion detection,
detection of abnormal behaviors in monitoring systems, and other rare events that are always of great
importance; but they are often difficult to identify. Most of the existing efficient outlier detection
algorithms have been designed for the static data. While outlier detection is more challenging in data
streams, where data are generating continuously and has especial properties such as infinity and
transience. In this research, we introduce an approach based on the QLattice classification model, which
works based on the quantum computing and performs better in the intended application than other
classification methods. Given the possibility of changing the distribution of data over time in streaming
data, a scheme to take advantage of online incremental learning is also applied in the proposed method.
Considering the unlimited data flow and limited processing memory, the detection process is applied to
a window of data that is constantly updated with data sampled from previous windows. A function is
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also designed to solve the problem of data imbalance, which uses the random sampling technique to
solve this issue. The results of experiments obtained on benchmark datasets show that the proposed

approach has better performance than other methods.

Keywords: Outlier detection — Data streams — Online learning — Incremental learning — Data mining
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(Figure-2): Structure of the proposed approach
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Label Enceding

One Hot Encoding

Food Name Categorical # | Calories

Apple | Chicken | Broccoli | Calories

Apple 1 95 — |1 0 0 95
Chicken 2 231 0 1 0 231
Broccoli 3 50 0 0 1 50

[42] cowl aodld (6,138 30, (51 One-Hot Encoding SuisS 1 (glasges (¥ JSib)

(Figure-3): An example of the One-Hot Encoding technique for encrypting nominal data [42]
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(Figure-5): General framework of online incremental learning algorithms

S oo el bl sllee 5 regh cnl o
@bl 2l @l a8 550 slagiolel mls e
) oszge slagbs, yNuo b amlie 5 (golerinn 9,50,
S o L 5 )

boall, 5 ) eslicnal b oas 355 b als
K3 Y/PY 5,3 L Core (TM) 15 Lol oaislo
aS Cowl o] Caws 4 RAM abidl> colb K5 Y 5 35,0
WS 2l Ve eany bele pienn ol ases
Ok b ol iy, 4 bape laaild iz
iloads (gilwoskey ¥ (1359 05l (mgitalin

L)y s eoldac gozxo —F-)
S il solsacgome 90 5l (golpiin g, b)) sl
(el o0 ssliiul UCH ile 5,050l ailsuls |
K oS cwl KDDCUp99 sz dolode goza
slalels obj)l ds) ;00,5 5 9 5,5 colodcgasme
[46] ol Glall, GleaSis o dgis  Lamseis
oS cwl Covertype dcgexe a9 bolddcgesxe
bosls bz & bape Glagiagn )3 Jyerojsba
w...uy &54 LS"“’LJ’“‘"‘ &)..v)ls (5‘)" 45 «)9—«&‘540 o\)LQ.u.u‘
oolod.cw 9o ,» [@] Sl o0 L5>‘)‘]" L&in:_?
Syge s, sbylS sln g wlead (oIS ez
ol Slusss DS oo I3 eolatul
s sl Loy 51 ooliul  SgSa g 0ols sladcgosmo

Ded oo L1 Oy grosls aseis

waoldl o

Gy oolddcgame s :KDDCup99 soldac goxo

30 03,5l jeba a5 ol Al 0 3488 auseis
.)9....:6@ oolazwl u).‘ oslo ua.ab.u_v aQ Jay).n Sladlao

FAGAFYY  Jols « oolodcgorms ol [28 33 34]
dnlio oSl jolaie 4y el S5g TV g (slools 5,65,

! https://archive.ics.uci.edu/

OF 2l ¥ 5Ll 1F-Y Jlo

30 b Ll g Sol 5l eolawl -Y-H-Y
Oy godls aukid

Cox,lx deosly by 0 Gy sleosls Lasis gl
I, QLattice Jow p sw by ioli8l 550l
b Ry Jos ol &5 & j90 (pl 4 00iS o0 (b
W canz o aS adgl slaosls S S
alolw olg Wosls )b > Sl 51 g g 05l o0 aimles
5o eddaitle Jow hwg St Jes lal
SR ‘ﬁb.;i‘ oy JFIS slaosls (55, S8 al> 5
losls 3 (glaziu b piils g piyeSl s Lk
gboe ploxl L3 slaosls 5l (510 paiges Joo o gorad
sleosls 5 wam sleosls (g9, QLattice oy 6!
(S3loes o wul B Jloel b g ol Jlosh ouis lo pages
5 bl sasadys sQGraph .o ;lag, QGraph
3 980 plxl QBraph (nl b Jos Gloyjora Joe
3 gl e 0y o)l besls 4SS s sla ) SS
ok lp abglesa Jae) Jae o5
L snSol Joo caloye 52 50 (m 09dse oalital
—digad goools g dxd oy gleosls I eslaul
U 0ebee Sloyigm LS sleosly Sl eadig )l
oals aid ¥ Gl o L3 slaools 3l (g4l paiges gl aS
03y 35 8 5l (Gilme s Glyd b e 58wl
5 sl S Lis lp ) Jlp s (o) Jbp
Gl s sloosls S o bl baosls (g 5Lucyjle
W oy )0 edd gt leosls oljen 4y 0ul
ol Glosisst s Jae Goisel ly (ol 5
gy g0 oolaiul

ool Cawddy gl g b Juloyl —F

Syge Iy olerinn 9%0g, S8 @l (i Gl jo
o oolaiwl srosloas goze dassl .m0 413 SUj)!


file:///C:/Users/ghasedi-e.WAN/Downloads/article%20A-10-942-2\(1\).docx%23_ENREF_46
file:///C:/Users/ghasedi-e.WAN/Downloads/article%20A-10-942-2\(1\).docx%23_ENREF_33
file:///C:/Users/ghasedi-e.WAN/Downloads/article%20A-10-942-2\(1\).docx%23_ENREF_28
file:///C:/Users/ghasedi-e.WAN/Downloads/article%20A-10-942-2\(1\).docx%23_ENREF_33
file:///C:/Users/ghasedi-e.WAN/Downloads/article%20A-10-942-2\(1\).docx%23_ENREF_34
https://archive.ics.uci.edu/
http://dx.doi.org/10.61186/jsdp.20.2.81
https://jsdp.rcisp.ac.ir/article-1-1226-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-07-05 ]

[ DOI: 10.61186/jsdp.20.2.81 ]

—00ls digel Wigh oo 48,5 a5 0 Dy ools laaeas B

ol oS e o boasleads Bds Ko sleos, sle

ooldacgozme ;0 gw,yp Oy90 sleosls slas oo,
g o0 3,65, YAZ-TA

Sold dcgezme dw o Slasine I slasds

oads &l,1 (V) Jga= ,o0 Covertype s SMTP HTTP

Uiyl b ooldas goso wlasiin :(V-J9u=)
(Table-1): Characteristics of evaluation datasets
& p9 olaxi 3,55 ) Sl 0d1ddc gozxo (ylgie
41 623091 HTTP
41 96554 SMTP
54 581012 Covertype

adgl loaliid 9 (2b 5, b sbro —F-¥

SL OO | ES PR F Y - VE A | LIWO R

. ;. 9 V‘TJJK"""‘ ‘Yg:w_‘)a . ;. ‘\‘:‘w)‘) ’,,',:

ol Doz gas Wlgi o 5 s Tl

G )d Code (50,0 (adeidd K iaw)d Cado ()
O i, g eog By Al 000 Boly a5
25l ools askis alex b g |y o] ey

CA....:)Q >J.~o 65)9‘0)..) )am""‘"g_iiiw)é‘;ﬂ-ho" (T
W“’)ﬁﬂ‘ 9 00g JLO)J sals ).'a.: Sy90 solo a5 ol
Db sols paseis Jley 1y ol s joa

S e g0yt et Ky 1Bl St (F
@ pig,98l 5 0050 Jloys bols Hlai 5,50 boly a5 ol

Db ools ausis dles b &y sl | ol ol
A i, o8l g 00g @ Bl Al 5 g0 Bals a5 ]
b eols RS JLA)J ‘) Q—‘ ol
Sy sleools asid sbaeis oSl Jaora ygbay
Jogad ey sl sdee Sl Tl 5 oo
Cude F5 sloyloe WL AUC jLas dwlxs g ROC
> Gl 5l eslanal L ok g Peds sla)las
50 Mg oo dmwle il 00y pU YU jo A casis
..\J}.wu;o 45‘)‘ LS’lJ))‘ ‘_gl.Q)Luu u.“ MLZA 09,76 dalol

! True positive (TP)
2 True negative (TN)
3 False positive (FP)
4 False negative (FN)
5 Precision

® Recall

" True positive rate

8 Accuracy

FB g d9se slaghy, oo b solerin 055, mlbs
5o L 28 33 34l ol s aslis
sl SMTP 5 HTTP  (sleosls)  sla gy
woldacgazma (pl 0 S oo oolalul ooldacgess
Gl Sdle> A5 dtws ey b oS,
s ) b sl
Joles s cpl DOS  migpw o Mo ()
Tear drop [Ping of death ,liy ol &>
e SYN flood.Smurf
o o yiwd bl Do ol tR2L WMo (Y
Jie Glaeds o 90 of, I wlle 4 jlxe
DFE ) O o
o b baeolis SMes ol UZR WMo (Y
g Gl 5l s p1de (o iwd mhan 4 jlne
Spm e glgilJle (sl p el )57 (o o
A
OMaz cpl 5l obdigad (e 9 (ow)ylg SHos> (F
ping-sweep 4 port-scan ;| o ,Le
ez b o,eS ) den woldacgae pl o
50 Sy oodls flaieds (ol 00 pb YL o a5 D>
olasl g laools olass aS el 4y d> g5 b Wigh oo 48,5 ,las
Pk 50 el 0L o (glp oldacgee (ol
5 ki (28 33 34] Ll i degy syl
az g5 b Lol sl oads oolaiwl ooloacgozmo (pl da o=
Ll jo ghdgame goleiiay g, o Lo aSinl &
sl a5 olaosls sl QLattice Jow g a5 ools slal
TV don nuilgi oo cadd oo Olgz o2 g 5ls (6 iy
3 Jonl b oS eolaul 1) oolsasgerme ol (Sig
Ll 1, a¥ole 5 ol Ll o) mls anslie
oS 0

Slyp &5 ooldacgeme (pl :Covertype oslodc gozxo
Mz Bols g0 B bz il 95 (it
L s Jle gble pl &5 cul Ko adhis g4
s oo sl |y bolul ey ol ol JSlas
dms elel g wgzee Ko b idg gyl
‘oolouw L)"‘ Sl 00 w).su é})}'ﬁs‘ ‘_;‘LQ.\.Q—‘).Q
S cwl She 0F 5 0)S, OMY Lels
Jel sln o cws (Shy Ve b Jsene b
aS wyls 0o, ez ooldacgeze (pl 09 oo oolatul
03, laools g Jloyiools laicas ¥ 6o, (sloosls diges

0F 2l ¥ 5, VFeY JLl


file:///C:/Users/ghasedi-e.WAN/Downloads/article%20A-10-942-2\(1\).docx%23_ENREF_28
file:///C:/Users/ghasedi-e.WAN/Downloads/article%20A-10-942-2\(1\).docx%23_ENREF_33
file:///C:/Users/ghasedi-e.WAN/Downloads/article%20A-10-942-2\(1\).docx%23_ENREF_34
file:///C:/Users/ghasedi-e.WAN/Downloads/article%20A-10-942-2\(1\).docx%23_ENREF_28
file:///C:/Users/ghasedi-e.WAN/Downloads/article%20A-10-942-2\(1\).docx%23_ENREF_33
file:///C:/Users/ghasedi-e.WAN/Downloads/article%20A-10-942-2\(1\).docx%23_ENREF_34
http://dx.doi.org/10.61186/jsdp.20.2.81
https://jsdp.rcisp.ac.ir/article-1-1226-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-07-05 ]

[ DOI: 10.61186/jsdp.20.2.81 ]

b3 53 (5 345 3L 9 QLattice y3 (ikao J3w jl 0Lkl b (Sl ) SIS )3 oy GRS Houstins

Doty Sy g ko 03, 93,8 a5 laisa) ol
g ge Dbl (A3l sgzge isel sl ojlye
gl oo BA> gejl ooldacgame I Coin slaosls
aod Sl Ve VE L pln g QLS 8y ol I niaran
Prayd iy OlSi>) S oo oolaiul Leools
(Sl oals @l F-0 iso 0 oy b3l b
Joe gl lp eadad Sl Ges Geizes
08,5 ka5 0 F Ll |, Qlattice bjgel

S b eolein 0,505, dnlie 5l Jol> mls
oals &SI (V) Jga ,0 ¢ ooloacgame dw (59, » o sbg,
abgiye gzl 5l 5 slagiy, & baiye @l ool
I o o ly wad ) peiies b
G 1 el Koo slagty, a5 bl sle b
el o0 solatul «-» sles 5 casles ,SG

Dby s en oanline (V) Jguzr ;o a5 jobjles
Srte AUC Jlais ¢ oolddacgasme dw ;o 4 (golpainy
S,ls iForestASD 4 DILOF ooy oSl 4 s
3 oleiiy by, SMTP oolsacgars (55, Guizred
Sy peeal S50 5l aS HS-trees (o )6l b ans s
oy bl g 00,5 Jos g S oo ool 550l
oL alie o, gbay HTTP ocolbacgases
ooldacgarme (59, (ooloday g,y B (o,
009y 5l pomb ¢ Y) 6zl Juae 4« Covertype
.Zewl HS-trees

L igy ;5o b ol gy 2B dulio (V- Jgu)

L)yl edloacgoo dw (59
(Table-2): Comparison of the performance of the proposed
method with other methods on three evaluation datasets
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(Figure-6): Comparison of the proposed method with other learning algorithms on (a) HTTP, (b) SMTP and (c) Covertype
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(Table-3): Comparison of the performance of the proposed
approach in two modes of use and non-use of online learning
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