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Proposing a Meta-heuristic Model of Intrusion Detection
Using feature Selection Based on Improved Gray Wolf
Optimization and Random Forest

Shahriar Mohammadi*, Ahmad Khalatbari, Mehdi Babagoli

Faculty of Industry, Khwaja Nasiruddin Toosi University of Technology, Tehran, Iran

Abstract

Rapid development in the Internet and communications have been led to dramatic growth in computer
networks, network size, and data exchange; hence, this can pose harmful threats to the network.
Intrusion detection systems play an important role in Internet networks security, which protects the
privacy, integrity, and availability of the network by inspecting network traffic. Intrusion detection
models in the field of network security are predictive models that are used to predict malicious data in
networks and one of the most widely used models in intrusion detection systems is based on machine
learning. The imbalance between the accuracy of detection and false alarm rate is one of the most
important challenges in this regard. In this paper, meta-heuristic algorithms are used to increase
searchability and machine learning method as well, to increase computational power and classification.
Several evaluation models have been developed recently that can consider the merit of a feature subset
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instead of evaluating individual features. Stochastic nature and effective search capability of meta-

heuristic algorithms play an important role in solving the high dimensional problem. Therefore, in order

to detect intrusion and prevent it, an efficient model based on the gray wolf optimization is used to select

the most relevant feature and random forest used as an evaluator. Gray wolf optimization (GWO) is a

metaheuristic algorithm that inspired from hunting behavior of social hierarchy of grey wolves.

According to less randomness and varying numbers of individuals assigned in global and local searching

procedures, the GWO algorithm is easier to use and converges more rapidly and the superiority of this

algorithm among many metaheuristic algorithms has been proved in many researches. The binary
version of this algorithm is used for feature selection method. The procedure of proposed model is
described as follows.

1. NSL-KDD dataset is a benchmark dataset that is consists of normal and abnormal traffics. despite
the oldness, the NSL-KDD dataset is analyzed and used in many recent studies in order to evaluate
the effectiveness of the various classification algorithms in intrusion detections. In preprocessing
phase, the data normalization is conducted and the class labels are converted to normal and
abnormal (0 and 1).

2. Binary GWO is used to select best feature subset by exploring and exploiting the search space. The
high strength of GWO in finding the optimal feature subset has been originated from three member
of grey wolves’ pack: Alpha, beta and delta. The random forest technique is used as a classifier in
this model. The generated subsets are evaluated with random forest.

3. In order to increase the performance of GWO, an improved GWO (IGWO) is proposed. The
proposed IGWO is used genetic algorithm nature for making balance between exploitation and
exploration. In each iteration, alpha and beta are considered as parents and produced two
individuals (child) using uniform crossover. The individuals can add to papulation if they have a
good merit. The merit of all individuals is obtained using random forest classifier.

4. As shown in the result, the detection accuracy of the traditional and improved gray wolf method is
obtained 97.14% and 98.97%, respectively, which is outperformed other methods.

5.

Keywords:

Intrusion detection system, Feature Selection, improved Gray Wolf Optimization Algorithm, Random

Forest, Machine Learning
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Figure 4. Individuals in proposed GWO
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Figure 5. binary representation of feature (Binary
GWO)
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Figure 3. proposed method flowchart
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Table 1. Confusion matrix
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Table 2. data of confusion matrix for proposed model
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Table 3. Results of conventional GWO

and Improved GWO
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Table 4. Comparison analyses
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Figure 7. comparison of proposed method and
methods in [25]

1S Gles oo (VUK 5o weadglo o )lge ulul 5
Jhre aw )8 (Shg ol g Solas S w65l
=B gly, ple adews Fojlae 5 Coro 280
gy Ao M| pl ()b I el iy sy
355 4z Wb (orimen Lusl 035 (ol Lo (soletiny
ool oalaSle S5 VA L oS Lo goloiiog (9, o
ools dcgerme sl Sy den L SIRF Cb> o0 Jg
ehE Sl el ol a5 Cel ool aisle (S5 FY)
25 U ISE 0 rizmen Sl ooleidny gy o9
gy LB 5 cdddslie alae g, ROC logad
ULl dnlie b g sl ouds ools ylid golgainy

8O ol ) 5l 1P+ Jluo

SAUNA | VD | -390V | AAMAY | £ AAAY aidloguy

039 (F) IS &y 9045 solgiiin b9, ROC Hloges

]

ROC

09

08

0.7

0.6

0.5

True Positive Rate

0.4

0.3

0.2

0.1

0 0.1 0.2 0.3 0.4 0.5 06 07 0.8 0.9 1
False Positive Rate

adloguy 9y ROC jloges (- Jsi)
Figure 6. Improved GWO roc curve
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