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Proposing a Meta-heuristic Model of Intrusion Detection
Using feature Selection Based on Improved Gray Wolf
Optimization and Random Forest

Shahriar Mohammadi*, Ahmad Khalatbari, Mehdi Babagoli

Faculty of Industry, Khwaja Nasiruddin Toosi University of Technology, Tehran, Iran

Abstract

Rapid development in the Internet and communications have been led to dramatic growth in computer
networks, network size, and data exchange; hence, this can pose harmful threats to the network.
Intrusion detection systems play an important role in Internet networks security, which protects the
privacy, integrity, and availability of the network by inspecting network traffic. Intrusion detection
models in the field of network security are predictive models that are used to predict malicious data in
networks and one of the most widely used models in intrusion detection systems is based on machine
learning. The imbalance between the accuracy of detection and false alarm rate is one of the most
important challenges in this regard. In this paper, meta-heuristic algorithms are used to increase
searchability and machine learning method as well, to increase computational power and classification.
Several evaluation models have been developed recently that can consider the merit of a feature subset
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instead of evaluating individual features. Stochastic nature and effective search capability of meta-

heuristic algorithms play an important role in solving the high dimensional problem. Therefore, in order

to detect intrusion and prevent it, an efficient model based on the gray wolf optimization is used to select

the most relevant feature and random forest used as an evaluator. Gray wolf optimization (GWO) is a

metaheuristic algorithm that inspired from hunting behavior of social hierarchy of grey wolves.

According to less randomness and varying numbers of individuals assigned in global and local searching

procedures, the GWO algorithm is easier to use and converges more rapidly and the superiority of this

algorithm among many metaheuristic algorithms has been proved in many researches. The binary
version of this algorithm is used for feature selection method. The procedure of proposed model is
described as follows.

1. NSL-KDD dataset is a benchmark dataset that is consists of normal and abnormal traffics. despite
the oldness, the NSL-KDD dataset is analyzed and used in many recent studies in order to evaluate
the effectiveness of the various classification algorithms in intrusion detections. In preprocessing
phase, the data normalization is conducted and the class labels are converted to normal and
abnormal (0 and 1).

2. Binary GWO is used to select best feature subset by exploring and exploiting the search space. The
high strength of GWO in finding the optimal feature subset has been originated from three member
of grey wolves’ pack: Alpha, beta and delta. The random forest technique is used as a classifier in
this model. The generated subsets are evaluated with random forest.

3. In order to increase the performance of GWO, an improved GWO (IGWO) is proposed. The
proposed IGWO is used genetic algorithm nature for making balance between exploitation and
exploration. In each iteration, alpha and beta are considered as parents and produced two
individuals (child) using uniform crossover. The individuals can add to papulation if they have a
good merit. The merit of all individuals is obtained using random forest classifier.

4. As shown in the result, the detection accuracy of the traditional and improved gray wolf method is
obtained 97.14% and 98.97%, respectively, which is outperformed other methods.

5.

Keywords:

Intrusion detection system, Feature Selection, improved Gray Wolf Optimization Algorithm, Random

Forest, Machine Learning

ools yais abole L aSll QT 4 9 £98g o il doddo —)
&S ol Joe b ccdld @dly o d9h o 09 oo

das wix o Iogd o o b g DS s molis

3958 53l S g 03039, (S5 5l (i 039 el il
ale g3l sloojo> ;3 poye 4 ggdge (nl 9 oud
WS (g0 S 0pd 5 Jrar (oS pe g
slasll oo izl Gl (S Gl Cipnl e
A N | Slles 39 09 g0 oolaiul g S

Mo slailly slodilels g i ol 559> H0 @lsdS
oaSs 5 oolitwl pox> 4 a>g5 b (godaie il
Jlade JCERT 5 0 sl (0,155 4 el 00l g ykas
owlP Jloadle geal 9l babbe ;o Zow,
el aex b e d9k AgSie Ll il
Sldb) b oslall, slaabls @Ses 6 pdycaw]

s sl o5 sleasly Gl pbiie we
ot 65 silled ;o (Sig Sl ey 5 ol
5 oolitwl o Sledbl coel a gyl S e
Do az g o b agl (29,8 Eiley S lsieds i
Slaased slp (ome (oo alis Soii ansis
(IDS') 358 apieits glaailoles ool paseds o o)
Slocuand 3 JelS 5 el sz gl J o
claalles s aSs o)l L il bl

dox 5l sux Dolym 4 e Sl (e g 358 o0
Jie plpear gl sl glacwln a8
I¥Toss g og oyss 50 5 (Sl «(Solo e
GRS ylBlp s g Sl pges jebay o539k
s bl g oSl SIS g lil ey SlelS
sl S ol b g by wSod 0 (b
Npss o slally, basls 5 bable 4 344
Goased g ball 4 053585 L ablis jglateay

5 s sz Loy slacs slid slls Seb ansas
edgn oluls Coo ol aas o oo |y we oyl
Lt 0,5 Jplet SaS Wl oo plxil AL 4 oS

. ) . . . g bolug, ol jo a5 cul ganlp (w8lg,s Fdgas
slaghy, olpe cov gileade slagty, sl ;

5 L P ‘ s Ol oolwl g oad ol aSlli b clels SO slaolas
O Uas Cewl 0l o RYVIIRRPVE A
&by 2 ) Jos ° Gt s !Intrusion detection system

3 Computer Emergency Readiness Team (CERT) % Intrusion Detection

B8 by ) 5yl 1P Jl


http://dx.doi.org/10.61186/jsdp.20.1.133
https://jsdp.rcisp.ac.ir/article-1-1218-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-05-26 ]

[ DOI: 10.61186/jsdp.20.1.133 ]

GI3Las S 9 Aidldgue G S T T Gilwding 2 e 9 Ll SeS &y D95 oudulis (5l 9T S &Sl

odlil 556l (sl bagging g, 5l 9sdie
B e aas Bble cwl (See [Flass
5 Jlrepd (owis lyed 5 1) lre slaom s
(e S jolo ol loie g 00,5 Al Sga
dg25 Lawseld glaailols jo a5 ege Sbolgl 51 S
8l celay)] sasolsyl Cusyol jloia TP oyl 39>
g Ldgai JolS g Cwpd parsid ped &S (o,
Algy w8 Gialidl g aSid 5o slre (Gl gw s
Sl sl WS adgi 1) (e S ol gl jlade
uw

90 LS 4o 1wl cod Fopla dlie pl LSl
P A ASu 0 Sebee (Byxe oadpalxil slals
sy il 5 leamlis ulis 955 e ol solering
5 dgdse 03l 7y headia )z i )0 oliy
Bgdbes Gle IS S At m i po ol o

a5, 590 -
Lasuid dgey 4o (gob ) Oldllas s o Lil a5 gl Lo
oher edle xS0k slagty, RS e b3k
BRI IV LG ‘_gbbw_‘l.z)sﬂl 9 (Ey-ae
S B2 lapt oS 5l ipges jobar Sezge Slahs)
sadosliiuwl (g Gl ijeel 5 (goes, jekaieds
4 29,5 spSol e, 5l eslinad LIV s el
sy Jlo g (§ srmblsole) slaSéls L ool oo,
WL.JQ )l 6QLQ,~..M dﬁf‘” ‘;L!))‘ MP Sl 00
‘5:‘)5 60% dﬁi‘” Sl 00l solawl NSL-KDD
30 e e 1SS enl eols las 0g5 5l oo
oz 5l &S Ceol HTTP? s do> slaill) sloasiiis
0‘93@ o> opl asid gl calasll gla, Sl
ol o AMls s ab 1) Yas b semins o801 soliiul
5l oolatwl b oas cwl sals &)l BIFAD" (55Ul allis
B HTTP o dlox ol jo aSid S315 sla S
Goed, gl asls il o ) S 5l g es,S
s oS w8 e oliinl Jlppd 5l Jly Sl
4 oaoy F.0 Q5 Jlase 59 aoy0 0 jasis
5 oolatl pogdle oy Kamgy [A] jo .ol sal s
Sonr Sy 5 1y o3 SL Sl N3 sla g,
hfen jshiea s S Lo 358 asis alble

oxge w1y lally A b wlole SO o ookl slas
Q) 398 asld Gl gy mie (Gbdiwd S0 Ladle
Gl p (e slahy; )o Wl (oo SRR
S5 oedle 5ol i e, 3l eslinal b
51 by G olml 4 o), slap 155l ¢ e giae
Jos ;2 U ogd o azby S Jby slaSily
5y (b 5l sl eols ais 39k (lgiear Jloyiys
5w Dk Rlgn obml o 5 X Sy obxl
o insis 5 8 5 i Bl n yn oL
Shs, sanaib o oy 5o o3k ool g aiis
Sy Saoms Jdo a4 0)ls 09 3585 auis
o9y 5l iegs 5l gk B Sy YL slal g 4l
oolaiwl wly sl Ty Bi> Cox Shy bkl
S, ol 3l sbass o Bk 5l aS e
Flae o laae; jo slatals o Shoe )03
sla, oS [flwlosls las g5 3l cilisee sauzes

(e 5501 ol A ez il lgicsa 1y (6,00,
GIdiwd e p (e b dies Ol SO
Al o 0 Sl So e slaeh Sl S
Sy wamsee pii 1) Sl S g
S g e 0 Cemex e slapn S
Slopi,sSl G e S 0 ) ladlr ) Cixex
IS g (dome bl 59, 2 Cler ST p (e
Al oo wlomer (e sl Sl bl 5o il
wlad | Gilie 3ble )0 (Glojea joba 1) sivsr
wiyosdl 5l Gaegn ol e olaes sl e
g B i BRI LCHf
oS el oy ooliil _BLSI sl Sy i 5 la S
Ol oz Wy wiys8) cnl 08les S5y slateay
5 G0, jehaieds gum A8 jo ewl 00l oold g
) ooaas cBs il asldls SEds )l
oo sl s onlizul (RFY) ol [Sizr oy 65!
slapt)s ppopln 5l S ola
S8bes (n e @Bloe yiia )3 oS Cenl (dle 650k
PUDNES SNUIESNE- Vi SOV SN SRS ] BT BN K
Cgeime S e 6750k ez 45 Sl (DTS

o

SHTTP flood
7 Cuckoo search
8 Bio-Inspired Anomaly Based Real Time Detection

0O 2bs ) 5Ll VFeY JLlo

! Signature base IDS
2 Anomaly base IDS
3 Random forest

* Decision Tree

5 Ensemble learning


http://dx.doi.org/10.61186/jsdp.20.1.133
https://jsdp.rcisp.ac.ir/article-1-1218-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-05-26 ]

[ DOI: 10.61186/jsdp.20.1.133 ]

Er s dgzy alele (nl jo &5 (MU (S
oo Sgnte «ophylo sl suliadgy ol la o
Caoyol lajlaie 50 el 4 able ces
sladlels ;o (289% pte Slaas Sl (S oadady
eoor @b e Ghegh cnl 5o Sl Seb ansis
9 GRSy (gt SlaASd )0 355 Al Ssue
sl 6T Ba g SRy el L goanaid
oS e a1 glable 5wl e o SIS
by, ple & Cud 1) Vb Como g 80 (s

Al asls

GOl (9, -V
By 0 Sy bl b ey Wlie IS sul
9 "RF) Solas JK> g, 4 S9i5 aseis (g5
ool oalangy S S e oS
ools sl gals (solpriny b0yl Bua (U5 jsboa
Skl LS s g e oo cole Cye
jw ol a8l zalS Laosly sl 45@\4.34.;53[9
Wb so pals 55 oSl

sl eSS bl L oleiin i,
el b YGWO)  gxuSls SIS (gleangy
9 e Sl el 5 (S bl cux RF ganadlb
SrSE S5 sileang p)sl (S oLl
b sl @l olas Ko 0k ,sKl e 9 GWO
w50 Gial3dl g gy g s jslateds GWO (o255
23 05dise duglie (o sy Ly 9gdise 00ls sy
50 g ol anlg> ools b Juadiay golgiiog (b, asll
Slegdse 5 giluesky 5l Jol @b BT iy
Dgs oo 0,91 (golgiin

&S Fg @l V-

5 iRgh baie; Gl gl o (Fhy Sl
el oyl slwl 4y e (531, ailon Loy IS
ood 5l i o] Bold dcgee a5 lagys > glaly]
Sloal el s 4>9; Wyl J:M ol b lawe
DVFlewl 550,50 aw Jolis S5g ol

Orile 6550k oty oSl 2l vee -

A s S glroasyiress olnl -

Joois Sl asly Ghsy 5l ol ol
9 S 5 o ,ox A b S cwl sadeslazwl (WMVY)
Ol o el oal oL, KDD cup cwlos (g5, 5
e 295 S50k sl eadsiluesky slats,
ools plas aex 511y o ,Slas (o yigs PSO 0,651 5
O Ao, W 0,8 Ojg0d asuld C3s aS Col
el oais guore QI Jlade &5 5 Lol todel Caws
DDOS™ ale> 5| 6,5ty slp 12l s Sy, 5500
oegn ol e D lewd s g lsll 3 ST
S P9 Asgezo ) (n e Sl jslaiedy 1l o Sl
Cawl ool oolatl (ganes; jekateds CNNY 2,65l 5l 4
S 5 Je 9 Sl eyl L alie o a5
5° @oleriag sl el anils (g e 3 Shes 85 90
sty g ol (bl (SDNT) jelidle i oS
a5 0o eoliiwl KDD canlins 5l 5 w68 (390!
A% L ply DDOS ales Laeis [0 sdelcassdy o
SEG VC IV P S IPESPSRPC AN < [ AR I BV
a5 aiols &l 1) " Gras ol A0l (e sk L
odd 2bj,l e cwlus g0 g KDD cwslos (g5, 2
|, DDOS &dles atwdlys dwoyd AT AY 8 b g ol
I 2B slagiegn I pan s e
oolitwl Sy bl jshaiear o Sul5 sbapi )55
b9, 6l DDAOY (6 jluaings pia s3I VY] o ilos 5
L oS ol ooy ool Wrapper o ,68l jo goxius
Vo QLlbogooass b)) cliswe slaal 5l oolaiu]
aily sy AF CEs by Sy ) ole 3l S
kol Jole VYT o imen ams Lasess 1) oo
Losls ;o Sgjdl ogzg 1) Q3 Jlasa #5 os YL
e 5B SG s ]y Sy Bl e (ren 4 g ils o0
oo Vb Jds gy cnl lailo oo S9d ansias o
98l s Sl ) Sl3 slap 581 (soatne 0 j08
OBise Sl pyl (ABC) Jus jos5 (SolS
3l s She bl gl (PSO) wlyd sl>s5l 4 (ACO)
PSS g BVM) plaiiy jlop redile slagis o5l

WS oo oolaiwl (ganes; Hglaieds (KNN) asluon

alo> 3y 3 oo W g a5 cpldbasgi L

5SS ol 3985 ais sbaailels ol sla,las

8 Random Forest
? Gray Wolf Optimization

"'Weighted majority voting

2 Distributed Denial of Service

3 Convolutional neural network

4 Software defined network

3 Taylor-elephant herd optimization

¢ Deep belief network

7 Dynamic differential annealed optimizer

B8 by ) 5yl 1P Jl

®


http://dx.doi.org/10.61186/jsdp.20.1.133
https://jsdp.rcisp.ac.ir/article-1-1218-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-05-26 ]

[ DOI: 10.61186/jsdp.20.1.133 ]

GI3Las S 9 Aidldgue G S T T Gilwding 2 e 9 Ll SeS &y D95 oudulis (5l 9T S &Sl

&

L ks g, g oo a8l T s b g Bi> dcgosma )
‘L:o‘;},..j a slasel ol g gamas, 1 eolaxl
S 39 degezmen; DBl gl |y p3Y slags S ereas
el (L3 B9y 93 S 5 08 po (hg 9 S o0 plox]
Lol el 2oVl (b, 51 oS Jgane sboas a3ld) 3,
@lp Bl s,y 5l Gheghy cnl po o)l e LS
S S lalls w5l (Shy bl
Dgds oo oolainl alis slad seins Sl S
(omdle 5ol o)) sakisepmess 5l A3 )
& plsrear 0025050035 QLS Sl g ol dinz (lsieay
S e oolaul L:a(_;')’ij degerme i b)) &lp Bon
ol Np-hard slalies dcgoms p) YM@Q})I aSls ||
Wlgiee o Shag 5l dr Sty Slasgorme ) Gl
Oygods & geraien> iyl Gl eslinal L
B9l pll S o Sl ) Glacges ) (slaadlSe
el odal (V) S jo a8la) g, S ag,

sl S

iy

Sy degezey; Slg

SR

S5l oyl

@j)lf

AL by 4 (Shg bl (A g, (Y - JSS)
Figure 2. Wrapper method procedure

SruSE S5 gilwdinge pi yoI =YY
S5 s ey 8N2 00 slap )5l I (S
Al S ey 5 ST e 5l aS Canis puSE
dz 5SS S eleizl (S0 0 05
S peanal 5 Wl o Ll 09,5 o2, (lsisar W
2 lem g o8 e ey elst Gl A 85k
@ sl @ins S Colpealide ;o pgs 83, .05)ls cage
o o5 i 5o Wl &y by coS /5 el Ly sla5 5
S S WS e S5 atws slacddls ple

3 eg,S ol e Kl S 3 plie o ymb

gf G aS oe gk s o 1) Sheis i LSS

80 orly ) 55l VFoY Il

w850 50 glaanl 5l e Sy o Seald -
oals adgi g

O eesS wble (680l o GM:LM:‘ e S
PV o X=X 1M x 2" L X M} e sdgyg
acgoze) a5 odlo,sd laools Lyl
Wi olael Y09 00 Lo SO xicdélawl(osls
099 STy der bug ¥ (29> DBl 26
Sl 1398 cod cy it X1 x 27" x MY
X(W) "} T 5| slegaman; Lwgsy 50 o]
el MM (4T 3 a8 {x_((2)) """ x_((m)
Jolis (F5g bl S g, [V0] 05 g0 (6 5 rocs
oo ools HLid (V) USE 4o a5 el g0lS al> 1o Lo
5l Wl le g Col
lo S 5l slassomen wlsi o
degorman 2l
Sy bl gy

azs byl e

UJ..a' afgaus
: . P
_\__J)-_, i ]

dbgate gy

‘;).’5 e B swl.w‘ :Lb)o )LQ." () - Js&)
Figure 1. four essential steps in feature selection

Srs M L asgeze o5l b Sy ok

Slowss 4569&.‘: obey cpl a8 KW R ESH L BAPSIE
I8 Slle YL A ze s 4 il ol b S
el Qil 4 ok ‘_gLap.‘;.l)jiH ‘wlﬁL:.g £ 94 g0l
29 Ned (Sl Toolansd ¢ uld g (adla)
o S5g degemmon) oyt 00,5 I lp Gls wlal
by el @l iy, e DFlag, e 5w
oolawl (680l ool 5l cniady dcgeze )
S S5y ondn Jole s 4 a5 05d 00

"' Wrapper Method
2 Filter Method
> Embedded approach


http://dx.doi.org/10.61186/jsdp.20.1.133
https://jsdp.rcisp.ac.ir/article-1-1218-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-05-26 ]

[ DOI: 10.61186/jsdp.20.1.133 ]

*)

f(p;l):% V)

DAl 6900 S5 w573 sl o

b ogdioe Sl () cnl 5o (loizl ol poalids o
b essliwsay glagul Gy e Sl
N U

sl Coadse b sms s ojlr] K5 Sssle e
D9 et J g Slagaly b aesl

00D (pedi A ga & az i b gliminl 5 g gl o
N

A1>) 92 gz 4 la)lS5 5l (oo A 225 L e
el (1) 5 e S0 @ gl el (1Al < 1
Ao

9 el sly @) a3ls S ghylo L by, (pl e
Ny, Om ol wadas o ol eo)laae
wedige JyuS als S L gl Sl
2,00 o558l s Shos )5 (pl5way A onl ple

obai JKio —F-¥
el U el (6 eFoly o5 S, O ol S
|y e et s byl iy a5 sl Lol solicd
P O L R s
Sy e ool cllblE 5 Sole Jdo 4 w6
AR Sl S Tose S, e s Tanates
9y (il et er cgme Grtle 6550k sl 5N
by 3l ooliinl b g Sl read 2350 51 (29,5 Jals
s Sy ol gl pY sl L bagging
@ peiiee jsbay (Bsy ol gleaigy @IS 0l o
b aSs sbar 9,10 (K proal locs )0 (Ko
oy ol bee el S s o (SKicea l38l
DV afass o oslinad aoisl, ig, 5l ales doms sl
Tdolas Sz oo ysS)l chns LS o tege 51 (S
283 )1 w2, B 99 (oo o &S Sl (5l e
e 3l So ash o5 cus cds Ll YU bl
scgorma 5| ooliial USiie cpl y 4ide (gl Lo ool
ksl Gyl 5o a8 el f i Ll
@ lools Tanl jo .l saus solatwl “atws oo b bliie

! Random Forest

2 Classification

3 Regression

4 Overfitting

5 Validation set

¢ 10-fold cross validation

sl o0 S8 W ljealads o a5 oSS
Oleyd o Wo bS5 0ad oo aaS Lo slos 3
DVIs)ls iy Kol @ cad Jg oo by o Wi
S5 slizl Cilpealide o5 S jslaieay
oS s 5 W lstear | Gy 02 558
Ly T 51 g 1 mslivo Feasly (pmogms 5 (o099 0o
S (o0 )l 8 Balog)F )3 bl ol sl oo Wo
Lo 5 by dal bawgs )5 «(sjluainge piysS ! 5o
Goym dwd duw (ol 3l Kal slo8 5 g ool colon
eS8 o il g o ablol 1SS Lgs IS5 By S o
ol ogdios £, WSS gy 4 ke b
Gy s dsde s3I A oy el i solinul b anyl,d
oolitaal 5 Lals, 5 (IS LSa5le) o3I cpl (g 5lwonles

.&A.;SLSA
D = [CX, (0 — X v
X(t+1) =X,(t) —AD ™

Solop A Sbxlyl g cwl LSS 5 les Slo t oS
Oeals w2 A olpo Jopa rels bl Bolas
239 58 51 8,8 AP ST 5 sigh o0 Sooy K 4,
&lao Glgieay C Gloy oo S5 dlal, ;o 0l wialys
o 4 ) S S s oy &5 Canb 0 0s2ge
039 )5 4 C o 0gd oo 438)5 JL5 50 S (g0 W3S
Y] L RPN S TCTRYY 1 JUV- PV g g SO SN PP
CawgymSls I F K Jop X g assb K

Mg g0
A=23r;-3 )
C=2r (f)

So & 90 jlade 5l a)lSS (b jo g (S O jpenaas
[w\] 55L 50 Bolay slajlo 1y g7 g b o alS
(S S Gl S 8L g (iluand sln aien
by o 5y DM s 5 Ly L1 5 oS e 3 3
Fp gl oaw Lo o Ayl s Cusdge
oS5 ol 503,5 0,53 1, IS ol ooy b oddbnS
dw ] @ axg Ly 09> Cundee b oS oo ,lolg
03,51 515 tl sl s Ll i (Gl 5550 5 Gly

sdloas
Du = [CXa - X D5 = [GX; - X[ D5 = |6 X -] ©)

X, = %o -W(02). % = % - o (07) 5 = X - 5:.(55)

B8 by ) 5yl 1P Jl

@

&


http://dx.doi.org/10.61186/jsdp.20.1.133
https://jsdp.rcisp.ac.ir/article-1-1218-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-05-26 ]

[ DOI: 10.61186/jsdp.20.1.133 ]

GI3Las S 9 Aidldgue G S T T Gilwding 2 e 9 Ll SeS &y D95 oudulis (5l 9T S &Sl

&

fi /A fa fi fu
[os [ 02 [ o3 | [ ors | [ o0s
wy W wy W Wy

G S S5 Glyal F - g
Figure 4. Individuals in proposed GWO
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Figure 5. binary representation of feature (Binary
GWO)
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Figure 3. proposed method flowchart
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Table 1. Confusion matrix
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Table 2. data of confusion matrix for proposed model
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Table 3. Results of conventional GWO

and Improved GWO
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Table 4. Comparison analyses
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Figure 7. comparison of proposed method and
methods in [25]
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Figure 6. Improved GWO roc curve
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