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A Survey on Vulnerability of Deep Neural Networks to
Adversarial Examples and Defense Approaches to Deal
with Them
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Abstract

Nowadays the most commonly used method in various tasks of machine learning and artificial
intelligence are neural networks. In spite of their different uses, neural networks and Deep neural
networks (DNNs) have some vulnerabilities. A little distortion or adversarial perturbation in the input
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data for both additive and non-additive cases can be led to change the output of the trained model, and
this could be a kind of DNN vulnerability. Despite the imperceptibility of the mentioned disturbance for
human beings, DNN is vulnerable to these changes.

Creating and applying any malicious perturbation named “attack”, penetrates DNNs and makes
them incapable of doing the duty assigned to them. In this paper different attack approaches were
categorized based on the signal applied in the attack procedure. Some approaches use the gradient
signal for detecting the vulnerability of DNN and try to create a powerful attack. The other ones create a
perturbation in a blind situation and change a portion of the input to create a potential malicious
perturbation. Adversarial attacks include both black-box and White-box situations. White-box situation
focuses on training loss function and the architecture of the model, but black box situation focuses on
the approximation of the main model and dealing with the restriction of the input-output model request.

Making a deep neural network resilient against attacks is named “defense”. Defense approaches are
divided into three categories. One of them tries to modify the input, the other one makes some changes
in the developed model and also changes the loss function of the model. In the third defense approach
some networks are first used for purification and refinement of the input before passing it to the main
network. Furthermore, an analytical approach was presented for the entanglement and disentanglement
representation of inputs of the trained model. The gradient is a very powerful signal usually used in
learning and an attacking approach. Besides, adversarial training is a well-known approach in changing
a loss function method to defend against adversarial attacks.

In this study, a critical literature review has been carried out to summarize and evaluate the latest
researches on the vulnerability of DNN. Literature and our experiments indicate that the projected
gradient descent (PGD) and DeepFool methods are powerful approaches in the I, and l,, bounded
attacks, respectively. Also, our experiments imply that the PGD and DeepFool are much more time-
consuming than the other methods. The DeepFool method is also the most time-consuming approach
among all approaches discussed in this paper. In defensive concept, different experiments were
conducted to compare different attacks in the adversarial training approaches. Adversarial training is
the best defense approach which has been introduced till now, and our experimental results indicate that
the PGD is much more effective than fast gradient sign method (FGSM) and Faster FGSM (FFGSM) in
adversarial training and cover more generalization of the trained model on the predefined dataset. Also,
it is proved that the adversarial training is more time-consuming than pure training. Extended
experiment results and more information about this paper are available on
https://github.com/khalooei/adversarial_robustess_stack.

Keywords: vulnerability of neural network, robustness, attack, defense, neural network
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(Figure 1) A sample attack on the Deep Neural
Network model [8]
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(Figure 2) Types of attacks from the point of view of the stage
and time of the attack [6], [12]
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(Figure 3) Different types of attack to machine learning
models [6], [11], [21]
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(Figure 7) Schematic representation of the universal
adversarial perturbation algorithm [17]
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(Table 2) Accuracy of the WRN-28 trained model for the
MNIST dataset with adversarial example generated by
different attack methods under I, norm
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