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An Access Control Framework for Database Systems

Payam Mahmoudi-Nasr
Department of Computer Engineering and Information Technology, University of
Mazandaran, Mazandaran, Iran

Abstract

The use of database-based systems has expanded to all kinds of software systems. The range of database
usage can be expressed from critical infrastructures such as power systems to application software on
mabile phones. In a database system, attacking data can cause severe damage. The attack may carried
out in various ways, such as data theft, damaging data, and privacy breach. According to the sensitivity
of the stored data, database attack could lead to significant financial losses even at the national level.
Since legitimate operator plays a key role in a database system, his/her threat is one of the most
dangerous threats to the security and integrity of a database system. This type of cyber-attack occurs
when an insider operator abuses his/her legal permissions in order to access unauthorized data. In this
paper, a new performance-based access control framework has been presented which is able to reduce
the potential of insider threat in the database system. In the proposed framework, the access permission
of the operator to a database table is determined using his/her performance and the level of sensitivity of
the table. The operator's past performance is also used to calculate his/her current performance value.
In addition, if the operator makes an unintentional mistake, he/she is given the opportunity to
compensate. The operator's performance is calculated based on his ability to use and not abuse the
permissions. The value of the operator performance is updated at periodic intervals or when an abuse is
detected. The sensitivity level of each permission is proportional to the type of request and the sensitivity
level of the table for which the permission is assigned. Simulation results, using real dataset from a
hospital information system, indicate that the proposed framework has effective performance for
mitigating insider threats.

Keywords: Access control, cyber security, database system, insider threat.

* Corresponding author Ll Hloouge 34-%-:95*

OF =lo F o)l 1P JLo g} taxdllao £ o5 @ VEVNVYIVA 1y Lil Fu )b @ VEe - /UY 1 dy F b @ VTAAUNTY tallie Jlu,yl G, @


http://dx.doi.org/10.61186/jsdp.19.4.61
https://jsdp.rcisp.ac.ir/article-1-1167-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-02-04 ]

[ DOI: 10.61186/jsdp.19.4.61 ]

Slass a5 lel;.;ﬂ 3 gmards Glaglas S g S
e g Sl dgasme (g)l38le 5 wlele SO o b s
W 2 638 Slogas 4 axg b Wy oo alols
ol olgen WS G gy Gl s B
o SOl as Sl e e oLls s
Gl il e s s sl sy s
L S oS b S o 5 sy ojlyen Jloio
L ogs culby (gtec ) ol S5 jsiws JLu)
SR A s o 50 g sl el o
oS cal J o ol e il bl slaools
@ (o ywd Slp 5 Beme I (sudae oolitukgu (IS
2,18 3525 )5 solad (51 0 lgan ulus slaosls

wly i U8 ooy S alie cnl o
P 8o sbway gl plear 5 LS
50 el ol | ool oL sl 5,8l 5 slaasleles
S s a5 b 85 S 5 5 23 sl
Slime 3oy oL mbee 5l jle eolawl o )18
a5 Gy cpdy b aelgs alulS (09> slasags
SRS ol Wil i 5 S pla
S9 4 45 (A 0dgaoe )0) (S i (ow i (Sl j9ne
axilz 005 o w28 gy lp (oad ools plasl
ool lrools 4 jgme 5l colatwligw L po)l8
Slie b cenlisie oleidn woz)la S (o s
3 SPE lajeme 4 (59 (o ytws 5l )5 sslitulegn
Josds (6,55l (69 4y oaliosls plais| i oogase

oL sl 5 o e sl sz le cnl e 0yl
Sy als] s Glgied awlus a0 o ools
e g Al (Jgax o] slacols a (o pd
o wd Jouzr SG laoslo 4 (b yh 4 )5 005 s
Sl zhw 5l g5 )5 mhw a5 il waly>
BL i Jou

Sl Shy 5l Jgur Comlus 420 aslxe lp
Ol S onlS Ll mhe aclxe 6lp 5
oolainl s Jlake SO leieas (59 oolaiulegu
patrin Sl Jolgd o )5 SIS maw cesloas
@lolid plin) ()l ladl @dlse;d b g (il Olgrea)
ol Gpsly slaislay ogdoe Gloyissd dosliiuls g
5l Sl & yle dllie
Comlar a8 cpoad lp Sl S 6 Sol, &l -

o0l oL G o Jslas

doddo —)
S35 50 lodss i ool oL ] auds 4y 5 laosls
3 aS 0,8 o olg oo |y (60,05 daliyy S a5 ol
slasbls 6,554 0,03 ST oolawl ools oL
3elle s sleaskln glail yo eols oL wl
b a3 55 ek (3 mlo wile Sl slacsla )
Bolr p olsS tolyen (555 (59, 2 63 sloasly
Lol ools alf.'l; Lsd...lf

«5l8le 5 allels SO po ools WL S 4y ales
Ol 5o ade 33 slaesls Kiloyme ax )0 4 axg5 b
d9d phliole slod s olul 4 i conl S
S35 onl 5 (L sbbable 4 ale> aiges sl (1]
ISl al s )l3dle s sleailebs (gpmle cotl (els
SosisS o e Sl u—“-"i-’ 30 Glodes i ools
0989, aby wald a5 cul b o plclls sl
slaslele Sy 2 (_g).f.;’l.“.: Se> 5‘9.\‘ 9 Slass
e (5,138 3

sbabls o Sbks  sloay 5l S
Slej wag (nl sl N5 G5 s w3l S
)‘ cdl&.x.wls}m l) ‘G’yb )))L{ as Ju]‘sa Og>gdy
Slas obnl Ccoge o)l LSl o aS Slage
Juo e 2] 3185 5 o 0s,5 e aibsb o Sgils 2
Mo Elgil g 0 L 7Y g (6955 o> YWY
S5l a5 el Jb o ol lesls plais! g 4
Shs T OMas s S (6995 Do i
I3l 5 JSCine

bl o 0 635 sl gyl 5l (S

S s J5IS 1 oS odls 5l il 2 sl3le
WS o oolaiwl laosly 4w glp Tl
ool laools 4y o s gl bjame 5l oolaiwlsgu
2l S i able pae a5 LK 4]
Sly bools a4y s s slojgome S co Cpuss aloles
Sl Sl 5l Coenl (gllo 4SS Ll 00 5 o o2l )8 (59
O S sl a4 S8 seles a8 sl 1 oyl
[5] siib o oS T ol 5 o Shes (6lls aian
Shasl Se5LsS Vo Wiy oo )5 B! oyl

1 Insider threat

3 Qutsider attack

4 Role Base Access Control (RBAC)
4 Performance

OF 2ls ¥ o, VY Jlo


http://dx.doi.org/10.61186/jsdp.19.4.61
https://jsdp.rcisp.ac.ir/article-1-1167-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-02-04 ]

[ DOI: 10.61186/jsdp.19.4.61 ]

0313 oll jo Siixo SLAALoLw Sl ys Sw yiawd JHiS g )y

&

S50 bS8, Gl Sy bl by, ol
Sy iyl g mly cof bl o d9zse slaools
GaSel T a b e 5 00l gl Sl
ol e cpl )o (Bt s Wgd oo GaRALS (ae
G Cas Wl oo Ll golainy by, a5 aileols
S Joe i (Bolal oz (aiatus o 68l

Sl O )5 2 L8, b sladas o
Sop &5 el JIp)l5 k8, g5l o pglcssay
GLS) WS, cai S p Ses B S sl
Bedioe (plulid wags pleea (295 81l 21>
Gy Cas 00l plonil ai cnl jo a5 plaiagly
9 ol Jle s p el 1993 0 (668 Sl I (LS
by B S5 le Joe 65,5 L [10] O,
sleools oL o o sy oluls Gl y
iles S 48l glalal,

S0 )5 S g wad b laghy, o
cle 5 @l @ )l CeaRd 4wy glea
ologall 5jallase 0gh 0 00,5z )5 Culss s
RS S g b by Le 2 (B, [11] ol SCen
ol o ilos,S @l g5 claasagd 5l 6 yeSelr sl
5 e S S 3BT 25,54 b p)lS cus b,
Lolyd a8 obml 5l ogdee gliial (ails oL S
RO Ll aen 55 55 e sloJUiSew LT
FB gogame slge o eoleiiny by, W
el oolaul

$hey s RS sty oS
Gl 5l o3 slawaes 5l s xSslr ln e
S glodae 615,54 glr Sl 2 slesiegsn s,
Cwloals plxl aiST alises sloaise) ;o g yiwd
JrS Joe S llSen 5 55851 silsg) aised sl
oiled Jaw ol wailes s asl)l [12] jo iodas oo s
wbp &) 1) wble o d9rge (gwyws J5uS
Sl o8l wlol (Sl @lie 5 GlR)5 Sla Sy
[13] o) Ken 5 ool S oo L2Vl ceile 550k
5 oya> w2 bix b by (owyiws S35 Joe Sy
) Ks8I Cedlas 0355 43 (omsyis Sy ol
oy daz e Sl Joe ol s ailes,S
(89 (S CurBye 4y xS b jle odigy 4 Sy
@ FBge owitws Bei> slhel 5 gLkl Lls
By llasl g Ol (pogas > Li> ol Sip
el a3 )8 138 adlas 0,90 ;S0 Shjy A g yiwd
oy S e aibole o [14] ) 5en 3 (50500

BF ool ¥ 55led 1F4) Lo

S0 8 Ghl acilre gl was b, @l -Y
o0l oL b &,8le 5 ailols

el glp (ewywd J5S Cezly SO Al ST
b » )lBles slaable )3 s355 Glanuws
a0 g 25 2L maw wlb ool WSL
Gl dle o eols oKL @L:.A EOUOW IWES
Sl az )0 5 )5 LI Jlade 51 Loenss
Jshz & (owyiws lajgme et sln Jolox
Sl sadoolazil ools oKL

las pgo sy 098 coools aslol 55 & jgoay dllie oyl

o A 50 0jlop e by slagiagl gk

Lin 85 gy JS Jao Jolis lontie slon

olerin Coz)lr Wloddipmy p (5395 sloway 4

plez (i 5o ool oGl )5 (g yiws S5 sl

Sildend mlS 5 (b))l 097 paty i 29d o0 )

Alae cpl 5l ol mls il (idu )0 aes ool |

Cawloads od)si

R OIS Sl
2% Gl o (6] o (e 5 SUgese s
o oo Jlaie 5l 1) o1 glgil (g9 a5 580
Syg0 2l 9 e 0y00 wlex ploj alex e
)y slrosls acgaze (puizmen Ll Wlools JI3 ow)
) $99% OMom 4 by sla gy jo eslanal sl
L obezlee g 9 00l S8 QL3 0590 5 By
ldolsy g s mlidgly, sykd, Ll
o) 5e) ool 3 o 5 35 5 5l 55 elasz!
S glogiagh s 2 Gy sl 7] 5
9> sl 5l 6xSelr 5 plelid ln St
[8] 5 LKen 5 SilosS wilos,S al) oniall
055 & a6 slway oluls sl s,
(Voo g aad by sl Jaw () rlos,S gamaius
By al o sladoe (M )5 L8, ab 2 slaos
O 5 b Uy al » sbdae (F )5 28
2 kel 5505095 wh rl om eSS sladee
58 el )8 A g )5 )18, » (S slaghs; s,
wole JB3; la Sy bl )5 B8, (e g,
B8, 5l (S 43s8 e Aoy a B oad olulis p)l5
Sl diged gl 0ed glolis aags leeay oole
SrSb al » By, S 0] s oljSen 5 SL Ll

5 les,S aill g5 slaogags alolis gl eile


http://dx.doi.org/10.61186/jsdp.19.4.61
https://jsdp.rcisp.ac.ir/article-1-1167-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-02-04 ]

[ DOI: 10.61186/jsdp.19.4.61 ]

G095 sy -Y-Y
W 93 4 oo ) )l Rl 5 slaaibels o lanyags
S (1) (5095 5 (BlK) 6995 e slanays
abelo 51 2,15 )5 bawss 6093 508 Slasaags )8
gdbsaplnl Slrepe jeba g (bSe wag aile)
5 SPB slojome Sl oolitulig b 095 lasags
ax 31 (18] sgi eplwl wbele J5ls o)l 5 lawgs
olawy 5l 5SS (o095 lrasags oo cwl Saw
ol g Codlse (liee Ll adl s053 8 slanay
G355 et g 5l Sk 5 Fsr e bay)]
() 639> )5 a5 canl T Lsay el ol [19] el
Gl 393> plasle (6)l3Blp 5 g (6 Fgnals” laailoles S
bl gl slooszlr 9 ol 51 (1) 5 )l (S
IR scblﬂ Olesle yo 0ads
3 0ols oL [0 endio >3 saosls slansags
ol el 6158l 5 slaailels jo (s095 slaasags glsil
Sloslatwlegu b )5 a4 wao &, oin Wiy co s
03,8 (2l jses S Jlo )l 4 il Gl slajene
Jsere sloygims 5l )5 0ad o0l jgtws oS Jl>jo
(eals oL o b xaSTy cud LB wledbl &b 1) s
S5 wges sl [20] el Slojle ayllsg alol (sl
T @ pldlojlo ) Joao Syl esls 2Lk o5l oS
Sl J 5o pl S oo Jgux Ol 58 oz slaesls
G g 5 ool 70 b 2815 ool bl elul oS
3 e SPB alby plml 6l Jlol e g
slaosls & pl5 K o 05 a3, A Koo Ja
Lol oSee )5 (ol o)l (quyiws Jouo iz
el g @ pladl 00,5 oS a5 2l (658
@by 5l gl &5 wle Jgoo wix sleosls oS5
2 s sl bl gl 2 el g9 Slejle
10,5 (GALALWS ) O ye0d gl o 1) ool oL
) e slaggie polie 4 wyies (V)
Joazr iz b Sl (Glesle s
e Jlail 51 oSy leesls 4 pw s (V)
Jyszr iz slag g
e Slejbe @by 5l 2,5 (2L Hgws Ll (1)
PRl ale

SOty (o yiwd J yiiS G2yl -F
EhE by gy JR0S ooz lr SO S Gl o
oold oL mbie 4 )5 sy v s jalaieas

Sl 4 e oS 09> Mo a5 ln )
ol 5o les S @il caigd o TolSll wileles o Slles
S fdee b cnlite (5395 ()5 (o s 3o ailols
L)l azsls ogdge pelald 0508 oSGl jo Slilas
sbul 4 e goee e b goas oLl jetws L)
iS4 (59 g rd 09 a5 50 oL il ae
Joe S5 18] o)) Ken 5 slolin 0gd oo als aSiss
Al ;o518 Slosloe o slozel a4l gwyiws oS
I el ml olezel Jlade Baisss jupgh cpl jo iles S
5 s Gl w608 Slasine glayully Gelul
s a5 oll 5llos S awle il ] (sloasl dogs
I S oo s Gloy Job 0 H98lpl Olo s oliee
ie 4y alusly Lo eodaule slaiel jlade obs
Jos Ll O g0 [0yl 90 5 Cunl gill a2
U5 sl o [16] iSen 5 5alSTL S s
lr oglnl sleiel § Sy Cupoe (e (g s
coz )l cpl jo ailes ST &l goe slaasags malS
ol woi e layglnl g Wy 51 o e ol
L Heilnl yo aslol jo 068 co dwle slaiel § S
ol S,y ailinl s> a5 w5 Jlad Wl o |, ik
G S Sy il am il a8 IS slazel
B ST 095 e daloee 285 Slajgmme Seam; Egee
Folite lagiis 5l lajeme 4y (qwyiwd ln ailsh
) Sy (e a5 i85 Oygocpl j0 S colaiul

Al dlgm Ol g9 sl w)lo

. . 3 v
Akt ) i),

U 5 o yid J i)=Y
b ot (17 e 2 s S5 Jan 5o
030 Comd b E 4 (pw s Sojeme 5 )8
oz gl wlgiee )5 8 i e Ngd o
P 2Bl eme (paiz Jeld Wilgi oo 1A e g A
ool golas N5 Al e o wilgioe )8
les Jled 1y oals ools olais| g9 4y yiiny oS
bl b 5B s S5 Jas o
ol e igd By (Slealids g0 wilyi e
Sl RS ) owrts sbojeme b 2d &5
slajome wilgoas Gl Jae (nl o S o
S Jaie o0 4 095 was Mo L) 045 g iws

1 Session

OF 2ls ¥ o, VY Jlo


http://dx.doi.org/10.61186/jsdp.19.4.61
https://jsdp.rcisp.ac.ir/article-1-1167-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-02-04 ]

[ DOI: 10.61186/jsdp.19.4.61 ]

0313 oll jo Siixo SLAALoLw Sl ys Sw yiawd JHiS g )y

(99> by &5 5 opdy THlaie o Glagygiw olaws

o Shs Ll { Py Py P} degaze S
— . b

slasi 1 g Py Shs o LhaeWe™ €[0,1] 5 Jsa

saicanS lel Gy €[0,1] amilz il b Jgox

S ol mho il P Sk elp el Jyox

b aoly> aclxe pj abaly 608,54 L Jouo

M
STiAbS — ZkKilWIab g|k M ST Max — Ea)l( STiAbS
- <i<
STAbS
STiReI = W (\‘)
ST

Gl o 5 el ole ST alal) ol o
o\.\.ws.,\.ms wl.w.> )J‘» aQ tb‘l Jj..\.> onJg.AwS
00l oL o o Jgus

g i i e ——————————
I
..\9‘5 .\?‘5

(ST ey 15 S i

Vs
)‘.’)‘S L oolasw! £ g JS“’,

A

Soleion, ozl (b5 Je () JSCh

(Figure 1): The proposed framework architecture.
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DName (not Null) (Index),
DDescription

}

VisitRecord {
VID (Primary Key) (not Null) (Index),
DID (Foreign Key) (not Null) (Index),
PID (Foreign Key) (not Null) (Index),
DDate (not Null) (Index),
VTime

}

MedicalRecord {
MID (Primary Key) (not Null) (Index),
VID (Foreign Key) (not Null) (Index),
DID (Foreign Key) (not Null) (Index)
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(Table 2): The confidentiality level of data
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(Table 3): Weighting criteria to determine the
sensitivity level of table
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PatientRecord {

PID (PrimaryKey) (not Null) (Index),

PName (not Null) (Index),

PJob (not Null),

PPhone (not Null) (Index),

PAddress (not Null),

PGender (not Null),

PDescription

}

StaffRecord {
SID (Primary Key) (not Null),
SName (not Null) (Index),
SResidency (not Null)

}
DrugRecord {
DID (primary Key) (not Null) (Index),

1 Hospital Information System (HIS)


http://dx.doi.org/10.61186/jsdp.19.4.61
https://jsdp.rcisp.ac.ir/article-1-1167-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-02-04 ]

[ DOI: 10.61186/jsdp.19.4.61 ]

Where vr.PID=pr.PID and vr.SID=sr.SID and
vr.Vdate="dd/dd/dd”
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(Table 4): The sensitivity level of tables
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(Table 5): The sensitivity level for database
commands
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(Table 6): Attack scenario, Reduce of operator
performance in two inspections
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Select Pname, Sname, Vdate
From  MedicalRecord mr, VisitRecord vr,
StaffRecord sr, PatientRecord pr,

DrugRecord dr
Where mr.VID=vr.VID and vr.SID=sr.SID and
vr.PID=pr.PID and mr.DID=dr.DID
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Select Pname, Sname
From  PatientRecord pr, StaffRecord sr,
VisitRecord vr
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