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Abstract:

Wireless Body Area Network (WBAN) is a pioneer trend in healthcare technology. A WBAN consists of
small sensors that may be worn or implanted on the patient's body or around them. These sensors are
responsible for sending wireless, real-time physiological signs of the patient's body (such as blood
pressure, heart rate, blood sugar, temperature, breathing, etc.) to an intermediate device. An
intermediate device (such as a mobile phone) collects and prepares data to send and display to the
doctor. In the WBAN, since data is sent through all broadcasts, any cyber attack such as eavesdropping
and data modification/ sabotage can be done. Any cyber-attack on a WBAN could jeopardize the
patient’s health; therefore, securing the WBAN plays a crucial role in healthcare applications. Due to
the limitation of energy, memory, and processing power of sensors in WBAN, it is not possible to use
traditional security methods, such as encryption and security protocols. For this reason, one of the
methods to provid security in the WBAN is the use of intrusion detection systems. An intrusion detection
system (IDS), as a second-line defense, is one of the security methods in computer networks. Intrusion
detection is the intelligent monitoring of network or computer systems to find any security breach.
These systems are divided into two groups, signature-based and anomaly-based. One of the advantages
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of anomaly-based systems is the detection of zero-day attacks. Statistical, knowledge-based, data mining
and machine learning methods can be used to implement anomaly-based intrusion detection systems. In
this paper, a new IDS has been presented which is able to detect denial of service (DoS) attacks in a
WBAN. The proposed IDS is a hybrid anomaly-based system using machine learning and feature
engineering methods. In the proposed IDS, a genetic algorithm is used to select features of collected
data, in a way that increases the performance of the IDS, and as a result the WBAN (increasing
detection rate and reducing energy consumption in the node). Then, using support vector machine and k
nearest neighbor algorithms, the data classification is performed to detect DoS traffic from regular data
traffic. Simulation results indicate that the proposed IDS has effective performance with a 90%
detection rate.

Keywords: Anomaly detection, cyber security, DoS attack, Genetic algorithm, WBAN.
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(Figure 1): WBAN architecture.

Gl polio -Y

O s S Al (5 5lome —T-)

0% st S slaaSd g)lans (V) U3
&5 3D prwe Sl (slons Gl )3 awd oo (LA
oo Sl (Ll oy (g5, oabaiils b Sawdg
Sealy el s wsyslanr (il 1y ol oo S
5 ol o b oS o Jloyl (Sl 0,5) Lol oliws
120 ,19]w .5 )13 S s

Graseld g ylene a5 Wl k5 4y cool (Sos 4z 51
Ll sl S sloaSlos 4 and (0 prwg S
(V) Jgaz o)l 0525 oyl oo alie slacsgles
LGS ot a5 oo bt |y a5 55 ol (glacglis
O st Son (S0 50 Sotal b agd e e
121] 252 plete S sloaSid & s

9 w2 o> (sasudy S glas (Y - Jgur)

O o (gt ySn>
(Table 2): Difference of WANs and WBANS.
S Grasll S glaasl
WS £ g5
s ON s
5oL oo Solass Sgaze o5 slass B
0,5 oluas
Ad oS &g Sl
o Wz ;) (e )l 0 e o, o s
AR ) ©BO
o)l gl 5t Sl S las
QLN (Senls o \F Cawoguas
5 loats -5, sl s P
H P O O RESICBIN loas S
Sl oyl 3,05 1 e n
Cewl 0l Cel o5 alos o

o & o ALY jo alos -Y-Y
O
ON e S el s (Sglite Siles
Lastlay bl 5 S 4 bl o a5 el [zl 8
122] 55 oo o L]

le.:bo)f a5 el u.ul.m‘ U"‘ » o..\..i}dj‘)‘ G)LQM Llesls
Iy 055 (oo WMo Jlisengs Ojgoay wilyn owe
Loojlgys 0,5 a5 cul Jb jo ol wies asxis
ol o Sles 0,5 Jhai oy IS Ol wilgs co Sal>
F o oS el ools lis eadploeil slaanslie jo aslels
Sl ) G0 g S ad Caiel oy AL
b by @b SO [16] )l 5 5 sl sl ool
Gy 0,5 Dbl jslaie 4 alse @b lade ()0 Saidey
sogle goleidn by, wilos S Sleiden by &gty |,
Iy 08 &5 Bpae ools Jlnl lebl colld il58l
5 g i Gl ) Al pee Jsb g alS
S sl 5l esliiul b ganadss g e
ety 38L glp HBasugg aileols &l leax g0
O ).i..o o)f sl 9 o)f 30 odsles8ls 63)3‘ )‘ ccaslin
5 Sk S e colatul 4 e Al sladaasly lgie
5 eolitel b obpas SS9 o (18] o Ken
ool e ailes S @l s sl g luaige oo, sS!
L)L'"'J ulf&wy b}mk;c Ml?t.o L(be)f EAJLQ‘;LJ
SBlas olass o Jolw golpiiy by, a5 wilesls
S yme Jsbo 5 5551 o3}l Sl 5 oatin b slos 5
sldlls 51 Glaads (V) Joaz ales,s 5,
e 2 S GaSlll gl caddl)] dek5 ausis

Ao oo slidly o

asll S sl sbailolw :() - Jguz)

O o 5? PS>
(Table 1): Intrusion Detection System for WBAN.
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(Figure 2): The proposed IDS architecture.
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MN: Maliciows Node
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EDA: Random Duration of the Attack
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ENDWHILE
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8N drops packets
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ENDIF

LT o o> (g 5Lwooly peis o501 :(Y) JSCio
(Figure 3): Flooding attack algorithm
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(Figure 5): Simulated environment of WBAN.
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# Define options
7

set val(chan)
set val(prop)
set val(netif)
set val(mac)

Channel/WirelessChannel
Propagation/TwoRayGround
Phy/WirelessPhy/802_15_4
Mac/802_15_4

;# Channel Type
;# radio-propagation model

set val(ifq) Queue/DropTail/PriQueue ;# interface queue type
set val(ll) LL ;# link layer type
set val(ant) Antenna/OmniAntenna ;# antenna model
set val(ifqlen) 20 ;# max packet in ifgq
set val(nn) 7 ;# number of mobilenodes
set val(rp) AODV ;# routing protocol
set val(x) 200
set val(y) 200
O st PSom> Al (sl ooy a5 gld s L 1 (P - JS)
(Figure -6): Defined parameters of the WBAN
time send| recv drop enlN AQDYV chr packetsize avghAB
2.00226 31 89 11 8890.41 o5 18 5230 44.2524
3.8023 T 126 19 12596.3 T3 oz 6eoz2e 568.7131
4.68403 93 165 17 18493.7 38 177 6867 53.2025
5.80527 32 EY:] 2997.49 e 63 1984 54,8209
6.00501 35 31 1 30897.63 e 67 2014 56.1825
7.00739 32 26 a4 2597.2 e 62 1983 57.8982
8.00800 34 30 2 2056G.43 e 66 2002 57.849
0.85194 34 33 e 3295.65 e 67 2025 58.3737
16.6526 33 25 a 2496.41 e 62 1919 58.7693
11.68538 33 3z 1 3195.83 e 66 2008 50,1841
12.8544 A7 68 o 6787.93 14 68 5714 58.7685
12.1 33 20 63 2894.58 e o5 33577 58.9946
14.1 33 27 63 2694.64 e o3 32539 59.2458
15.1 332 31 61 3893.49 e o5 32575 59.4682
16.1 33 20 62 2893.56 e o4 32557 59.6665
17.1823 34 27 56 2693.69 e o8 28489 50.8669
18.1838 33 EY 1 3192.13 e 66 20080 608.826
19.1516 34 31 1 30891.99 e 66 2007 68.1982
208.1519 34 29 3 2892.16 e 66 2025 608.3284
21.1539 32 30 1 2001.51 e 63 1918 68.4216
22.1542 33 31 1 3090.86 e 65 1975 68.5318
22.1569 34 20 2 2801.11 e 65 1989 68.6497
24.1682 33 33 e 3280.48 e 66 1903 68.7429
25.2813 34 32 1 3189.38 e 67 2039 68.7945
26.2013 33 31 1 3089.34 e 65 1968 68.9230
27.2827 33 Y] 2 2089.32 e 65 19906 68.9519
28.2032 33 20 2 2889.32 e 64 1943 61.0678
20.2066 34 27 3 2689.74 e 64 1976 61.1822
38.2587 34 32 1 3187.46 e 67 28390 61.1764
31.251 33 29 r 2888.28 a 64 1955 61.2342
32.2526 33 33 e 3286.26 e 66 1903 61.2888
33.2532 33 26 a4 2588.87 e 63 1938 61.3787
34.30083 34 33 24 3285.47 e o1 8421 61.4626
35,383 41 a5 33 4479.16 18 8e 16338 61.4006
36.3813 33 20 82 2886G.42 e 104 35745 61.469
37.3016 33 31 81 3085.11 e 1as 35761 61.5448
38.3826 33 31 81 3084.74 e 165 35757 61.6273
30.3026 34 26 84 2586.91 e 164 35766 61.6946
4p.3p45 33 25 52 2487.13 e 86 22187 61.7597
41.351 34 33 e 3282.61 e 67 2811 61.8385
42.3519 33 29 2 2884.37 e 64 1943 61.8897
th;jg.s & azgi boadoslol sools jI glaiges (VY — i)

(Figure 7): Sample of data prepared according to
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(Table -3): Simulation parameters in NS2
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(Table 5): Classification by SVM with Linear Kernel
SVM Rate
(Linear) FP FN TP TN D
Test Data 9 6 14 0 0.4828

Train Data 7 15 164 83 0.9182

3193 ble Gussaiud gL (P~ Jgua)
MLP dws b oylasiy

(Table -6): Classification by SVM with
Polynomial Kernel

SVM Rate
om | FP|EN| TP TN D
TestData | 9 | 6 | 14 | o | 04828
Train—\ 4e | 30 | 123 | 68 071
Data

By b (gLl 10 1 (iilo (g g L (V- J3u2)
Slaos oo
(Table- 7): Classification by SVM with MLP Kernel

SVM Poly-

Rate
(Polynomial) | Order FPEN TP TN D

1 9 6 14 0 0.4828

2 4 6 19 0 0.6552

Test Data
3 6 5 17 1 0.6207
4 6 5 17 1 0.6207
1 7 15 | 164 | 83 0.9182
2 4 13 | 167 | 85 0.9368
Train Data

3 1 12 | 170 | 86 0.9517

4 0 10 | 171 | 88 | 0.9628

Moy wolo gaduainb G :(A-Jgu)
RBF & ) oLty
(Table- 8): Classification by SVM with RBF Kernel

SVM H Rate
(RBF) Sigma | FP | FN [ TP | TN D
0.1 0 6 23 0 0.7931
0.2 2 6 21 0 0.7241
Test Data
0.3 3 6 20 0 0.6897
0.4 10 6 13 0 0.4483
0.1 1 0 170 98 0.9963
0.2 2 5 169 93 0.974
Train Data
0.3 2 10 169 88 0.9554
0.4 2 10 169 88 0.9554
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