[ Downloaded from jsdp.rcisp.ac.ir on 2025-08-23 ]

[ DOI: 10.52547/jsdp.18.1.150 ]

itute \DA:
(sie AT

S9 Yasid Y9 5w s)lwis)lge 9 Sgue
dalg )l odlaiuwl b Snort dSiub

H & o=
I RIS 5
Cawguds (g )Lidl 6 yodao g ¥ cwlee (G40
u‘r" ‘Q‘J.o.cb bl.a.».u.i QSLC5'~' olKisls ‘ts""“\';'ef IRURKY ‘)45.....‘3[5 ww 05;

US>

Aol .0 j5 o0 51,8 coliiwldygo 00 S jabas Slaill, dasiuh ;o Jol5 Codul (5,18 jolaiods aSlul g5 Lol ailolw
10385 2 G YL Caogae 5l il oladl Hlald 55 o g)lmial 2 (o 98 A Comnd Lol (S aSd Sgd (il
g a5l Wb Gl dow Axwgi ;590 Gaw I el YU Slowlxo (5310 il Bwd (i 50 o) Gudsd il )8 !
Ol ds g o0 Al Sodi ansld il 53 (6399 Gloaioms I oL ) Sl (3 )ouwd )l g0 395 &5 Wgwy (YL glaces yw
A5 Sgi aasid Blol Ky Snort ol 03,5 55d19y 2B b 1y o wlols 95 ol @)l saiiSsgumo (goulS Jolge
dgdi o dilolw (91)l5 Sgutr Cu> Alio (pl 0 .l 03951 3 Hlewo (3093w 9 1y b Jdods aS 00y Ll v (o
Boile SO pleear bl olow Cawppd wlul g &l 5y Srdiug (50,5 S GulS owyl I snort Al
Sl e B L dadiag 0,5 pild e pw Gl 595w ol i GG 5 (S el ounls solistnl (310 5 ey
2] g 3oy st 595 15 0 $3lge atumd condallyl dilolu (0l 0,5hos &yl St P30 Sgnte Olgeas (il by sl A
W J»JLD)T Sl )5 0ui3lo SO ;0 DARPA oolodcgozo (595 3 1y (solauioy pot yofdl 000 55 &3yl (SCB1,S 0310y o2lg (g9,
20 AP I dgg Sl (Jlgto adud @ Comd 2l (o 3l Gt e b g3l gy 45 wd o0 LA (2L,
Gl SIS ouijls b 5l oolistwl )3 (golaidion (59 (590 5 (TR D900 ol Cow i 1 (Fne iwn yidnd 5 ,Sos

ol il o33 A) 3902 39290 (195 (2 Y 4 Semmd 39 LA 55lg0 sl

S8l 58 0310 3w lg (oI Guadai colow o pod cdiwn ilid (ALl S5k s dilolw s guuds 5519

Improvement and parallelization of Snort network
intrusion detection mechanism using graphics
processing unit

Mahdi Abbasi” & Motahhareh Afshari Haghdoost
Department of Computer Engineering, Engineering Faculty, Bu-Ali Sina University,
Hamedan, Iran

Abstract

Nowadays, Network Intrusion Detection Systems (NIDS) are widely used to provide full security on
computer networks. IDS are categorized into two primary types, including signature-based systems and
anomaly-based systems. The former is more commonly used than the latter due to its lower error rate.
The core of a signature-based IDS is the pattern matching. This process is inherently a computationally
intensive task, and in the worst case, about 80% of the total processing time of an IDS is spent on it. On
the other hand, the rapid development of network bandwidth and high link speeds, which in turn leads
to a loss of a large number of inbound packets in the network intrusion detection system, has posed
challenges as crucial factors limiting the performance of this type of system. Snort is a signature-based
NIDS that is highly interested due to being open-source, free, and easy to use. To resolve the challenges
mentioned above, we propose an enhanced version of Snort, which is enriched by exploiting two key
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ideas. The first idea is the filtering of unnecessary packets based on a blacklist of source IP addresses.
This filter is used as a preprocessing mechanism to improve the efficiency of the Snort. However, the
packet filtering speed is decreased by increasing the network traffic volumes. Therefore, to accelerate
the function of this mechanism, we have proposed a second crucial idea. The data-parallel nature of
snort functions lets us parallelize two main computationally intensive functions of it on the graphical
processing unit. These functions include the lookup on the blacklist filter in the preprocessing stage and
the signature matching of Snort, which completes the intrusion detection process. For parallelizing the
preprocessing step of Snort, first, a blacklist is provided from the DARPA dataset. Next, this blacklist is
transferred together with the Snort ruleset to the global memory of the GPU. Finally, each thread
concurrently matches each packet against the blacklist filters. For parallelizing the signature matching
step of Snort, the well-known pattern matching algorithm of Boyer-Moore is parallelized similarly.
Evaluation results show that the proposed method, by up to 30 times faster than the sequential version,
significantly improves the blacklist-based filtering performance. Also, the efficiency of the proposed
method in using GPU resources for parallel intrusion detection is 81 percent higher than the best state-
of-the-art method.

Key words: Network intrusion detection system, packet filter, black list, pattern matching, graphics
processing unit.
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3:  begin

a: for all ie|0 lp!

=
mPoQ@XN 9

13:
14: else

17: else

19: endif
20: endif

21: i <i+1

22: end for

23: end

Input : snort rules R, Set of packets P ,Blacklist B
Output: set of rules that matched In each packet
Pre — processing://performed within host (CPU)
1:  Construct Bblacklist from corresponding DARPA intrusion detection
2:  global memory < host memory(R, P, B)

// Declare n threads; one for each packet

"|Blocks| x 1024
tid « threadldx + i X (|Blocks| x 1024) + blockIdx =

bl « Null, mrules < Null,
if tid < |P|then
packet < ReadPacket(tid)
bl « Checkblacklist(B, packet)
if bl == true then
mrules < Matching(packet, R)
12: if mrules # Null then
| outputArray(tid, mrules)

15: | send packet to network
16: endif

18: | send packet to NIDS

1024,

S ,S 0310 5 aslg 4o pild (g3lwosly uS Al (P JSC)
(Figure-6): The pseudo-code of filter in GPU
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(Table-2): Specifications of the analyzed intrusions

PUINOURLA WL SR By PREY)]
(Table-1): The system specifications

g a5 ool netbios 5y e Sl S
b Syie Sldbl o jglaassa
Ntinfoscan w5 2l Jo 0 Slas olp)8
S oo Sl 1) aslls sl Gb B Dl

eSS xS S Olpea
O a4l e vgd o e slaglise
Ipsweep S oly el o-l' 25 g0 s S
ColKiws  geminz  jolileds zlye

FUWH INVE-S SR VW

&.ij‘rb_?Lerod.fdwl)aoabw&{
9 L2l g cead Sue plargs aslin
S oo oolatwl ¢ SU,E yedle (59, NEtbus

Netbus 590 oy 3l gwyiws 4 0B o2lpe e
Sgr Jalg> netbus cuMS Lawgs

Intel(R) Core™ i7Q 2670 @
cPU 2.20GHz
RAM 6 GB
. Windows 8 Ultimate, 64-bit
Operating System (Service Pack 1)
Nvidia
Model GT 525M
Architecture Fermi
Cuda Cores 96
Graphics clock 600 MHz
Memory Clock
E (effective) 18 GHz
O | Processing
Power 215.04
(GFLOPS)
Memory
bandwidth 288 GBIs
SMs 2
Bus width (bit) 128

g o3l oy ssh aliy 5l (logy ases
s 4SSN 3o b 51 lgT o
Sshtrojan A5 89,5 S,

sl bws ouysl Golse sl slea

Onlgd dsgazme bolpan aSil (639)9 (slrdinn igren
oty 9l (6l aladl> 4y ol w8 4 SNOI
ool oz wulE e il JU (S5
3 3570 Oalgd Gadal g ol Canygd o Tue IP
SNOMt 3585 arsedd g (o) SuZ 975w Jgix
yogdle oS Sl lo)y oSS U"‘ (5)9—">L.’. D9 0 U'“"L")"
Wb (699,5 sloding slgizxe o A_,.:])M: Js snort yle8
J.».:l) JLO.».:‘ é&‘; OJJ)‘.))J ngw‘).w alasl> L
s Bead (sl )55l 5o 90 alibl (olab ¢(pizean
&l (21, 22, 28, 29, 41-45] el 5L Sl ailSaix
&0544 IR0 (569959 LngM Sloas wL{
o9y 4 SN @ Gb oSl Sl ol o id
oS oo SNOTt 3945 et ailole jo Boyer-Moore

el 10595 5 2VL 2D 5l solerian b,
False False Positive wo,o (V) JSSG
,o |, True Negative ¢ True Positive Negative,
S gz ol I g s kb 3 Slee
$99,5 Srdius dcgazmo sl ool ladsds § S

Sloilyl ams e Galed olid Glize claojluil

Sl n 2L Gy ooz )0 S ek wnl )
g olawi coenl SNOIt 3985 aseis ailels Ll o (lsd

oy pidd 8 Slos €0 g Lo —0-)
ool Cawyed dtn il o Slae S8y isu cpl o
30 08 oo J1B o) p0,90 Darpa eoldacsess (5,

Sogos |y ol Cewpd laml asie slaiibes]
T slo P Gles Jelodigty s Gulal g ka0
aan o Darpa S48 aseis alebe b)) o oy
Foier e x> 092y Jodoa) Jujsl ole 5l e )lex
&S e dcgeme 20,5 adg (o] Slels o
OF lis 2 ol b 2 e L o Shos o
MT)B B Ll 00 djl)‘ (Y) J5A> o AW o
S B (SHe A ;i3 Goxins Jouz )0 Gl
(et el oaloslal SNOM oy ilsdacgoze 5l ol
G yd 3 920 lome sla SLis b 3485 Laudeis ogou
sl Snort g, wlul
s beg oyl Gle sl sl
u.».a‘}.‘! A< g0 L: o‘).a.@ dS..uw 599 6wa s\.\.’s).a.tb
L)"’)L))) A?-‘j LE)"‘"")'“’ alasl> L OL.?-&AJ w)e‘ﬁ 9 snort
o] Gz Ll s b e Jlal (SIS
3 Ssrge ules Bl 5 olew Cewjgd Lo Tae IP
SNOTE 39d5 ansedls g (o) S 975w Jgi
).305)'{5 aS ol ﬁ)y PR U"‘ 6)51)[3. owsa u.chj
ol Jlsl (S31F eadsle (gl aladl> 4
S Gera slapey 581 Lo jg0 alibl (glad (pizmon
&l (21, 22, 28, 29, 41-45] el ol Jlewy alfi>
ey @ S e Gkl 0l Sl el Con e

FY 2l ) 5Ll VFee Lo


http://dx.doi.org/10.52547/jsdp.18.1.150
https://jsdp.rcisp.ac.ir/article-1-964-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-08-23 ]

[ DOI: 10.52547/jsdp.18.1.150 ]

GBS G513 3 3alg jl oLkl by Snort Ak dgii yousudis U9 Hlw (5 Hwis)lge 9 Sgue

ol G 508 iy 8 0 Sloe iy aliza (gl il
Olee Vb g 039 Jl0ye5 5 (VL Cove ) s
sleolul glilay ol Cewyed p (e ey S
doyd el cadools iuled  pwyp i alise
Jhizl b g canye Cute 5 ol 4 &5 coules
039y Qo yd Ao Ay VFPK U 05 co 4285 50 auid
g netbus ale> g0 aiwy YYK ,0 aSepl & 4z b
3¢5 4 Llade pl sl wadid ools asis sshirojan
el 00,5 oy malS s o
shla Shy weys A IS8 0 (rizes
oy u)l oﬁ.wso odnlice L) alisee le.bo)b;l
o pdyye oSl Sude 5 g S (Abe £y Sl
695,5 Slodiny Glie slaojluil slilay o 418,518
AK 5,50 30 (Shs de)d (i ol 0| s ddy

S| oo 4/YH )L\Lc 95999 L)

E2k =4k =8k
100
i
0l | = = =
0.01 =
0.001 =
0.0001
0.00001
™ TP
=2k 0.163574219 0.006347656
=4k 0.168212891 0.003173828
8k 0.19921875 0.001708984
16k 0.150817871 0.000854492
=32k 0.112060547 0.000549316

s o b alie > asis Sl gy
Darpa 3488 azeid ailolw a0l obj,l o eadbesls

el 438,513 25510590
GO Luls, b (Sheg 5 Comlos clomo iy o3 b

ip) Oged (V)
- (OPHTN)
Accuracy = (TP+FN+FP+TN) @
. (TP)
Sensitivity = (FN+P) @
e (TN)
Specificity = (FP+TN) ®

CES 0gd oo odnline (A) S jo aS jsbles
Sl u‘)ls.o& 9 ThomaS U’dj) S>> 5o ou:\j‘)‘ &J‘“j)
5 Netbus oMes 5l as' | ales 50 (golgaion b9, [40]
slass ,5 009 (S8l 5 (6,50, Judoay) sshtrojan ale>
) u)*-o?' ))L.u (5‘5 odlus uam 59959 L) Yvk
9 L)A‘M (o YO d.i.uu} $299,9 LSL“‘L““" A gono
el 00 ‘S’LM:LM»
Shila (V) s 51 sawlcawsa ml gyl

16k =32k
E =

FN FP
0 0.001953125
0 0.000976563
0 0.000488281
0 0.002624512

6.10352E-05 0.001403809

False Negative (FN), False Positive (FP), True Negative (TN) and True Positive (TP) Caus ods )5 51005 :(V— JS&)
(Figure-7): The logarithmic rates of False Negative (FN), False Positive (FP), True Negative (TN) and True Positive (TP)

= Acuracy
1
0.8
0.6
0.4
0.2 =
0 ==
2k
= Acuracy 98.86363636  99.43342776
= Sensitivity 100 100
Specificity ~ 98.820059 99.42279942

Y 2l ) 5l Ve Jlo

E Sensitivity

99.75757576
100 100 90

99.75550122

Specificity

98.29905063 = 98.71589085

98.28957836 = 98.76277569

ol e dny yilid 0o S5 9 9 Comwlus (o ((A- JS0)
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(Table-3): The throughput and speedup of the blacklist-based packet filter
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(Table-4): The efficiency of the proposed method compared with recent methods
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