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An Efficient and Secure Frequent Multiparty

Summation protocol
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Department of IT Engineering, Faculty of Computer Engineering, University of Isfahan,
Isfahan, Iran

Abstract
In secure multiparty computation (SMC), a group of users jointly and securely computes a mathematical
function on their private inputs, such that the privacy of their private inputs will be preserved. One of the
widely used applications of SMC is the secure multiparty summation which securely computes the summation
value of the users’ private inputs. In this paper, we consider a secure multiparty summation problem where
each group member has m private inputs and wants to efficiently and securely computes the summation values
of their corresponding inputs; in other words, users compute mz summation values where the first value is the
summation of users’ first private inputs, the second one is the summation of users’ second private inputs and
so on. We propose an efficient and secure protocol in the semi honest model, called frequent-sum, which
computes the desired values while preserving the privacy of users’ private inputs as well as the privacy of the
summation results.
Let {P4, P,,..,P,} be a set of n users and the private inputs of user P; is denoted as{d;{,d;,, ... ,d;;,}. The
proposed frequent-sum protocol includes three phases:

1. In the first phase, each user P; selects a random number 7;, computes and publishes the vectors V; of

m components where each component j of V; is of d;; + r; form V; =< d;; +r;,di; + 1, ... ,diy, +
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r; >. After it, P; computes the vector V=<1 d;y + Y171, Nic1dip + DT,
Xi=1T; >, such that each component j is of }i_; d;; + i, 1; form.

2. In the second phase, users jointly and securely compute their AV-net (Anonymous Veto network)
masks and the Burmester-Desmedt (BD) conference key. To do so, each user P; selects two random
numbers a; and e; and publishes (g%, g¢) to the group. Then, P; computes and sends t; =
(g®+1/g®-1)¢ to the group. Then, each user is able to compute g’ = (]_[] lgal/]_[;lziﬂ g%) and
K = K; = (gé-1)"u. e 1L e" 2. . t;_,(mod p?) ; g%Pi is the AV-net mask of P; and K is the
conference key.

3. In the third phase, using the AV-net mask and the conference key, group members securely and
collaboratively compute the summation of their random numbers r;, (3i=; 7;). To achieve this, each
user broadcasts w; = (1 + r;p) g%Pig®-1¢ to the group, where g%"i is the AV-net mask of P; and
g¢i-1% is the P;’s portion of the conference key. Multiplying all w;s results in canceling the AV-net
mask and getting the value of [[L, w; = (1 +p Y~ 7r;)K mod p?. Then each member is able to
compute Y7 7; by the following Eq.:

i (T woK ™ —
=
i=1 p
Now each user is able to compute Zl 1d; by subtractlng Yitt rl from each component of V:

V_Zri_ ZdlllzdIZ'“ Zd1m>
i=1 j

It is shown that the proposed protocol is secure agalnst colluswn attack of at most n — 2 users. In other words,
the frequent-sum protocol is secure against partial collusion attack; only a full collusion (collusion of n — 1
users) would break the privacy of the victim user, in this situation there is no reason for the victim user to join
to such a group. The performance analysis shows that the proposed protocol is efficient in terms of the
computation and communication costs, comparing with previous works. Also, the computation cost of the
frequent-sum protocol is in-dependent of the number of inputs of each user (m) which makes the protocol
more efficient than the previous works. Table 1 compares the proposed protocol with previous works.
Keywords: secure multiparty sum, without secure channel, partial collusion, semi honest model.

’ Z?:l dlm +

S S Sl 5o 1) S35l (8,5 (e (e oo )8
eg)S 4 Ol nFSuap jo 1) ladz wijls wal oS
S o> S sbay WIS IS 056l GlagSe
Egazmo ol oY O jgoipl (o 0gd cladls 09,5 slacl
dmle (ol Hobas 030U glag e 51 SG ya 5l ol 31 Lol

dondo —)
yls wad Gl Sl (o295 el Aigeaizr Slaslxe 5o
Cewsdy 395 diloyome polie 59, p |y f @l dloes dxs
sols g @l dons 5l Laid )5 y8 Colesy0 4S5 5k g
el Gpgaiz Sleslone sl 4zils bl 555 Lila s

e yiets alols ggame (505 b Blite ol 5 00
Cenl o3 wline Plue g ais cpl o gl Sl and>
Bloyme polie slawi gl (ool Qg xox JSSop
S Bileyoms yolie slaws ilsdl b 0gd S5 ol
e 5 Rles Gl IS n Dbl )l g Clalres A0 50
Gl LS 6,50l lie ol 4o 085 co IS5, gal 5L 4y
50l ol el 0 @) 1S5 bl byl &y sz o
O S )Sely 4 S 121 LSy slilay &S cnl pogdle
5 oS e ) JSSsn LSS Al o SIS
e )5 e Slasbrs 430 a5 was o &)1 (5,50l
Slay (Bb o)) 5 aile e slrosls slass
JBE 258 ololy ol dygusin oz la 55,
Sl 5l JUS 53 L sl 56l s 50 4 bl
U el JUS 25 b sla,lSel, o gl o o
oy 3 ol 331 BB it 05, sliel iy L)

28 ke b igelis altae lyie Cod g Lawgs Sl
3g5 Dgy5 oyl jwe (Ll ety pedie g0 alis ol yo 1]
59 el ool @]yl & gz Slwlore CJB o alize
&b T )2 4 oo 4z T 8050 (el &y iz oz alis

| os)f 6[.“24:‘ z\.ll.o).za ﬁ.)LS.A Egome ﬁ\ﬁf
SrSil, s, oSl 2] ools oGl o (srezul uilsd
Sl 5 ag,S (Y slapi S 3] Seis S
3295 A wlaod (p 3 SH03 8L [4] camoslpiy
ALl 50 0old aazd [5-8] 5% s Sleas o ol 3l
Syl 05 8 [10-12] K50 Pluwe (5 ,bewn 5[] (50 diolign
S92 9 (ol Lgwiiz gz sl eslitul yo oS olasls 5l (So
Jols dslme Cazr g 005,55 4 5l wl
5 Jle plesa sl iz &loye polae slapes

YA 2l ¥ o)l Ay Jlo



http://dx.doi.org/10.29252/jsdp.15.4.31
https://jsdp.rcisp.ac.ir/article-1-649-fa.html

IS5 SalaB b ool Aagandia 2o Sl IS SS9 3

[ Downloaded from jsdp.rcisp.ac.ir on 2025-07-04 ]

- 10.29252/jsdp.15.4.31 ]

75 ol o3l golgaian ol [1] cenl ol & gusi
J"SLSQ °‘>)5])'.’ ‘)
Ol s s 5l ol sleesls (Sileyoee sl =)
() Olexles 55 5 09,5
23 5 ohls slaesls ggame gt (Sleyome puals -Y
t) Jlexles

b yo sla,B-Y

98 0 OA‘ & guodiz & 6Lm)lfo|) g Q.;'l Ie
g on (gmiyp (ol g ol JUB 0929 (25 b Ao

ool JUB 0929 (2,8 b sl el 1)
&z Slr e, sglesls sl jo ol s 5 pidls
adl> sl o Lacl ol o a5 wols aily)l ol & g
Iy 095 &ile e d0ls lods Canss guae [2] 35,5 o )3
ol 8 g0 Al 090 i gl 5 ez (Solaisae S L
Slp 90,5 mex 28L,0 Hlaie L) 095 &b e ke 35
1o dalol aal> ol JolS U lg, tin )8 co (g geac
Eaame sl ol Jake 3568 b ST gde
5o, ol e Ll (gl g dnsbno |, ailoyms ppolie
5 Gt bawgd om0l s oyl J15 93 G Rl o
3¢5 dilo o 8010 gac ya ol 0 aS[13] w &l ),
5 OrialS Bely Jlgy Sob po il 5 e Sshn 4,
30 S S Rlr o el nl bl sl oo (b ) Sen
9> g [14] gom JBely o cnlply Cad ol &
Gl 0gdion el LS gae b 90 2 50 adsl pleas
s ol N = 2 o U S5 SUS plp ) 55 Bl
2 5] s 5 et )Bel) om &)1 50
&9 Lacl o g el Sebi o4y 1) 095 Ale e B0l
o)l 5l (g axdls Ssbn )50 4S5 jsbay S oo
Sz S e 5o Bl al Byl (s sl @ Blate
sl Gyl M= 2 el

oS wiad &l 50 [17] 5 [16] gla,lSel, aslsl o
sl S50 pyr o & Ll 13513 505 L3 Aipsa
)| ‘U‘;J“’ 9; L ‘)’LS)U"‘) OB 5 (992 (s 1510 5L
Iy Solas slael gac » canss dl> o jo a5 [18] wish
0k 5 WIS (oo @98 Wloye jsboay Lasl (o yo 5 Sl
AS e alol T ar b o5 893 dile o 50l 5l 1, Bolas sae
1y oasplnl Jag uSe b amo o el odias 3 4y Laib

YA 2be F o)l IYAY Jlo

g oo allae T slgime 5lons 5 Lasd ( JULS ,0 plo Lo
slasl o L)l JUS (yals JUIS 6,8 L sla Sl o
o¥latileze a5 s by 35 B 0y
90r! el )85, oy, 4 ks (bl sleely
sla, ol 5l gl g ganjen el JUIS (25 L sla 1Sl
bl JUI golgainy el jo aiws oyl JUIS 5,8 L
Dl e a8 55150 el & g0

13,10 0929 plgs Joe 90 el & guodiz Slawls o
G Cawmals Jae 0 elerns Joe g o, 0als Joe
oz bl oo cuns JSSon Jlsy Sl oeg)S slasl
slacl plos &by bols a4y axl, Sledlo] S yglCanods
Jloy 5l Lasl wolsmay Jaw o Ll taisS oo (59lSuS 05,5
Ol g0 aiS e L8, olgddoay 5 S ed o SSSgp
el ol a8 F s IS 0ad plpe Jow allis

roz Cuzx LS o), dlie cpl o plpl
Jao 59 ool JUS (5,31 5 85 2ohlB b ol g
oz plyp 0 oaddsl)] el il ouds &Sl S 04l
ool g edledy il ol Jai M =2 maw U S Gl
slasl hid g 09l o Lad> ondauln e fol>
RUSUOWN- le(:o:-J..ol:- ;\......:bu O )olé os)f

Sz e shla Bl

Wl pgo Lidn 4o el p) O ygoty allie L5l
O )0 Sgdies ple Jlod Ojgods el & gwais g
ool JUB (28 L ol dyguosizr oz b L o sla ) g
sy, pler G )0 Nsdiee s ol LS
30 1398 0 00l eyl laiSlay alis pl o cadoslaul
@B 5 Sl g ools 7,0 1) (goleiny ol ety i
SS9 i i 50 danlie jelaieds 1395 oo o )]
Gy Opdiee dualie iy la)lSel) b eoleiiny
g o0 Gdhgez dlie piie

Ao ciy 35 -
S8 25 &l 0szg {Py, Py o L By} p 51 asS 58
w1y {dig, di, .
o S5 Al e m b ai)ls aad 09,5 glacl o)ls LS
| 5% ole 5 alle e poli o bl sl Eppaiiz
Sde b goleiin ISSsyn ;5 Ole oS ailre
S dwle ol jobayj = 1,2,.,m sl |, Rl dij)

'dim} QJLQ).?LA 6[.@0»)‘») AL 900 ‘Pi

9dij g 395 &iloyome b0ls 5l Ladd Py IS 1 4S5 gboas
uo).e Lg»)Le,«.w.o JS.as).s 5 Jwal.s asls a)Ua‘ Z?:ldlj


http://dx.doi.org/10.29252/jsdp.15.4.31
https://jsdp.rcisp.ac.ir/article-1-649-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-07-04 ]

[ DOI: 10.29252/jsdp.15.4.31 ]

SS9 45D polie )3 aile e B3ls 055
05,5 solie oyl b S JRen iy ], (]
St pgw JSSgp 50 0ebse Jol> oddie) gexfol>
Fomb  Slwbw duje L securesum-v3  lgie
JSon 55 D9dee dmnlns 0alie) Ojgoty gozr fol>
e el M =2 e B (S5 (G5 plp 50 S
ool SN — 4w B (S5 S5 plp ) pgm SS90 U
M Syeo,0 9 0,10 3929 N S o e S0l () jo .ol
Dgdse Sl O(nm) ayje S5 L

sont 2elS E Ly i oslisal b S 5 e
ool Oygpots ailo oo Glaodls ggazms Ao Sz (o9,
o5es MlS i S 558 e )l 5o [24] ws 5 )|
o 2 g00,S Qbkl Bolaieslon — 1 500 soga> g
09,5 slasl jI (o (segee S L oadne; g0 |,
S S gas o aS (g sk WS oo Jlo)l 0k O g0
ol Ll ol 09,5 K0 guac ;o Bolai sols I i
Aol 1y 095 Jlu | slaosls ggamxe 05,5 giae (2 e
ly 09,5 oo gasn—1 51 8L 0 sleosls s (Pig) 5
duloee 50 1) (8L ,0 sleosly gaemme g 00,5 oliS e,
Pig 393 ailo e 3010 ggoma cguae ;0 o5 1 (Pig) oS o
pde S oo Jloyl 09,5 poe sl s ale |y Pg g
sools ggame b ply a5 1) 8L, slaosls gaomxe
zoly a2 g0 e Lacl 4y 5 00 )5 dils sl aile yxe
05,5 el 41y 535 Slolons &3 g, ) o
Joe =1 5 G050, Joe n—1) 050 oo
n=2 Gl Jlie )3 JSSyp ool dgde 12 ln 2laS 5,
RUIW IO -1

oolaswl 0,90 sl gog, -¥
S5y Al o SSgy 5l Alie ol jo soiasl)] |Sel, o
Burmester— g, 4 awl> ol S1zil g [25] sl
[22] (1) ikl, (glailowy Casls 5l 5 [26] (BD) Desmedt

ol Jol dae p o 50 a5 598 oo oolainl

1_[(1+dip) = <1+pz di> mod p> (V)
i=1 i=1

A"?"‘"LS“ oald C,MJ )L.a.«_'>|4.:

S50l gy pao Al 1 10 .00 ploxil 045 &l e s0ls (g4,
2 bl dnse Gl BIL IS cal oeb e (b gtads
ol ol SN2 o B S5 G5 pln

b pleez o 1y )6l (LSen 5 (0,65), s
Sobn ayly 095 o, b0l cpae o a5 [19] wsls &l
Ll 39550 b (y52adS )50y I, 599 2 shilar g oo
2 Olnle e Gl Sa390 (i G5 pln ys 6l
Oledez L )5 [20] ) e 5 (5,b5], (gam Sl
30,0l pl i oo Lal> Lacl sl b 50,0 o adyl
B 52 [21] gam ol yo s ol S5z S5 pln
Lacl cpm o ) ol Sebin 4y ailo s 801y s 51
el nlosd oo (b [19] asile Iy, (il 5 035 oo 22558
ol ol i = 2 b S5 55 e

ool JUK 0,8 6 s, Sely —Y-Y
3 9 ol gz ez sl 6Bl oS 5 S
s s e 5ol 5 [22] wioks @] el JULS 4,
Sl Glalre Bloy Glpiea p¥y Sl p S5
plul b gde jo g 485 )18 dil> Glosesr ;o Lael w09 oo
b 5 M B0 095 sl Ty (g)lade ( glosjlad Jos
Jade dal> j0 095 (5,LS gac g0 5l 8L polie WS
OV Ri 50 095 &loyme b0ld o b g dcls |) Ry &l 2o
Sl e 0o b aS oo GBon i3y g a5 |,
aloyore sloosls ggame g Bix> Ry polis w0g,5 slacl
ool 8550 Sz SISl 5o By Gl el oo dnle
g b (S S5 pln oo ol Gl jshaieds 5 o
m Sy 5 Glo)les 0(n?) Slles dyje jiin — 2
Ssdign Slojles OMN®) &spe 5l ae JSSgy IS5
sy snd ko 35 g Sl SSile e osdlesy

b sl e 5 (658l Lawss (g 156
Burmester-Desmedt oS 38lg5 JSGg, 9 plinS (5539
5 1231 el o L)) S5 aw )] o &5 s @311 (BD)
& 5o &S 0gd o0 SBGI N = pipy S e dae S0l oyl
R Seds JSSgn 0wl e des slp N
Gilulel,  pled g5y A Lacl  securesum-vl
ALl polie [0 alle,oe B0l oy b gac o g S o
Ser i3u g (i 1) 095 diloye Bols plieS (555
5 48 m A Sewle w095 polie oo b S o
st Ssn 0 dsdie delrs LSS goz Jol>
pleS (939 AL (g3luilely uegdle Lacl securesum-v2
o 5 WS oo STl 4 ad> W kS BD by, el

YA 2l ¥ o)l Ay Jlo



http://dx.doi.org/10.29252/jsdp.15.4.31
https://jsdp.rcisp.ac.ir/article-1-649-fa.html

IS5 SalaB b ool Aagandia 2o Sl IS SS9 3

[ Downloaded from jsdp.rcisp.ac.ir on 2025-07-04 ]

- 10.29252/jsdp.15.4.31 ]

ol dghoe 485l g = ggmodp? wse
los )" 58155 q Ao 5| G 598l 09,5 (59, 2 09,5 slasl
5 Ao e 4w gl jls Frequent-sum U b golprins [SSgy
il ool oole ylad (V) S j0 a5 ol
flino 5 09,5 slise] Laugs polie Jlu,| e l> o @
JLo)l polie ggoe
S5 Slal g plieS gg5g A0S (g3l spge Al yo
>
baoz Jol> @S Al ipgu dl> 0 @
T €p Zp Solai suc Py gac 1o st dl> o 0

395 Bloyme yolie 51 oS Ja L1y o 5 syles e s

Oy g obml ) adie m LV by Gk cnoy g pex
il 0als ooly yLas (V) dlaly jo a0 0 SKen

Vi =< dil + ri,diz +r;, ""dim +r; > )

LIy Lacl 5 Jlo)l polis 09,5 gac o (Jl>
sl 1y, (V) badie JS roxfol> o g pox 500
S5 4y p3Y el oad ools las (1) abal, 3 a5 WS e

ol Egoze oy eSSl lade 1y yieS L adlie conl

n n
d
V=<Zdi1+zri, ()

Solad Jlade g0 Pogac  pgd dl> e o

A 5,185 yslaieas 1) g g aiS o Sl ay, €5 € Zg

S e adST LS5 gbiuly jo 1, g€ jlade g pleS (g5ig

Lt = (g /ge 1) ke g 1035 o0 SRen iy

Jlade dule 4 0B LS @ 0,5 gac o J>

K S pie oS 5 g%t = (152199 /Teiv1 99
1l g O jgea

K = K; = (ge-)®e ¢ "D Dt (mod p?)

5Ml7ua |) 4 )LLE.A Pi ).g)lfjsb (P g 3.1}/.,4 3o
:A;S‘SAS;K.«:D Jud

Wi = (1+1p)gigere )

YA 2be F o)l IYAY Jlo

pLeS g9 4l SS9 -F-)
> sln olBen 5 sile Lug pleS 555y ASD S5y
Jsl 29 50 (JSig, ol 5o [25] wd il plieS (6959 dlins
Sgyeba b SBLl g 5 P SHn e
8,5 iy g se bsq asiye I G ssil> 095 qlp — 1
Siis ST (G, 0,0,9) polie g moyls )5 N 058 o
SO Py gae s Al e j0 il al> e g0 Jold JS55
e s |, gM laie g Sl a; €p Zy Solas soc
2bo 5l (Bl polie 4 azgil Ppogde 12 e 1035 oo
alxe 1, g% = (12199 /MT}1419Y) i Lac!
SEer iy |, g ok e o pgo Al pe y0 5 o
S5 55 )l ST el @y il € e S g ysboty 1S o
e 1l G095 5l (Bolal sae S € gm0
P S e 0pd o0 lplS IS g polie IS e
Pl erodols wiuss &8 18 gy 50 ol U5 & 5y9e
iS5y 5 (1ot = gEimadibi = 1) 4 aalys S
Wbe ©yofol> WS CS 0 gy 0 )5 Sy S

(T g5 # 1) o anlys

Burmester- o——JA5 5—3lg5 JS g —F-Y
Desmedt (BD)
506 0l S (g 18 (BD) oS Gl JSSsy Sas
el OB I (298 o 0 el JUE Se s
5 9l go |, 00 LS5 A8 05, (gliael dois aS s, oboa,
15 ) |y S i b ol oSl @50 oS g
9D G S e Cend 3e 90 () Sen g ity S0l
Condts 33¢ 4 e 1 g aS 5 sbay Wed oo Sl g €z,
S e TP, q, g polie [26] wib g S5 L
5 9% e el | € € Zg holas sus Sy Py S
Uit g dmle |t = (g1 /gPim1) Jlade aslsl o
i, &b |, Sie w5 P )5 2 aS e GRen
S o dwlme K = (@Ot TR Lt
K= oy ohol5 JS 6l sddarlne 5 i olS

ejepxtezez+---t+epeq

Sy g g

kit B0l -0
bl slael o lacds P S5 Jlas Cans dae 40
a5l Go ol 09,5 5 qlp =1 a5 (gysboas il e
L (G) %0 @il 09,5 595050 DL go Ve b 5 q


http://dx.doi.org/10.29252/jsdp.15.4.31
https://jsdp.rcisp.ac.ir/article-1-649-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-07-04 ]

[ DOI: 10.29252/jsdp.15.4.31 ]

semi-honest model

Frequent-Sum: Securely find m summation values of m dimensional private inputs correspondingly, in the

Phase 1. Sending users’ values

ii. P; computes V. =< Dy, D,, ...,D,, >=

1. P; - *x: (g%, g°%) where a;,e; €Eg Z
il. Pi %k ti = (gei+1/gei_1)ei

q

Phase 3. Finding the results
i. P;o*xw;=(1+ ryp)gCi-1¢igabi

iii. P; computes Y-, ; as follows:
n . [lgw)k™1-1
=T = »

iv. P computes

i
Yim1din X1 din, o, D Dig >

i. Pi — k1 Vi =< dil + r; diz + ri .., dim + Tr; > where Tr; ER Zq
<XZitidin + X1, i dip + X T e Xitg i + Xieq T >
Phase 2. Computing the AV-net value and the Burmester-Desmedt Key

ii.  P;computes g” = ([TZ1 9% /IT}i+19%) and K; = (g™ - 4771 - 77 - -ty

ii.  P; computes [[2,w; = [[L,(1 + r;p)g€-1¢ig%bi = (1 +p YL, 1) x K mod p?

Vam =V — Z?:lri =<Dy _Z?:lri' vy Dy — ?=1ri >=<

SOk JST 9 51 Jo o 1 (V- JS)

(Figure-1): sequences of proposed protocol

n

*)

n
Vam =< Z di, diym >
i=1

w; = (1 +1,p)ghiPigei-18 o pgus 6 0 Py gac y2
C;\.l'.ej)d 9 T uJ.JdedLQ).’?LA gaibi )‘ RV Aa.sc;o JLw)| ‘)

diZ ) weey
=1 7

n
i= i=1
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aje Sl 450
, bl )l anje bl )l 4z 58
Slayma Sllxe b shla N I
Lssm glsla sl LY Gl
Pl ) . J gl . -
er ol - IS lla ) IS5 Ssn el | S Alr | o
(Sl les) i (Slo,led)
mn? o Ses 5 Sl
x 0 (mn? n?[log p? o(n? n-2 x
[log p*] (mn®) [log P ®°) [22] 2015
9 6)9*'1‘
6mn 6n
\/ —_ 2 1 I ‘
”09 N2'| O(mn) ”09 NZ'l O(Tl) n 2 x 0 6[ u])&‘*‘”
23
2mn(n—1) 2 2n(n—1) 2 UL e
x O(mn o(n n—2 x
[log pl (mn) [log pl (®°) [24] 2017
o SS9y
v (4[';:); ;’;1]1) ) (‘[1-11;;;'21{) Oo(n) n—2 x 6olesinn
(Frequent-sum)

221 sl 5ol L 1, IS g0 ol eosS oo ooliciasl (el JULS
V) Jgdz 50 anlie mlis 0,5 puolss anglin [24] 4[23]
ROV PRV |

5Ll ol sk el JUT s [22] alae ISl
aw 5 e lila g aiS o colanul Slu,les Slasle
(] Slojles 3n Clles auje oSN sl g Gl
5% pelozu STl ool )5 90 (S5 G5 plp o Lol
ape sl ool B n=2 gl b S S5 i,
noghla s Glole M=2) )5 » gl Glulxe
B e 5 st Sles 0(?) 455 51 S
L5 ye 3l S sl 4 g (n—2)[log p?] 25 2 slsla
e JSSgp S5 LM S0 edleas 1955 00 0(n?)
S A s Gl 0(mnY) el
2% algs e 0(mn?)[log p?]
ol N2 Slwle &l [23] secure-sumv-2 ,Sel, ;o
duje JSSen LSS Jbm slilay 5 cul oSy due N oS
sl syl O (M) _ilaslono

aay (JSSen sl LS sl [24] )5, o
nn—1) 5 5,85, olleen(n =1 L ply Slowlxe
oy Alele 3leslaiwl B8 L el olaS e, olles
6n(n—1) b il sy onl Sllos 4 Jlard
ool byl an s g walgs 0(n?) 4S5 g Sloyled
Ll O(M?) 45 40 5l g e 2n(n — 1)[logpl b ol o,

Sholes mu )50 lsla Frequent-sum JSSg,
sools slass plply cwl Sluyls 5n 5 glila 4
3,095 b US55 Sl 438 (55, 0 S aileye
m o o5 2 &l e bols olows 1 Jaus 4y 3o (pl g
83l0 M ggomme g 05 oo 1)l LS ISTg, adly o ool
Anje 6 sba 1S oo dulne | 098 lacl bl
Ao oo Sb bl )15 sabpll sl glu jles Glowlors

duwuLO.o -5

sla,lel, 5 olering JSSgn amlie & 25w cal o
Frequent- JS5sy; ol (55 w9dor a3 (i
@ 5k s LSS CeblB L (el By guaizr mez ploxl sum
@ Slwbre auze (Siwly Go 9 LIS )50 (el JUB
Ll (2,5 2 dile e slaosls slax) m
JUS ay [13-21 2] eVl ;s oaiail,l cla,lSel,
ool JUS 0925 (5,8 Judoas a¥lae cpl jo .a)ls 5L oyl
gz Sldos Ladd Lacl g ol ooy auls Slawlws )50 5
e Sz S bablie gl oVlhe cpl o000 ol
00?) a5y 3 5 dose Gl bl 5 Sloalns
ST g ol ez e S5 LT D j50)0 5 095 o0
o 0(mn?) Slskone 238 5 0(mn?) b | &aj
51 Frequent-sum  [SSg,, a5 cpl 4 az>gi b 206D o0 oz

YA 2l ¥ o)l Ay Jlo



http://dx.doi.org/10.29252/jsdp.15.4.31
https://jsdp.rcisp.ac.ir/article-1-649-fa.html

IS5 SalaB b ool Aagandia 2o Sl IS SS9 3

[ Downloaded from jsdp.rcisp.ac.ir on 2025-07-04 ]

- 10.29252/jsdp.15.4.31 ]

[4] H. Kaur, N. Kumar and S. Batra, “An efficient
multi-party scheme for privacy preserving colla-
borative filtering for healthcare recommender

system”, Future Generation Computer Systems,
2018.

[5] M. Ashouri-Talouki, A. Baraani-Dastjerdi and A.
A. Selguk, “GLP: A cryptographic approach for
group location privacy”, Computer Communi-
cations, vol. 35, pp. 1527-1533, 2012.

[6] M. Ashouri-Talouki, A. Baraani-Dastjerdi and A.
A. Selguk, “The Cloaked-Centroid protocol: loca-
tion privacy protection for a group of users of
location-based services”. Knowledge and Informa-
tion Systems, vol. 45, pp. 589-615, 2015.

[7] M. Ashouri-Talouki, A. Baraani-Dastjerdi and A.
A. Selguk, “Preserving location privacy for a group
of users”, Turkish Journal of Electrical
Engineering & Computer Sciences, vol. 21, pp.
1857-1870, 2013.

[8] Y. Wu, K. Wang, Z. Zhang, W. Lin, H. Chen and
C. Li, “Privacy Preserving Group Nearest
Neighbor Search”, In Proceedings of the 2l1st
International Conference on Extending Database
Technology (EDBT), 2018.

[9] S. Li, K. Xue, Q. Yang and P. Hong, “PPMA:
Privacy-preserving multisubset data aggregation in
smart grid”. [EEE Transactions on Industrial
Informatics, vol. 14, pp. 462-471, 2018.

[10] M. Joye, “Cryptanalysis of a privacy-preserving
aggregation protocol”, IEEE Transactions on
Dependable and Secure Computing, vol. 14, pp.
693-694, 2017.

[11]Y. Zhang, Q. Chen and S. Zhong, “Efficient and
Privacy-Preserving Min and 4-th Min
Computations in Mobile Sensing Systems”, IEEE
Transactions on Dependable and Secure Compu-
ting, vol. 14, pp. 9-21, 2017.

[12] Y. Mo and R. M. Murray, “Privacy preserving
average consensus”. [EEE Transactions on
Automatic Control, vol. 62, pp. 753-765, 2017.

[13]R. Sheikh, B. Kumar and D. K. Mishra, “Privacy-
Preserving k-Secure Sum Protocol”. Interna-
tional Journal of Computer Science and
Information Security (IJCSIS), vol. 6, pp. 184-
188, 2009.

[14] R. Sheikh, B. Kumar and D. K. Mishra, “A
Distributed k-Secure Sum Protocol for Secure
Multi-Party Computations”. Journal of Compu-
ting, vol. 2, no. 3. 2010.

[15] R. Sheikh, B. Kumar and D. K. Mishra,
“Changing Neighbors k-Secure Sum Protocol for
Secure Multi-Party Computation”. International
Journal of Computer Science and Information
Security (IJCSIS), vol. 7, pp. 239-243, 2010.

[16] M. Jangde, M. S. Chandel and M. K. Mishra,
“Hybrid Technique For Secure Sum Protocol”.

YA 2be F o)l IYAY Jlo

O(mn?) Glwlxe dnje (JSSn LS5 )L m sl
Ll S O(mn?)[logp] (bls ) as i ¢ Glo,les

oz plil LS, (gl5lay Frequent-sum JSSq, o
Slr Sl duzo el JUI & 5ls oo ool dygroninr
2l e g cel gz Joe 0(n) 5 Slojles 5N ()8 0
Sllons oy ol ool 551 = 2 s b S S
&l S5 9058 el gl 330 S p oS (5 5boas sl p?
b ol Sleles Sldae slow ool & guvriz o> Lm
N A cl maly Lol il Sleyled 51 ply g oails
L) aoz Sllos (el dguniz goz plxl e shila il
ool gtz gaz S5 L sl cal s e ol
B2pe calplis 955 o0 ol o Jos O(n X M) &iga
0(n) ,l,55 ,Lm lsla; Frequent-sum JSSg 3 (Slowloxe
)l duie cwl re> O(nXm) 5 Slols
el Co O(nm) [log p?]

S 35 A -
By par drsle gz LIS US55, oS allie ol o
oo &) el JUIS (5,8 b g 5 s oans Jas 5o oyl
Sl s Ty LSS b m ol sasasl,) Sy, e
Ol el Gials e g (Slesle 5 (bLS )| 450
9 Ogdien i 55 gex Jol> s (Solojzms ogdledy 3o
@l el el a5 =2 mhau B gz S5l 0
A Ced @liiey [SSon wesee plis b))
Sda ¥ o)l 6 5VL Ll g Codel ez ge sla JSSs 5
S Lis cgm IS syl K allie ) o], a8 oo

Al axdly sledgugs a5l (ol 0,5 coal

8- References 2=y —A

[1] A. C. Yao, “Protocols for Secure Computations”,
Proceedings of the 23 rd Annual IEEE Symposium
on Foundations of Computer Science. Chicago:
IEEE . 1982. pp. 160-164.

[2] C. Clifton, M. Kantarcioglu, J. Vaidya, X. Lin and
M. Y. Zhu, “Tools for Privacy Preserving
Distributed Data Mining”. ACM SIGKDD
Explorations Newslette, volume 4, pp. 28-34.2002.

[3] M. Ashouri-Talouki and A. Baraani-Dastjerdi,
“Anonymous Electronic Voting Protocol with
Deniable Authentication for Mobile Ad Hoc
Networks”. International Journal of Multimedia
and Ubiquitous Engineering, vol. 9, pp. 361-368,
2014.


http://dx.doi.org/10.29252/jsdp.15.4.31
https://jsdp.rcisp.ac.ir/article-1-649-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-07-04 ]

[ DOI: 10.29252/jsdp.15.4.31 ]

it (ool )5 S e g3 56 ol

VY Jle o 1y aledbl (g,5Ls

VYAY Jlo 5l 90,5 a3 liws S olRiils

Oleal oiils ol )| ol IS (g gzeils

ol oMbl (g,5li8 pwdige Al yo

:olia] ABe 050 slogh sladie) Cul Sledbl Cosl
Sy Lai daosls oS3l 5l ezl yalsd 2l S
G dSisy 5 oy J5uS (e p e Sloas o
(o]

5l el ke Ll &LLI, Sl

sh.azizi93@eng.ui.ac.ir

S S s (Sl ) ghle oilo

s WWAY Jlo )3 1) FoelS (woigee

S ATAD Jloys |y 0l owsliss IS S 0
STl e e | 155s O e

yol> o o g00,5 A3 ladsl olKidls

RS igerals oaSiils JLolinl 5 ole ciin gae
Skl (Lial BMe 3,90 (a9l sladine) ol (ool
5 Ol segat w9 ST (hlge laasn
el el Sla SS9

Sl el O5ke lig) B, e

m.ashouri@eng.ui.ac.ir

Q Sphe 5 VWAY Jlo o |, sigansls
P S VAT Loy | al il
ﬁ.‘ Zils 5 AYAR L o i |, 18

’ L Fol> o j0 500,85 33 lpaol Seio
b oLl ABSle 5 50 imgl sldis) al lgi]
el S5y 9 i slaal o B laze, Julo g
) el & e o) &L, Slas

h.mala@eng.ui.ac.ir

World of Computer Science and Information
Technology Journal (WCSIT), vol. 1, pp. 198-
201, 2011.

[17] 1. Jahan, N. N. Sharmy, S. Jahan, F. A. Ebha and
N. J. Lisa, “Design of a Secure Sum Protocol
using Trusted Third Party System for Secure
Multi-Party Computations”. 6th International
Conference on Information and Communication
Systems (ICICS) IEEE, pp. 136-141, 2015.

[18] Z. Youwen, H. Liusheng, Y. Wei and Y. Xing,
“Efficient Collusion-Resisting Secure Sum
Protocol”. Chinese Journal of Electronics, pp.
407-413, 2011.

[19]J. Rautaray and R. Kumar, “Distributed Database
RK-Secure Sum Protocol”. International Journal
of Innovative Research in Science, Engineering
and Technology (IJIRSET), vol. 2, pp. 559-562,
March 2013.

[20] J. Rautaray and R. Kumar, “Distributed RK-
Secure Sum Protocol for Privacy Preserving”.
1OSR Journal of Computer Engineering (IOSR-
JCE), vol. 9, pp. 49-52, Feb. 2013.

[21] J. Rautaray, R. Kumar and G. Bajpai, “Modified
Distributed Rk Secure Sum Protocol”. Interna-
tional Journal of Innovative Research in Science,
Engineering and Technology (IJIRSET), vol. 2,
pp. 734-736, March 2013.

[22] T. Jung and X. Yang Li, “Collusion-Tolerable
Privacy-Preserving Sum and Product Calculation
without Secure Channel”, IEEE Transactions on
Dependable and secure computing, pp. 45-57,
2015.

[23] M. Ashouri-Talouki and A. Baraani-Dastjerdi,
“Cryptographic collusion-resistant protocols for
secure sum”, International Journal of Electronic
Security and Digital Forensics, vol. 9, pp. 19-34,
2017.

[24] S. Mehnaz, G. Bellala and E. Bertino, “A Secure
Sum Protocol and Its Application to Privacy-
preserving Multi-party Analytics”. In Proceed-
ings of the 22nd ACM on Symposium on Access
Control Models and Technologies, pp. 219-230,
2017.

[25] F. Hao and P. Zielinski, “A 2-Round Anonymous
Veto Protocol”. In Security Protocols, Springer
Berlin Heidelberg, pp. 202-211, 2009.

[26] M. Burmester and Y. Desmedt, “A secure and
efficient conference key distribution system”. In
Advances in Cryptology .Springer-Verla, pp.
275-286, 2006.

YA 2l ¥ o)l Ay Jlo



http://dx.doi.org/10.29252/jsdp.15.4.31
https://jsdp.rcisp.ac.ir/article-1-649-fa.html
http://www.tcpdf.org

