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A New Privacy Preserving Data Publishing Technique
Conserving Accuracy of Classification on Anonymized Data

Reza Ebrahimi Atani* & Mehdi Sadeghpour
Department of Computer Engineering, University of Guilan, Rasht, Iran

Abstract

Data collection and storage has been facilitated by the growth in electronic services, and has led to recording
vast amounts of personal information in public and private organizations databases. These records often
include sensitive personal information (such as income and diseases) and must be covered from others access.
But in some cases, mining the data and extraction of knowledge from these valuable sources, creates the need
for sharing them with other organizations. This would bring security challenges in user’s privacy. The concept
of privacy is described as sharing of information in a controlled way. In other words, it decides what type of
personal information should be shared and which group or person can access and use it. “Privacy preserving
data publishing” is a solution to ensure secrecy of sensitive information in a data set, after publishing it in a
hostile environment. This process aimed to hide sensitive information and keep published data suitable for
knowledge discovery techniques. Grouping data set records is a broad approach to data anonymization. This
technique prevents access to sensitive attributes of a specific record by eliminating the distinction between a
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number of data set records. So far a large number of data publishing models and techniques have been
proposed but their utility is of concern when a high privacy requirement is needed. The main goal of this
paper to present a technique to improve the privacy and performance data publishing techniques. In this
work first we review previous techniques of privacy preserving data publishing and then we present an
efficient anonymization method which its goal is to conserve accuracy of classification on anonymized data.
The attack model of this work is based on an adversary inferring a sensitive value in a published data set to
as high as that of an inference based on public knowledge. Our privacy model and technique uses a decision
tree to prevent publishing of information that removing them provides privacy and has little effect on utility
of output data. The presented idea of this paper is an extension of the work presented in [20]. Experimental
results show that classifiers trained on the transformed data set achieving similar accuracy as the ones trained
on the original data set.

Keywords: Privacy preservation, Data sharing, Anonymization, Classification, Decision tree, Suppression.
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(Table-3): A comparison between I-diversity and t-closeness techniques
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