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A review of Content Adaptive Image Steganography

methods
Behnaz Abdollahi, Ahad Harati* and Amir Hossein Taherinia

Computer Engineering Department, Ferdowsi University of Mashhad, Mashhad, Iran

Abstract

Steganography is the art of transferring information through secret communication. The essential aim
of steganography is to minimize the distortion caused by embedding the secret message; so that the
image containing the message (stego) cannot be distinguished from the original image (cover), and the
existence of the hidden message cannot be detected.

The distortion in content-adaptive steganography depends on the local structure of the image. The
embedding changes into the areas with rich textures are less detectable than smooth areas, so the
textured areas have a higher modification priority. In this regard, three main steganography approaches
are proposed: model-based, cost-based, and adversarial. The model-based approach considers a
statistical model for the cover image and tries to preserve this model during the embedding process. The
cost-based one focuses on minimizing the distortion obtained from the sum of the heuristic costs of
modified pixels. The adversarial approach uses the competition between steganography and steganalysis
to improve the embedding performance.

In the first section of this paper, the concept of steganography and its history is expressed. Digital
steganography including three types of cover synthesis, selection, and modification is introduced in the
second section. The focus of this paper is on steganography based on the cover modification. The goal is
to estimate the best probability distribution of modifications, and embedding the message in the
estimated places is left to existing coding algorithms. In the third section, the problem of estimating the
probability distribution is formulated as an optimization problem with the aim of distortion
minimization. The distortion-based methods compute the probability distribution of embedding changes
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using a pre-defined distortion function. In the additive distortion function, the embedding changes are
assumed to be independent. Thus, the distortion function cannot capture interactions between changes
caused by embedding, and it leads the performance to suboptimality. In this regard, the non-additive
distortion functions are presented that consider the dependencies among the modification of adjacent
pixels. The distortion-based methods include two model-based and cost-based approaches are
introduced in the fourth section. Then, their most significant methods are reviewed in the fifth section.

Considering the competitive nature of steganography and steganalysis, a new steganography
approach is presented in the sixth section that takes advantage of adversarial learning to improve
secrecy. Adversarial learning includes two strategies: Generative adversarial networks (GANs) and
adversarial attacks. In the concept of steganography, the GAN-based strategy tries to train the
steganographic network against a steganalysis network. This is an iterative and dynamic game between
steganographic and steganalysis networks to reach the Nash equilibrium. Another strategy attempts to
simulate an adversarial attack and generate stego images that deceive the steganalysis network. The
adversarial-based steganography methods are reviewed in the seventh section.

In the eighth section, different methods are compared from various points of view. The results of this
study show that some techniques, such as smoothing the embedding changes, considering the
interactions between the changes, using side-informed information, and exploring adversarial networks,
can help to estimate the proper embedding probability map and improve performance and security. In
the ninth section, suggestions are stated that can be considered for future research. Finally, the
conclusion is expressed in the tenth section.

Keywords: Content-adaptive steganography, Steganalysis, Distortion minimization, Statistical model,
Adversarial learnin
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Figure 1: The process of steganography
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4 Additive Distortion

% None-Additive Distortion

® Least Significant Bit Matching
" Relative payload

8 bits per pixel (bpp)
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2 Generative adversarial networks
% Adversarial attack
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! Gibbs distribution
2 Principle of maximum entropy
3 Rate—distortion bound
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4 Complexity
5 Cost assignment

 Approximation to additive distortion
2 Majorization by bounding distortion
3 Clique
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8 side-information
7 precover
8 Least Significant Bit Replacement
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! Cost spreading rule

2 Entropy

8 Clustering rule

4 Residual

% Synchronizing modification directions rule
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6 Sub-optimality

! Least Significant Bit Matching
2 Syndrome-trellis codes
% Payload-distortion bound

4 Trellis

5 Check-parity matrix
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Figure 7: ADV-EMB model[58]
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Table 1: Detection error P of methods based on additive distortion [31]
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Table 2: Detection error P based on non-additive distortion with asymmetric embedding [39]

Payload (bpp)

- ™ e " ~ Method Steganalyzer
0.2374 0.2846 0.3267 0.3825 0.4482 Synch
0.2496 0.2885 0.3358 0.3841 0.4508 DeJoin2
0.2577 0.2963 0.3483 0.3945 0.4572 CMD SRM
0.2623 0.2987 0.3492 0.3875 0.4524 DeJoin4
0.2847 0.3279 0.3646 0.4112 0.4685 AsymMF4
0.2237 0.2546 0.2894 0.3313 0.3867 Synch
0.2258 0.2576 0.2957 0.3392 0.393 DeJoin2
0.2354 0.2672 0.3048 0.3473 0.4012 CMD maxSRMd2
0.2381 0.2713 0.3073 0.3407 0.3943 DeJoin4
0.2517 0.2844 0.3175 0.3581 0.4136 AsymMF4
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Table 3: Detection error Pg of MiPOD and GMRF methods and evaluation of the effect of synchronizing
the embedding changes in model based methods [37]

Payload (bpp)
Method | Steganalyzer
0.5 0.4 0.3 0.2 0.1 0.05
0.1821+0.0023 | 0.2218+0.0019 | 0.2723+0.0041 | 0.3274+0.0026 | 0.4051+0.0041 | 0.4511+0.0030 | MiPOD
SRM
0.1925+0.0028 | 0.2350+0.0035 | 0.2860+0.0043 | 0.3428+0.0038 | 0.4143+0.0036 | 0.4558+0.0024 | GMRF
0.1683+0.0037 | 0.2053+0.0028 | 0.2498+0.0034 | 0.3037+0.0028 | 0.3772+0.0028 | 0.4294+0.0037 | MiPOD
maxSRMd2
0.1595+0.0033 | 0.1949+0.0041 | 0.2467+0.0035 | 0.3078+0.0036 | 0.3830+0.0020 | 0.4361+0.0031 | GMRF U’ Jj
2
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Table 4: Detection error Pg of HILL, MiPOD, GMRF and SymMF methods (Investigating the effect of costs smoothing) [39]

Payload (bpp) Method | Steganalyzer
0.5 0.4 0.3 0.2 0.1 0.05
0.2018+0.0027 | 0.2450+0.0025 | 0.2975+0.0055 | 0.3582+0.0026 | 0.4330+0.0029 | 0.4704+0.0024
0.1910+0.0020 | 0.2362+0.0039 | 0.2811+0.0048 | 0.3417+0.0031 | 0.4139+0.0031 | 0.4549+0.0034 | MIPOD
SRM
0.2005+0.0023 | 0.2444+0.0033 | 0.2948+0.0020 | 0.3530+0.0031 | 0.4210+0.0042 | 0.4581+0.0027 | GMRF
0.2178+0.0029 | 0.2683+0.0025 | 0.3136+0.0042 | 0.3746+0.0031 | 0.4412+0.0035 | 0.4623+0.0041 | SymMF
0.1789+0.0033 | 0.2169+0.0018 | 0.2590+0.0029 | 0.3094+0.0029 | 0.3732+0.0045 | 0.4237+0.0019
0.1846+0.0029 | 0.2212+0.0023 | 0.2684+0.0026 | 0.3231+0.0036 | 0.3902+0.0028 | 0.4416+0.0030 | MiPOD
maxSRMd2
0.1780+0.0024 | 0.2201+0.0038 | 0.2684+0.0035 | 0.3240+0.0020 | 0.3958+0.0032 | 0.4445+0.0020 | GMRF
0.2052+0.0024 | 0.2349+0.0043 | 0.2714+0.0018 | 0.3207+0.0036 | 0.3881+0.0029 | 0.4722+0.0027 | SymMF
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Table 5: Evaluation of the effect of synchronizing the embedding changes and using the sided information [43]

Payload (bpp) Method |Steganalyzer
0.5 0.4 0.3 0.2 0.1
0.2115+0.0019 | 0.2552+0.0026 | 0.3063+0.0031 | 0.3678+0.0036 |0.4356+0.0022 HILL
0.2631+0.0027 | 0.3015+0.0034 | 0.3498+0.0023 | 0.4001+0.0032 |0.4548+0.0021| CMD-HILL
0.2833+0.0018 | 0.3338+0.0034 | 0.3893+0.0019 | 0.4351+0.0025 |0.4747+0.0012| SI-HILL SRM
0.3263+0.0026 | 0.3673+0.0027 | 0.4075+0.0024 | 0.4426+0.0022 |0.4742+0.0012| nmSI-HILL
0.2061+0.0013 | 0.2640+0.0033 | 0.2948+0.0033 | 0.3510+0.0021 |0.4206+0.0021| MiPOD
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0.2590+0.0025
0.2725+0.0033
0.3109+0.0025

0.2985+0.0025
0.3181+0.0029
0.3543+0.0033

0.3439+0.0030
0.3672+0.0028
0.3897+0.0022

0.3912+0.0022
0.4139+0.0031
0.4242+0.0015

0.4419+0.0026
0.4578+0.0023
0.4611+0.0017

CMD-MIPOD
SI-MIPOD
nmSI-MIPOD

0.1887+0.0023
0.2413+0.0025
0.2669+0.0035
0.3096+0.0026

0.2264+0.0015
0.2681+0.0016
0.3191+0.0022
0.3509+0.0029

0.2703+0.0030
0.3142+0.0030
0.3740+0.0020
0.3983+0.0032

0.3188+0.0030
0.3568+0.0030
0.4336+0.0019
0.4442+0.0033

0.3863+0.0014
0.4125+0.0030
0.4832+0.0031
0.4818+0.0020
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CMD-HILL
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0.3743+0.0017
0.3952+0.0023

0.3331+0.0019
0.3669+0.0016
0.4344+0.0024
0.4463+0.0034

0.4002+0.0018
0.4249+0.0023
0.4805+0.0021
0.4806+0.0022

MiPOD
CMD-MIPOD
SI-MIPOD
nmSI-MIPOD
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Table 6: Detection error Pg for MiPOD with HILL-based variance estimator and the original MiPOD estimator [73]

Payload (bpp)
Steganalyzer Method
0.4 0.3 0.2 0.1
0.2213 0.2678 0.3206 0.3937 maxSRMd2 HILL -inspired
0.2142 0.2552 0.3101 0.3800 maxSRMd2 MiPOD
0.1545 0.1870 0.2470 0.3390 SRNet
HILL -inspired
0.1420 0.1826 0.2354 0.3575 SCA -SRNet
0.1146 0.1553 0.2222 0.3213 SRNet
MiPOD
0.1106 0.1384 0.1961 0.2952 SCA -SRNet
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Table 8: Evaluation of the effect of using adversarial examples for both HILL and S-UNIWARD methods [52]

Payload (bpp)
Method Steganalyzer
04 0.3 0.2 0.1 0.05
0.195 0.25 0.32 0.42 0.45 S-UNIWARD
0.2 0.251 0.325 0.42 0.451 AEN-SUNIWARD
0.225 0.28 0.355 0.43 0.47 HILL SRM
0.226 0.29 0.36 0.43 0471 AEN-HILL
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