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Representing a method to identify and contrast with the
fraud which is created by robots for developing
websites’ traffic ranking

Zahra Abdi?, Mojtaba Mazoochi*? & MohammadAli Pourmina?
L3Faculty of Electrical and Computer Engineering, Islamic Azad University, Science and
Research Branch, Tehran, Iran
2Assistant Professor, ICT Research Institute, Tehran, Iran

Abstract

With the expansion of the Internet and the Web, communication and information gathering between
individual has distracted from its traditional form and into web sites. The World Wide Web also offers a
great opportunity for businesses to improve their relationship with the client and expand their
marketplace in online world. Businesses use a criterion called traffic ranking to determine their site's
popularity and visibility. Traffic ranking measures the amount of visitors to a site and based on these
statistics, allocates a ranking to the site. One of the most important challenges in the ranking is the
creation of fake traffic that generated by applications called robots. Robots are malicious software
components that used to generate spam, set up distributed denial of services attacks, fishing, identity
theft, removal of information and other illegal activities. there are already several ways to identify and
discover the robot. According to Doran et al., The identification methods are divided into two
categories: offline and real-time. The offline detection method is divided into three categories:
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Syntactical Log Analysis, Traffic Pattern Analysis, and Analytical Learning Techniques. The real-time
method is performed by the Turing test system. In this research, the identification of robots is done
through the offline method by analysis and processing of access logs to the web server and the use of
data mining techniques. In this method, first, the features of each session are extracted, then generally
these sessions are labeled with three conditions into two categories of human and robot. Finally, by using
data mining tool, web robots are detected. In all previous studies, the features are extracted from each
sessions, for example in first studies, Tan&Kumar extracted 25 features of sessions. After that
Bomhardt et al. used 34 features to identify the robots. In 2009 Stassopoulou et al. used 6 features that
was extracted from sessions and so on. But in this research, features are extracted from sessions of a
unique user. Experimental results show that the proposed method in this research, by discovering new
features and introducing a new condition in session labeling, improves the accuracy of identifying robots
and moreover, improves the ranking of web traffic from previous work.

Keywords: Traffic Ranking, Robot Detection, Session Labeling, Web Server Access Log, Data Mining
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(Table-3): Results of evaluation of classification accuracy
using previous features (first experiment)
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(Table-2): Introducing the data set
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(Table-5): Features ranking

A 5T

1 ErrordXXMean

2 Session Count

3 Start Epoch

4 ErrordXXRatioPer

5 Session.ID

6 Session Duration Total

7 User.ID

8 No Ref Link Ratio Per

9 Head Request Ratio Per
10 SessionSet.Error4dXXCount
11 SessionSet.Request Count
12 Html To Image Ratio Per
13 No Ref Link Count

14 HTML Request Count
15 Request Count

16 CSS Request Count

17 Head Request Count
18 Duration

19 Error4XXCount

20 Image Request Count
21 Session Duration Variance
22 CSS Request Ratio Per
23 Session Duration Mean
24 Depth Standard Deviation
25 PDF/PS Request Ratio Per
26 PDF/PS Request Count
27 Bytes Sent

28 Day

Oygod olpiny wux b Shy (0) Jsux
Jﬁ"\} U”‘ )\) 456)919ULQ.Q ..\J‘o\.\.w ua.?u.wo s_i:)).‘

O 2bo F ol VFee JLlu

Slawi B Sype mpes o 8 eniglAl
Rl Gl aS Liulesl ol o eolatwl 050 slo S
ol Sas YA 0ad g0 00y 5 4 Ol g Ll o
il 00 03,51 (F) Jgoz ,0 Lialesl 5l ol ol
b gabdiws <dd (25,1 5l Jolo @S :(F-Jgu)
(pgd Siulo31) (soluiin, Wiz sl 5519 51 oolicul

(Table-4): Results of evaluation of classification accuracy
using the proposed new features (second experiment)
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(Chart-1): Accuracy comparison chart between the first and
second experiments
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(Table-6): Results of Evaluating the Accuracy of

Classification Using a New Condition in Session Labeling
(Experiment 3)
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0978 0978 0979 = 4431 198048 bayes
(Train)
Naive
0978 0978 0978 1914 84854 bayes
(Test)
Bayes net
0978 0978 0979 4426 198053 P
0978 0978  0.979 1913 gages ~ Dayesnet
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