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A detection system for smart cities Using a neural
network and Sailfish Optimizer algorithm
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Abstract

“The Internet of Things” is an extensive network of intelligent objects that has a large number of objects
connected to the Internet. One of the applications of the IOT network is in smart cities. In smart cities,
all parts of the city, such as the transportation system, electricity network, health network, etc., are
interconnected with IOT support. One of the critical challenges of the IOT network is the occurrence of
attacks against this network, which causes the network services to be disrupted. Intrusion detection
systems are used to detect attacks on the IOT. The role of an IoT network intrusion detection system is
to analyze the network traffic, detect abnormal traffic, and send necessary warning to the firewall. One
of the methods of detecting attacks on the IOT and smart cities is to use machine learning methods such
as support vector machines(SVM). One method to reduce the error of the support vector machine in
detecting attacks on the IOT network and the smart city is to use feature selection methods and optimize
its parameters. By selecting the feature and optimizing the parameters of the support vector machine,
the attack detection error will be reduced. In this article, an intrusion detection method with an artificial
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neural network and a swordfish optimization algorithm is presented to detect attacks on the smart city.
The proposed method includes three different phases: data set balancing with game theory and GAN
network, feature selection with Sailfish Optimizer algorithm, and optimization of SVM parameters with
Archimedes optimization algorithm (AOA) algorithm. The role of a multilayer neural network in the
proposed method of evaluating feature vectors and the role of the support vector machine is to classify
network traffic into two categories: attack and normal. The evaluation and tests performed in MATLAB
software and on the NSL-KDD data set show that the accuracy, sensitivity, and precision of the
proposed method are 99.12%, 98.92%, and 98.96%, respectively, and the support vector machine with
Gaussian kernel seems to be more accurate. The results of the experiments showed that the proposed
method is more accurate than meta-heuristic algorithms, such as gray wolf optimization and genetic
algorithms in detecting attacks on the smart city.

Keywords: Internet of Things, Smart Cities, Intrusion Detection System, Machine Learning, Sailfish
Optimizer Algorithm, Feature Selection.
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(Figure-1):Increasing the number of smart objects between 2019 and 2030[16]
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(Figure-6): Classification of types of intrusion detection
systems [27]
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(Figure-5): The role of machine learning and deep learning

methods for Internet of Things traffic analysis[21]

Ly slaogys 45 09b o0 oaaliv (JSI ol 5
oy Gros 653k 5 Oeble ol bty b
bl s Goisel lp Sledlbl cnl g 0ogy aSls Sl
S5 el jo 0gh oo colitnl (egian (onae 802
MR SeSin by Jlop b ales diws )3 Wiy oo 4
YWY

Oldlao jg0-F-Y
S Sl (pgye b Jl8leS 38 asas dilels
LS alols b aSts Sy po ) gole e slacdled
» belel cagin olr WS gbebs
s Sty 5 Jgone Hob & Lot 2ol glaased
sbagts; b Slasst o by, oedle RT3k wile
A oo lid o) S 0gd so oolaiwl olew o ppd
sleaslols £ g0 4 ing ds25 asid glaaileles oS
e S R
ool g (e 398 arsiis Blele S gl oo
wiile o8z ledbl ool 1 1, anly ylie b olKzws
e 55 [TV o cyal 5 s calolis sla 155
Wosls by @Sed (e S9d ansis Alle Sy
Wosls  Jolodigayjoni g (owyiwd b aSh S e )

P 2l ¥V okl VFeF Jlo



b o)lfig),ﬂlgk,ema.i@)'l o3l bddasiigd (S yghs (Sl 95 yousuiss Ailolw S

3509) b lr dpdes plnl nlasd, e iagy
als ooliiwl pgec pwyiwd jo slroslddcgerma f (goloiiny
g &8 L 5l esleiinn 9,509, o5 ol (i (28 Sl
S o0 S e Sl by, plo a4 Cd (5 4 218

slezel LB 395 aseis Blelw 5,555, S [YO] o
Cewloads @l)l Gree Bauzn omas ASE 1 colaiul L
dga3 aseis Alble S drwg jo adllae ol S5b
¢lp DCNN ks 5l a5 caol olezel LB
Cszolezr S e ooliiul Al Sl Julodigas 10
30 dg85 auseis Llolw bolodcgarme Hlo> b (golpiin
DD0S  JISCX-IDS 2012 _ixy «pgas poymsd
@l ss e b, CICIDS2018 5 CICIDS2017
Sguge ;0 |y DONN 30 s lwdings Jow (oidu il lag]
w20 o LS 3985 i C8S ¢ o, Sles

L SDN 4 Ll ozl (gloailebs g 3lucyosl [Y5] 4o
Gt (650l p s JS0g> 3985 askis | eolaiul
3985 s Al S gl opl Cawloas &l
Adbogg A Sy bl 5 1) el xlawgs Sag
S o okt &bl S oo lpaiy LSTM
o> & wodige B Dol @ o> S g ales
iy Vo oSlee L) (2 dex g9 5 lulis )
S o2Bly Bolsacgesme g0 b (golpiiy Alele 0S8 e
& o, 8kes g oo ools 390! (INSDN) ¢ (ToN-IoT)
S des e L 028 @l cel a8 518 oLl 0 ge
S ez gl 5l g ilws anis o golgiiny &lalus
LAPES 5 oy APYD CBs S o s e o ples
ToN- soldacseme glp |, doyo AAF Cés 5 woyn 47
D)3l oo Cawdas ToT

GRU 5 LSTM &l s 35i5 ausets SLls [TV] ;o
o iy 3585 s ey el K5 b Gras
as o lis b byl casloass @l ToT  sbalaxe
5 LSTM &y cord oolpiiy 358 ey &lols
bls Bk 5l g wS e Wl i cds GRU
B0 1y odzmn g oS 5 Do LauiS

Sl bl o 3585 aseis &llw SO [YA] o
San Cwloads &Iyl Ol aseid Glp Baes orac
Sl Bros (orae 83 Joe Ko (b Gregh ) )
3 SMOTE oasle ola by, 5 Cuwl 3585 awis
osls Jolw pas 4 (Soww, lp PBola 5, 5a5gal
s cwloads colaiw! CICIDS 2017 solsacgazo o

B S
3 o3 Jle CICIDS 2017 (slaosloacgoss b Mos

ol VY olocanssl &)
GrSol Bl 38 asis bl S [VA] o
3988 oo Lorbuld sl (sfgimn st 3505, b oot

PFP 2l ¥ oL VFeF JLlo

jlwosly BoT-IoT 4 UNSW-NBIS .CICIDS-2017
3o ety Al ol i Lo ilel gl Caslons
2 e 585 G955 i (silangy slagis, eyl
el 5333 Sy Sl Al> 5

Sy SBEl Sk i Joe S [MV] e
Gl ceload )l Bree Sus® 6Tk p (S
ool ) A 398 el e S hegl
Gl Bres Cusk xSol 5 RFE S5y gl
Gegarmey) oolpiin S Lais dlle .S s
RFE (555 Sl (g, 5l eslanal b1y ba S5y e
Gay b edie sl Sy e onl 5o S o0 4V

3eslatul Loy eud eols swac &S 4RFE

Gl Liseel (gl CSE-CIC-IDS2018 solsacgerme
a3 oo Hlis 0,50 bl wloas solainl S9a5 aseis
)l Sy dine degamo ) Wi oo oletiny Joo &S
I, Blal sla Fhg 5l aojoolice sgas s bl
Je G 31 1y sadolit] slo Sy 5 a5 i
I, 3508 awsis Llolw o Slae b 0,5 oL 50l
Ao ol asil dles  ololis sl

Gl Sl Gree 6xSL Jae SO [YY] 0
Slp sl @l Al 3485 jasis slaskle
2 e NIDS Sy asllas ol ,o 3ok Lmdeds
ol e 6,50l Jae Sy 3l eolizal b (g loual
Slpidy wax by S S L LSTM
5 Ogs oo o0ld ol 0 die; g sle Sy as caloass
alolus opl 1yl oo Cews & CICIDS2017 3olsas gozee
Os Gl glabie 0 Wi Grizes
Osh GBSy » (e Jedoa 093 Lo (palacens)
ogd Jloe!l e

o dib Jolu s JSie > gl [FY] 0
Sazme (GpSaged 5l ASD dek amad lealels
ol e cwleads colaiw! Gaes (g50b g Weosls
bS5 50 Wosls sazme (6,5 iged (B9, o g
pae JSiw 2alS sln Gaee S0l Wit la o
SS9y 2 Golin Joe Casloads slpainy aald Jolw
sla,bxe 5l oolaw! L NSL-KDD Lo 8olodc oo
888 e Gl (0 @l e b))l <80
Blolor o )Sloe ooleidn by, (29990 sl
S e Sgate |) 9 At

b oS5 o)SllE Beae 650k 0,805, SO [VF] o
flal caloas @l S suas Al 3l (slacgerme
3 eolaal b Lal copnl slbalble 0 OMes il
RNN 5 GRU LSTM asle rac 5,50k slo o
Gl 3 eolainl b by Sg Sl ailoass oluliss
) 285 o led (S Fike xSl e



P e A 398 aseis dlle SO [Fe] o
Yazas] Gl il 5l eslawl b Gaes (500
LSLQOQ‘Q‘LCM ‘u,.,)b).‘w )‘ = Cawloads 43‘)‘
(Eoas  (GpSdiged 3,509, 3l eolaiul L Joleiel
ddlge Judowgas o 5l oolaswl b oslodcgome slo S5g
o sdee GBSl gileangy oSl Alsay
3o ol o Wgd s guaal Dugat-LSTM
Sed oo oolaiul oLl sl TON-IOT solods gozo
2 @lpiin Jae a5 amo e plis lajialesl b
Cewd Aoy AAYE cds 4 TON-IOT solods goza
Cewlodlds Er LQUT wLxA ) la‘,a L» u)l.o.?'
S 4 398 Al Ao ;0 Laiye Glo)S oy
W @) 25 SHly o by, (nl &5 aas e (LS
Ladl S g5le 51 395 (anseis glaaibel 51 Sy o @
ez olog Gk 3l 5 wls s (sol; sl
Wl was
Aoy slagsy, 5l 5 (S Pt slabg,
9 S| ed...?:.u u)'{-o.> UM”“' 9 6)_,..?0[.: )UBJL"’
Byl (S dlass]
Ul Gros x50k 5 oedtle 650k slahs,
Lbuus) L))‘ Ll ‘..\3)‘0 ‘) ol Moo ua.».?cma
Gilwdige 9 Sy bl wolsacgomme jo Jolu
S S0l sl e sla el
ol @ g Wlie ool po 330 35 atis sl
Gk 5 ae e il ALl S bl
o pae e &) lp st Al tle
Bed 5 63k 698 ) dek At sleosldasgere
61)4 G :\.L‘>)A 9 é}wLSA oolawl GAN (smas
oyl Gl Sy ol g Sdlg ol aelS
3 po Al e 0 s o colaiul aleo,l Sul o040
Sl ganaids 5 pasid glp olatiy Jlop il
Iy olein o p dle glo sl )by g oo colawl aslls
Sl g5loage aile saz laps )5Sl L ol o
AOA 5,551 5l solawl Lo ol o4 [FV] 7 oL,

adlas opl o cwloads &l Lal o) Al o
Sl lp N S0 CSlealad giluaigy SaSS
J:>o|) 05..»‘5@ oolaw! ool Lchbolisl; )| PP 6Lb<;ﬁ5
s 2 Olis (iludigy p e goloiing

5 woya> m> 636 Ll oy Ao g5l
L CJE I L U LIE W VS SR B INE Y
9 NSL-KDD EQ‘OA.CW 99 S9y ‘) QP 0”5) Lbk)“
Sl e, ol g SUsy e, oSl 51 ol el aST cuslosls

Lol s 3488 ausis yo

OMos (ausedd b b o g )1 9 50 :(1- o)
(Table-1): A Review of Related Works on Attack

2 Chaotic Honey Badger
3 Archimedes optimization algorithm

Detection
MR 9 ) oo
. _ Ly Sgete
oty S o
SrSs S5 Weds | S0 ozl e
(28] | bl L el Cal sles slaosls
B B 7 L5Ua> zr L}“‘a’lf - 3l
Random 4 ﬁ;z 5G:N)~,)5l565-'m S 9 >0y
(FP) 36 i
PRI "
“"“’Sf > == ol tals
evas AGPCA + ]
[29] (CNN) + Sl 63959 FRVE SR RV
=T W s
G 5500
b )
ST S5 ¢ ‘ujjj) » o RSt
_ Sl 3 H
[30] s ooy leang | 2779 i R
dysS Jes 55 S5 ;
- Sl 385 >3
u;).‘sul;u!sb;;sm B P Sl pas
311 2 Shy Pl | Gl Jo (S s
oS (Su98 (6,80l A5 o B>y Sloedgn
I il Yoy | SR
LSTM:asll oalddcgerne
sl Jolee
Sazme (6 S Aiged S Sl pas
B 5 ooldacgexs _
[33] S5k b laosls R s SR
) s ol o
G c Sloedgn
s5ob
e | e Sam
[34] « LSTM.GRU sl Y cds s L
ol axgi LB
RNN
JQLv.T rm.\c
ac g ooloac
5 s | ee . e £ Fo
S T I I Bl INCSPE RN
Geos CNN en (o
S el (ye
aliedien
Sogs 95 aseis JEC SRR
’ ..4- Slwdingy pas
[36] L SDN , e | <85 gam,048 N
oS (6,53 WSV ¢ 7R
s s o s GRU cdo .
il o s LSTM oS pae
[37] O I Gl B T ol e oMes
¢« GRUGL b ras | OOle> parieii ol
LSTM g ?
Sl gylodobie | oSl | e legslae
[38] Ohey b ass Sga> ;o Sl SMOTE 9,
SMOTE Cewl V0 Y Cowl s
oty ] S| e cds 2 S sk
B9 | 5 S5 ek | GA o 63 B oela
£ 2 c - GHP SR,
S Boe (5,50 ,PSO
b Geos 550k e B Jolss pae
[40] | g5l el o » Sk
azis] (o jlwdige o, AAYE ooldae goxe

! Corporate Hierarchy optimization (CHO)

P 2l ¥V okl VFeF Jlo



b o)lfig),ﬂlgk,gma.i@)'l o3l bddasiigd (S yghs (Sl 95 yousuiss Ailolw S

slbs a5 cul o] gile ol 51 Bas ol sole
Sed 0ol 22l SVM L (6 .80l Jow sanadl
5 eoigel diwd 90 4 de sloe S o aSll SIS (Y
Gl sl gl SBIS Sl g ead mends (ge )]
Sl slr g vebioe osliiul (eoleiiy B,
Do oo oolaiwl kfold=10 b ablite b, os,
Sl oleo,l wiy oS 5l colanul b oas 0,5 o (F
slge0)S Sl ) we o Shg 5 005 So
Ligd oo 03lituwl SVM (slas89,9 olgrcas o]
S5 A S bon b olity oy mtle @
L} UT LSLE} Bl 05*”(5" ool u,u)},o—l 45......4
ol 5o wgb e 518 Sl eesl sleesls 5l eolaiul
3 SVM Jow i glas eSS 4lp dd>ye
Ll xS gy S lseas AOA 65l
a5 ool o] Goa ogh e eolaal oL, wllee
Oy L SVM o a2 g s 255 wiile oyl
25 5 ilwaige AOA (s ISl 8
Golore 0 358 aseid Blele G (golpin s,
O D> axid ¢l g Gl Slaols de oulip e

b 6 glea L3 il S 5 STl a3 Ll s lao 8 S5

v

Seden do Lo )T 5 Ao 4Y 5 )ly S5

\J

GAN g, L osls dcgazas (g5l Jolas

A o ojlloy oy amd o J3 s apel, S daeS o

0903 5 Uhgel 4 4D SIS (pnns

v

S oo e 25, S5 oo s ol bas o 5 0

v

Sy i (o 80 J (Sl L5 s sy b sl

v

AOA 2,5l L SVM slo el )y (g3lware

v

g g0 03l SVM (559)9 (lsiey ainte Sy o

v

aidly 2540 SVM. Juto (o) 5 25!

Sandigh 5l yaeds 53 EBlos P Jolpo (V- JS2)

(Figure-7): Steps to detect attacks in smart cities

GAN g, L oolodcgasme (g5lw Jolaie ©

gf gs“’L“)‘ f°"“")9§’” )‘ solaul L do Lgl.lbo)f IO k;)’ﬁ ul?w\ .

PFP 2l ¥ oL VFeF JLlo

Gilwdings lp 51505l oYL Sawmy a5 el ol

L ol @mSob ol oSl 0gis ooliw! SVM (sl ol )b

mayedl sl el o ams i axgs LB ol

25T 4 S Sl Al e o ale )l (g5luarg

Oﬁw)Lsn aods

sl el giluagy B> 5 Shy bl A =
5,509, bokg 4 Saiedsn slapi oSl 4 5l e
2,08 (29,5 o

Corex el b ooleo)l  (Silaaige oSl
O J.s‘yksn Q—.’.‘))LM’ 9 @Loo)‘ Awd g 4 LQ&O‘)
Sozsiezr 9 Sl b SlsS] gerecan
Ly ~>L>3| u)|5.: slz.c Lv Lg)b).go).g‘.g
&l Bl slapi s 5l aleo )l w55l

Slcuip,S g Gilas w68l (glwang sl

ol dinge Dlo 8L sl (s i <85 sl s

SOy (5ig, -
S Al 4 e it glp ol b,
(Baos 5 250L (63b 5,95 Lb p 348 asis Gl
ol gy 10 el (pdile 6150l g (29,5 b9
@ aS 8pd 0 Al pasis slp i el A e i
O e
&b 6y 5l eolannl b aslls S8l g5l Jole ®
GAN "S. & .... .." ‘Sﬁf\)lﬂs
2ol w55 3l (S S 9 (219995 B S, &)
AOA s )5S §f oolizil b SVM (glo il (6 lodinge @
Ose3l sloigai b ol (s 5 358 Laets Al (S0

Ddox artis slp goledn Sy S cnl 5

9y 2ezolez Il )3 5 398 o0 (Byxe g Al ASD @

Lly, b ogd oo (5 anlol )0 5 06 o0 &3l solpiny
g 0018 udgl Jad e Yoles 4

SOl o9y Jo Iy
oyl a Dles (i gl ooleiian Shsy Sl
ools Lisles () U plae aiedse o8 5 Ll

ol ) 70 a4 aS Casloads

ol g ool adgs 5w g STl &Y o aslis S8l ()
GP9) 00 debee Jo)l ae slae S 6l SIS
395 anieis Blile K 2 s 05 o golgiin
313 oage ) 4 o

el 5 3k )95l esldasgame (3luJolaie sl (V
Ban g 090 o0 00laiwl GAN o (6,50l cmac

Lgad olawi ply e sladiged olaws a5 el )]



Oeetd ol T ylon golaw a5 0 (0
5..‘2.9 ASJ ‘5’15050 (_gl.ﬁ)‘\)).’ LJ"‘ )l [nL\S 9 03
ol golool 1 5931

oS 4y d9 8loaegazee 59 Ol 55N g (g on 2 ¢
D o el rals s eolsde gaxo 5 oads los!

sloy 5l plaS jo dws a4 coian guac AL (Y
D58 g0 00ld (el (T

5 objgel Al ye ;0 4l SIS anaid slas (A
S Sy Jlop ;o 50 eabobll She olaw
b oogdoo )18 samme YU ol ails ollas
g (Sloyrorn Sy slajle
AT 5 ange (S o i 4e 05 2 oS il
P oy Jhp oedle 699y (olgRalS sl
&S oo ooliin] a8l 4y SMe> aueis

AOA 3,6l 51 colaiwl L SVM sla zal )b (V)
D9dso 3luddnty

g c;)"ﬂ Soy bolewl b azdliogs SVM Jue (VY
Syl g0 4B IS4 IHlax mniis sl 5 el

odldac gozxo (6 jlw Jolro- V-V

oS widl o sl Sley colsacgame Sy Jolw pas

ab jl s dab il dab S sladiges slasws

UG ogi g0 cucl ooloacgasms Jolai pas .ally eS (sole

Dgds ools jmals dle g Gaos (650l sla Jow il

S9hi Lapmid Boldacgame (giluolaie gl b, S

Sl canl a1 eS8 58 ] e sladiges Slows aS

5 By sladigess bl p o (egiae sladises

Sl Jolate gl .l oolsacgaze 4 gyl o8 Saslsl

Gille GAN' 6,50k 5 (e 3k 655 5l Olsiis

[Y]0,5 oolaul (1) Ui

- -]

@af:; - /u'jb
-
e
" :
E o bdiges adgi 10 GAN (pig, o Sloc :(A- JST)
[FY]ooloas oo (53w Jolaio (5l

(Figure-9): The performance of the GAN technique in
generating synthetic samples for the balancing of the
dataset[42]

! Generative adversarial network (GAN)
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functions of feature selection from type of V and S [16]
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(Figure-13): Share of NSK-KDD dataset among other
intrusion detection dataset[22]
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(Table -2): Accuracy, sensitivity and accuracy index for different kernels
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(Figure-15): Evaluation of the index of accuracy, sensitivity and accuracy of the proposed method with different kernels
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(Figure-16): Comparison of the accuracy of the proposed method with three machine learning methods
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(Figure-17): Evaluation of the index of accuracy, sensitivity and accuracy of the proposed method with different kernels
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(Figure-18): Comparison of attack detection accuracy in the proposed method with feature selection methods
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(Figure-19): Comparison of the accuracy index of the proposed method with several deep learning methods
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