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Implementation of a countermeasure method against
DPA on McEliece Post Quantum Cryptosystem
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Abstract

In recent years, embedded systems have continuously gained importance. This ubiquity is accompanied
by an increased need for embedded security. Cryptography can address these security requirements.
Many symmetric and asymmetric algorithms, such as AES, DES, RSA, ElIGamal, and ECC, have been
implemented on embedded devices.

All frequently implemented public-key cryptosystems rely on the presumed hardness of either factoring
the product of two large primes (FP) or computing discrete logarithms (DLP). These two problems are
closely related. Therefore, solving these problems would have significant ramifications for classical
public-key cryptography and, consequently, for all embedded devices that utilize these algorithms.
Currently, both problems are believed to be computationally infeasible with a conventional computer.
However, a quantum computer capable of performing computations on a few thousand qubits could
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solve both problems using Shor's algorithm[1]. Although a quantum computer of this scale has not been
reported, it could become a reality within the next one to three decades. Consequently, the development
and cryptanalysis of alternative post-quantum cryptosystems are crucial. Post-quantum cryptosystems
refer to cryptosystems that are not susceptible to the critical security loss or complete compromise
caused by quantum computers.

One of the major security challenges is the development of quantum computers and the potential
compromise of current cryptosystems in the future. Therefore, it is essential to consider post-quantum
cryptosystem algorithms and the challenges of implementing and attacking them. Post-quantum
cryptosystems encompass various types, including hash-based cryptography, multivariate-quadratic-
equations cryptography, lattice-based cryptography, and code-based cryptography. In this study, our
focus is on the QC-MDPC McEliece code-based algorithm. Post-quantum public keys must be designed
to gain popularity in practice; they should be optimized for implementation and efficient in execution.
McEliece encryption and decryption do not require computationally expensive processing, making it
more suitable for implementation[2].

One of the implementation challenges for these algorithms is the large key length, which poses an
important issue for implementation on embedded systems. Additionally, countering side-channel attacks
caused by information leakage from hardware equipment is crucial. We have addressed this by reducing
the key length from 1200 bytes to 180 bytes, providing 80-bit security, and introducing a new method for
implementing the QC-MDPC McEliece cryptosystem. Differential power analysis attacks (DPA) exploit
the relationship between power consumption and intermediate data to recover the key. In this study, we
have used a masking technique for multiplication in the finite field in the syndrome computation part of
the decryption algorithm. We have implemented the Threshold Implementation (TI) masking
countermeasure for DPA to eliminate information leaks from the previous implementation.

Keywords: Post-Quantum Cryptosystem, DPA, McEliece, QC-MDPC Codes.
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(Algorithm-1): Key Generation of QC-MDPC McEliece

Input: Fixed system parameters n,r,w,ng, t
Output: private key K. , public key K1,

A: Choose a QC-MDPC code C capable of
correcting up to t errors

B: return Kgo. = H,Kpyp = G
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(Algorithm-2): Encryption of QC-MDPC McEliece

Input: Public key K, = G, messagem € FX
Output: Ciphertext ¢

A: Represent message m as binary string m of
length k

B: Choose a random error vector e of length n
with hamming weight < t

C:returnc = m - G + e
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(Algorithm-3): Decryption of QC-MDPC McEliece

Input: Ciphertext ¢ of length n, private key K., = H
Output: Message m

A: Obtain m - G from c using the decoding algorithm
Doc-mppc(c) for code €

B: misfirstk bitof m- G

C:returnm
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a = (ay,..,aq),b = (by,.., by)

¢ = (cg, ..., cq) such that Y& c; =

(§?=0 a,-). (Z?Lo bi)

Yiz07Vij =0

Fori=0tod

C; = aobi

For j=1tod

r; = random

Fori=0tod

C;= C; + (yi‘jrj + a]-bi)
return(cy, ..., cq)
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