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Feature Extraction of Computer Files Structure
by Statistical Analysis

Mayjid Vafaeijahan
Department of Computer, Islamic Azad University, Mashad, Iran

Abstract

Files are the most important sources of information presenting in various formats such as texts, audio, video, images,
web pages, etc. ...; (in-depth) analysis of files for the purpose of recognition and investigating their unique properties (or
characteristics) is one of the most significant issues in the field of personal security safety, information security, file-type
identification, codes structuration analysis etc.... Statistical analytic methodology of working on the binary files contents
based on the n-gram model has been opted for in the present paper in order to full investigate all different aspects of a
file’s range of characteristics. Moreover, to reduce down the calculations volume and the n-gram model peculiar to the
needed amount of memory, use has been made of word clustering. Later on analysis has been conducted on both files’
contents in two states of “blocking” and “full”: it is to be noted that in the “full” case such characteristics as Chi-square,
Auto-correlation, Weighted term frequency-Inverse document frequency (TF-IDF), Fractal dimension etc ... have been
brought under comprehensive study; while in the “blocking” case, other properties like the entropy rate, the distance,
etc ... have been delved into. The gained results indicate that the extracted characteristics in the first method could well
easily reflect the unique properties belonging to jpg, mp3, swf and html files; and in the second method, are able to
clearly well reflect doc, html and pdf files properties.

Keywords: n-gram model, word clustering, Canberra distance, entropy rate, Fractal dimension.
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(Figure-2): An Example of Data Correlation (Division of Main sequence into two subdivision with delay 3)

oS — olg (gl (B (339 9,10
Soew ‘sﬂgbé

oL 53 b oliad e a5 4alS 5y Coranl SIS 5ba,
s 50 a0lS (ol (e S5l 8 (S 109 g0 e
goliwl Slass (6,55 5 995 o 00l Bo3ly Slsl,8 aS
U UPERVER N TR NEUNSE N JE JPX SCSPIEN IPICIOX O
St aolS T was ) o UL gl 3 L slasds 3
Ol oS aalS (i 5 039 i o] o SlalS” L
PP (50 P g S
L Sparck lowgs a5 ool IDF a8l oSS TF-IDF
s Gilise slil 43 a5 (glodly 45 laiedion say] S
a gty il s 50S S i e a9l
abyl; & g0a TF-IDF SulS 20055 (59, [38]

TF — IDF =TF;j xlog(N /n;) ay)

§IDF o TF o 5 ol suwsylis alayl, oyl

RAION-Y I SO WE S JR FW IR P E O IT FUN LR
2,5 e, lagy

e gl sas nS e sbewl caus Sl IDF

50 aels SO slas, (Shglys ST el sbewl ol

SN 25 VPRV PR OX SR YE S VIR COWIP FIUIVOWE G OV g O

laie slicwl S0 5l i |y 89290 s andS ) a5 ol

J i 0 oly (Sllyd lacl Lag] acwlre (sly .0sS o

' Term Frequency (TF)
2 Document Frequency (DF)

Yo 2o fold v Jle

alolé-A-0

Go—miz> lad G o ahati 9o o alold 5l dlae ol jo
Lol 00 oolazul (Fhe SO lsicay
Sond g0 aloli-1-A-0

B dlme (5l o yis et S0 ScudySie alols
alols e . [25] conl Ltl 5l cd Sy ol llas 0

ol el L5 (10) alal 51 osbil b  SudsSoe

= A\/21n=o|Xi - Xi+1|}\ AR

el adlss slacel il ] g allis il i abaly ol 5o
imtee alold oL b alols ol LA =\ e a5 Sl
Loakols cpl il A =¥ ke a5 Jloj 09 oo aislics
A= jlake aS Slaj ogi oo atlis waddl alols ol
i alols b g ciiu> alols ol b alols ol il 00
[36] og oo aimlils 33

il alol-Y-A-0

O S SUSES (§ pow Egme S o | 5lS alold
45 {25] 0sS oo dummlima | Lol ) cci> G Sl

WDgu go iy 25

CA(i) = Z}?=0||Xj‘Xj+1| .

Xj[+[X 4]

alss olael il g dlos ol 1 akaly ol yo
[37]oib o



Jol5 alogs-Y-#

A ol jlath, S Ojgod Alg j» Sbg, (5o
Om Syl & 4elST S ey ol o g 0ph e i8S
@ by e Glavbree e 05d g0 iy pai 3 YOO U+
39 el ooy sl WlolS” (59, 5 2-gram 4 1-gram o
Slls Jlglp Sle 7o pla SRy By 2l
($B-gre 055l sl win g e a bae
n- Joo & bgwe 98w aje TF-IDF (( Siwanss>
3 el mlo aalsl jo cenl ouls zl5ul 0,8 9 gram
ol 00 )] Sg 2

3l oSl -Y-F

o SlelS (gl adgy 55 2 Sl Sk (V) S5O
Dl oo odnlie IS 4y axei b oaws o lad ) ool
Oglaie ;0S5 b caliee gladlgy [0 Dl Slol,d ol
Joj.gj.n doc ‘SLQMBJ )9 VY da.lS LY Jog.u.n J}o.uajgjod.‘

Gl yoo dedS 4
Feammcyoramese  recueyera i
L sl i IILHJH |||_.|.| ]

doc aigy (all

Frequency of aata nemt

Frequency of ata 1pg

Mumbarofte T number ormie

jpgass (s

Proquency of aata swt

Frequency of data mp3.

Numbar of fie Number of fie

mp3 abs (o swf algs (4

oold (pufleo :(¥— i)
(Figure-3): Mean of Data

Sl @ ladiged 51 o o Sleogas o) p jsliie &
(;,)-35 5‘5 4_3 . . . 4_;5-0_.‘ J—Q & - 2 . e 2 6&5}_‘5

abaly sloslaiwl L TF jlade e 098 oo dmmlone (Fjj)
[39] & oo Cawsas (V)

F,:j

TFij - max{F: tej}

QAD)

oS ooliwl slasi lon! ¢ IDF acilre sl Jdo uenas
o bl JS Slass 9 (nl-) A 1 oj|9 o\.\.ij.:f).g B

J}A)S ERYWLY) IDF ) W) ua?uwo (N) 4 goxo

IDF; = log (nﬁ) Of)

&L Julxi-#

oo oolaiwl by, 90 3l aig 5JUT gl allis ol yo
2 Jel Soh S Sjgod Al IS Ces ) e
Sl ol Sl b o g 5l (2 cogdi o0 a2 T LS
ol L (ploSsly ar adigy pod (B9, )3 9 Wsd oo dnlone
Sl o 5| kit sLa Shp 5 o s ol i

g oo gll adg

ols o L-V-F
oL 5l Lrsyl o s glaadigy Cople ooy jslatedy
pdf doc slace,d L a_ig asges YA+ Joli slosls
oL ol .l oo solawl « mp3 4 jpg sWI html

5=l kS © LS b olaadg Jols ool
3 Sbu—sgi (V) Jogdo ol ol Ko i ojlail aiy

o o3l a

o=l 50 09290 sladdss Calises glgil ojlasl g olows b ala

Ll 00l olisl.‘

0315 0L 10 9290 Glaade 4 bgr o Wlasivo (Y- Jgu)

(Table-2):Current files attributes in our data set

s || s sl 5eSke oS Lo lo peine

(byte) (byte) Lo (byte)
doc Y. YAEEY 0-0-YFA YEASE
pdf Y. AMYE] OY-YAIA V- FEAY
jpg Y. DAY+ AQ INARIAR) VeYALY
mp3 Y. AYYYAN FEEASE- VVFavs
html Y. VEYE-0 FaaayY FYYAY
swf Y. V£ VEY OFYEYSD YYSEY

¥ el folaiivan Jls




=

=

N
2
%
5
9
3
|
9
.-x
]
5
9
=
J:
3
9
2
L
3
o
9

N Syp Redl &S Jieo ;0 08 plale bbadg ple

5 swi g jpg 5l pdf slaaligy aS 0ad g0 atriv 393
i ploie i mp3

@QJJJT—T—T—?

4 bgpe oad dnle 9,51 polia Jloges (B) S
s e olii | aadyy Gilise glgil glp cub o olals
@ly el Slake dgdi e cdalive IS5 4z L
abgy ol e A L plp Goee Jpg 5 swi anp3 glaady
Loakal, j0 ablb e Soop A lade & glugi b 35 pdf
FLUYaL e Slleg b ‘55):.31 polde html glaaig
doc slaaly o4i o ounlic ‘uzen a,fGA 5,8
ablios 65 2ad Slyds Gl cnple 4 S

Loold Scwoddgs-Y-Y-F
sl sl g k alie polie gly bools  Siwoansys
polie () i ool oad Al Loy alixo
Lows g0 lis aligs 93,0 5l digad SG sl | (Snondg>
e 395 liee a5 39 o cdalie SO 4 4z
Slleg 5k =0) bpsb i3l bojpg ade oy
o3 Jl> 5 o8l Sblusi L himl 5 mp3 slaeiy,
500,55 S92l arg, I sWE g pdf glaads aiiun
Somod B e cpl oglle Wl e SULless
51 7S jog g pdf doc glaals ;o periee 5 pornSle
sleady Gl yo 1) (Siwly 5 QWS 0 26 g 0oy

55l iz
Joie Ty onl bl e Sy jskies
S0 wdlie J,.>L, 90 sl bosls  Siwansss
Soged (V) &
k=1 50 Gl adg o 5 dges 10 Staupasgs
J’QOGAUL‘"”‘)k =Y. 9
ol aS el (e oS abay (V) UKo 4 axg5 L
o mp3 html pdf doc slaais Wl o 274 Shs
doc glaais  plpoglle aas Hles K0S 511, swi

] 0 oy (GOmgo LQLAS

ol ol o> jpg 5l o974 mp3 g html

Yo 2o fold v Jle

5 (B j3ma) o (l) Sl g3 4 e Lniges
ol e Jle sl 2SBS0 ol 1) (goges H32xa) YOO
5 o il Gl e Sk S35 ol enls 2 e

! S 90 40 dOC 4.....»5.‘ 4..‘9.0.; x& L_g‘)'.' YOH

025 T
doc
pdf
htmi
ol L 2]
0. mp3
— swi -n~q-
&
2 1
8
B
g 0,15}
H
-
s
z —
-
E’ 0.1}
‘s
=
£
0.05
oo 3 3 9% >
E ] ]
['] 01 0.2 0. 06 07

4 5
The frequency of the word (0)

25a5) YOO g+ ladS 51y oy 90 40 Lodls Jlgly :(F- i)

(ol ool 510405 31 phidn ol Iy 30 Cowly Coouw UL
(Figure-4): Data frequency for words 0 to 255 in two

dimensions
| 0|
i |
s 13
g (i
| iy
doc akg, () pdf sy (o
html ass (7 jpgais (5

mp3 abg (o swif alg (5

i A Slels gl badg o901 (B JS)
(Figure-5): Files Entropy for 8 bits words

511 html g mp3 «doc glaais 45155@ 5> A «;)"5



| | ‘
™ ) | |
H i ! = | N
L || | 5.l | ) Wk
E. Iy r | / l
|

doc iy (Al

| |
Oy | AR
| i | i
L || LN | | ‘ {
html asg (7 Jpgass (o

- N ‘.\ |
B 1] |
il [l
I w ¥ 1

Number of fie

mp3 aig (o swif algs (4

aba glgl G- aay0 ug.a)i H(A- %)
(Figure-8): Chi square test of files type

TF-IDF a5 Li-8-Y—5
as 6Lb4.~uy Slows ubyub J.dea w‘ W) () )|o9,<..2
t_‘;‘)‘ ‘_g).u.usl} )49@ )‘ ol ‘alpu‘ l.bu] K9y » g_JL».wl.?ua
oolainl gom cotie SlalS 4y bgy o TF ol ools L
S92 g0 6[.%4.»)5_» 6‘)4 ul.».wl.?ua CJL».) (ﬂ) Jiu ] 00l
@ bg e TF pliee o jo pglad cpl o wes oo plis )
0)5.0 FONLY BM&ULM.\J UW BLE Am\)snul.m.i ‘) 4..»5.: uS.:
Joogw g 1 0 ogzge JuSy cnlply ool
ol 5, 5 S ooyl St S polal pl jo .l
G bl bz K, jaix e dul jao o lis
Slels” Jlglyd a5 ol Cllas ol bacmolias sl abw
G Sl GSG0E oSS 4 ddy C)i 40 dgzge i
).75..44 dwaJu u&yol.».w 4 JJLO.».A u.».m) Oy
w‘ ‘5:‘5‘)5 S 5 )Q L?’LQ ru.e > 3..\.».&:&01......4
LJ"‘ )ful.uu ‘QHLSA ol lie pdf ‘_gl.b:b.uy @ .Ioj.s),o

doc ais (!

‘Sample Auto Cormeiation of e Tbs

Auma Carrstation
I

mp3 aiy (o

swf dw-\j-\ (9

Jol o Y0 Gl babgy  Swaod 095 polio :(F- JSCo)
(Figure-6): Files autocorrelation with delay 25

¢ doc
I pdf
oty = himi 7
P
07 mp3
swi
06

Correlation for k=20
e
=

01 .
- 4+
P . Fidw « %
0 e *0 % Sapte
FoLT e
01 . L . ' . .
0.1 0 01 0.2 03 0.4 0.5 06 07 08 09

Correlation for k=1
k= 53l sllas am 9o y0 ool  SKiwmnd 395 :(V- i)
Yoo
(Figure-7): Data Autocorrelation with delay 1 and 20

SE-& 0 pgo)l-F-Y-#

il =gy 5031 (sl oadiarnlne polie (M) JSC
solie 3l bl lin Fedy lp el S0L SO OlS
5 a5 aigSles sl ool ad S i K cndaule
Sloaig lp sasliwmsa polie wul ssaliv b6 JSo
Fosl jo baiged i g Cawl S op bl a4y Coous swE
WS o BAL

¥ el folaiivan Jls




=

-

N
2
%
5
9
3
|
9
.-x
]
5
9
=
J:
3
9
2
L
3
o
9

/-J'
W

SLalS S gy e ol laddg plo b ala,
seie (V1) S8 & azg b wload all laads,
S99 LY ‘SOLQJ o)‘a.o.b html ‘_gl.md...uy ) as ‘35""’&"
Slyiee U5 cnl 5l &5 gl amg LB IS ) sl
S o ol aiis e 4 oy polae b glacol w3
(\’)J&«:w‘ 03 M)MBO)Qmw5Q6‘f

08H

08H mp3

07

08

The TF of the word (68)
o
a

" . L L
02 03 04 05 o
The TF of the word (6)

FSzsS JKB) A 95 OlalS Gl TF sl :()e— JSCi)

(Figure-10): TF Index for words 6 and 68

:" !

ST 5
T 'hi! .;,'I“‘l m’lﬂ || ] A’fwwut».mgﬂ‘w

badbe il glgil IDF ol :(1)- &)
(Figure-11): IDF index of various type of files

085w g i o=F-Y-F
S5 )l 0yuzmiy IS e Sle dloee Gl ey lie (pl o
oSl il 4 bgrye (58 @asl m-gram Joe 4 by
o ibe a5 el cnl (258 bril jo 0ediee drulxe

Yo 2o fold v Jle

Slady ;o bshd iz sery ol nplo 5l i
doc sleais 1o aiw) S, Ll )43 o gtz 4 i doc
Syt (B bohs ool pdf glaasg 3l o, L
ol aS v o lis 53 pdf g jpg swi slaalgy o
S ot blds g 0,0 aie; html glaady b akl, o
@lizee glaaiged o Ol pl Ll el by laws oW
bshs 55 ol KuSl j5,a cage 5 Wi (LS

doc LU (ar

html] ¢ (z

swf LU (5

mp3 Ll (s

Gl gbabe sl p TF oLl :(R- JSCB)
(Figure-9): TF Index for various type of files

sy cul Lasie (Vo) S5 4o oS wisSlen
@ azy b el oad plete Jpg ohiga pple 5l swE
Sads &5 mgdoe argie b ol oleiS ) nsad
lposlle wited pleie cumle 55 html g doc
Lwlaz mp3 5l 0 pdf slaads

E9 90 5l Ggai Yoo Gl IDF polae (VY) U o
el 00l ooly ylid LS SlalS g alite dlgy



Ertrony

Entony

probaiity
probabitty

swi Mj.’ (9

mp3 abg (o
Z-gram Joo 98w m 35lo o) g :(1Y'- JSC0)

(Figure-13): 2-gram stationary distribution histogram

Emtropy ot ttamenary emntunon ses Entropy or Stavensry stnbanon par

AL ¥
W | k|
wopa e
,, Wi
- ) - ||| & =5 &
e e
" 1. [

Number of fie

mp3 M}» (o swi A.M:y (9

2-gram g 1-gram Jow glp e<w b c:!’)*‘T H(VF- JSS8)
(Figure-14): Stationary distribution entropy for 1-gram and 2-
gram

polie L n-gram Juo dwlre glp dlie cpl o
Slles bl gl 8 4 azgi L baosls 55, 20 55,5
YA XYY e alol glls Jols 2-gram Jow Lesls (g9,
5 demlre laadyy 1o @ by o I8 G jle (S0l 2ol
ol 00l ools lid (VW) S o pl Sgcs & g0
Olyedr o ol el GsSe rapile dnsloe Sl g
O baye jloges (VF) IS0 sl oals aulxe (S
GiSu 5o ol &3l N-gram  Jas g8 58w &9 29,5]

obod g el S5065 )1 lal les 51 3o Lo 0y HlAS
A bl s K06 L el sl SO L ol

O iF ok plSyena (V) S2
cpgal opl 4 daxgi bl I-gram Jow gl ooelcawoay
O @ Beed w3k Celd 9d oe osalie
Calds cpl adl 0)ls 5929 bosls Slgly3 jloges 5 Laools
el 05 lws html glaaiigy b alal, o

‘satonay astriuton o e wos : Sutanary dntraan o bt
5 g
i, H
i [ b
I I
" ™ b srre = = i " Mumeororme . =

doc algy (all

Stavonary arnbutian of ilen hem

html ass, (z pgass (3
o
i
g' T

uuuuuuuuuuuu
Numger ot fie

mp3 aig (o swf algs (4

1-gram Jowo efaw (wd yilo 4 bgs po ol 45 goimand 1 (VY= JSC)

(Figure-12): 1-gram stationary distribution histogram

i Ststonay grsion of e doc. Stuionary dsibaion o P
am
are
......
or
am
o
2 Eoma
B o H
£ T
s} a
o004
oo I
" o "
R " ol
o E 0 i E =0 o E] 1000 1500 ET) =
state state

doc algy (al

Stationaey dsinbution o e himl 210

probability




=

-

N
2
%
5
9
3
|
9
.-x
]
5
9
=
J:
3
9
2
L
3
o
9

Feature of file :htmi

Feature

08 I L ‘

085

(] 500 1000 1500 2000 2500 3000 3500 4000 4500 5000
Block Number

html 4l g Gliko S eb 5l 5 (59 dwlomo : (15— JSCD)
(Figure-16): Feature of html file Blocks

Fractal Dimension of file :htmi

Fractal Dimension

o 10 20 0 40 5 6 70 80 90 100
Block Number

html alg SS9 259 &b Hloges :(\Y- JSo)
(Figure-17): Feature distribution of html file

Normal distribution of the data :html
180, T T

] Sampled feature Distribution|
— Fitting Norme! Distribution
160}

140}

120}

P(x)

S &8 @b L cmwbcn Jbog & e (VA=)
(Figure-18): Normal distribution of feature distribution
function

S lgioe sl 3 35 e 0> andB 4 4z L

5 0Sbe polie b Jlop qojp o a5l Jol> @95
S o ol e Gl plo (S o Jue asmie uil )l
Jhy @iF S 8 e 0 cadalre gla)loga

ol gt g Jloy 358 VA) IS 50 wols o sl
ol oaaline LB 3 e ddgy & bogy e

Yo 2o fold v Jle

Fractal Dimension r=1024

JUS 38 om-V-Y-%
=EFAYANOPMNY N - YF polie ol JUS5,8 aw
3,5 g S, Jolo polie 5l e (Cowl oalds ale
ol IS JUS )8 ey plsieas abgpe b ol g 00
shila JUS 18 sm 3l edwlcwwsds polie (VO) pgad .Coul
YO+ slp (oges Hooe) T=V oYY o (B j9re) T=FF

oo Gl 1) adgy 95 o 5l Aiges

©  doc

pdf
+  htmi
19 + g
mp3
swi
181
1.7}
v ¥ ? e
L = 4
o k.
16Fe $u R

14 L L L L L L
15 1.55 1.6 1.65 1.7 175 18

Fractal Dimension r=64

JSC) r=1+YF g r=5F I3l @ JUS 18 o polie :(10- JS0)
(Figure-15): Fractal dimension of r=64 and r=1024

ol a5 cel i WelS (10) pgad 4 axgi b

501, html g pdf doc slaaig Wiy oo o574 S

oS os slaalbgy-Y-F

Arple b plasSeh v dg ;e pes by 0
s Sy g n-gram & bg e Slowlrs 5 odd s
G955 Abold (JES b say 0553 €5 srmen it
S Sy Ko polhe e sl ool 55 g ]
g oo dpwle html abgy S sloSsh 4 S 4y by e
2 by Sy e §| Jolo mli (05) S
A2 o slis | html adgy G bS5l
Ol & bsiye gisi @l weals asgaze y2 ol Syin
( Sy dmle I w0 lis 1) ool acgesme
Sgise ) 15 3,50 adsy sl of & bgye ol S ge
2335 esalie |y adisy wsh @l lyioe ol aazsi b
ool lad L8 Jlwo algy a4 bgyre a8 &b (V) Ui



g 1 ]

doc algy (all

barmas aomr bt o the asts rems " Normal distribution of the cata )

jpgais (o

dimtition of e data swl

LA el

mp3 ady (o swi algy (4

29581 &5 @59 1(08- JS)
(Figure-19): Entropy rate Distribution

o doe

pdf
1 * htmi
= )
mp3
— sl
H
5 , 1
w .
2 0
5 5
Z o8 8%
2
g ‘e
-
@ 06 -]
B
o
5
E 0.4 "
& "
L AT +
n ‘-P' S
0.2 b A 3
A
b o T -
L 1 1 o
DU 0.5 1 15 25 <3

2
Entropy rate distribution (Mu)

By (29,01 &35 il 3 puSilao o lio 1(Ye— )
o 90 59
(Figure-20): Mean and variance of files entropy rates

9 ysl -Y-Y-$
e JolS aligy Sy (sl Sl poglle baadgy (9,5
5 ond dpsls o Adg ,» LSl sl il s
Sty 33 O b lite Jlob @ 5 el @y
Joaz 9 (V) U 50 Slawbrs cpl gl .ol ool 0051

Ll 00 solo ul.uu) )

4 0ud oy Jloyi @398 4 bgrye (bl 5 ele polie
9 < A0AYOLYF VY- -9 L Alp i 3
Sl e YAAYITYYAYY - AYFD

98 €5 )Y -5
oSl 4 by o bxl o o9yl 5 dmilre sl
» Degram 4 by e Slowlrs 5 0ol pandd S 5
Jlem! lsslainl canse > 0,5 pladl g3 0 & ja0
o5 a598 3l oolaul pgs > o gl sl o sl 8
oy aSil Jdo a bl jo 855 le 0oy 4 bog e
9 0355 S065 )l el (S Sols 2 4y bgsye 365 Lo
Jiz! o cuss Al asl aisly 68w a8
a LBJ)& C.:Lu (\O() Jg.w Ll ol solazwl g_;"j‘)s
) adgy £95 8 3l dgad darw oS 5 (29,5 55 dnslone
By &S Oeb co oddlive (V1) S 4 a>g L
sboads ly sl €5 Al sen b celie Jloy
S ol g0 amg BB OIS 51l Sglae calizee
html slaais sl oabianlxe ayjer ol Loy B
slaws html glaabg b alaly jo .caul Ko slaaiig b
&S siibee yho oyl F5 Gl Sl I ol
2 Oglge oY v B esls (Kl jiolS Coge
FS1 gpg 9 mp3 ¢ sW jeoren olaads, hitml U
yol ool aS aia ¥, 4 oo s-iﬁ)':"’] sl lbssl
$lr sl 25 b bosls Gl ly S crge
as 009.3 L;)...w...: ‘;u\...ﬂ).: 6‘)|\> pdf 9 dOC L;Lb@y

Beboe ddg 93 (nl 4 bape g8 (055 lges cge

sdaliawsay Jloj migh (milyls 5 oeSile polie
ol b ) e s sl el oa 03,51 (F) Jgu o
g 2 slp oadaralne (iljls 9 (eSole polie (S
odalice Bl (Vo) UKo ;0 a5 Conl odds )y dmy 90 )0

oL Hlews ples (Vo) IS0 0 4z gy JB SIS
Canl I 50 ool sl 1,00 & s html glaaisg,
s mp3 gpg Pdf laaisy jogaza; bads plo oS
At glolaz JB K0S 5l cSeway sWE

¥ el folaiivan Jls




=

=

N
2
%
5
9
3
|
9
.-x
]
5
9
=
J:
3
9
2
L
3
o
9

3 =
doc
paf
*  himi
25 3 g
mp3
swf n
-é- Tl Qo ¢
> 2 i
@ v
<
S
2
2 1.5 [y = A
5 2]
5 , 0 .
g =
2 1 5
=
w
0.5 > * * *
- - ‘a- -
Lk
i i

4 5 6
Entropy distribution (Mu)

badig 029,07 (il lg 9 (Sl 0o (VY= JSi)
99 o

(Figure-22): Mean and variance of Files entropy

-0 g0l -Y-Y-5
2 @i (95 Shy slp 0sd 53 Sllee b i
Ol 4 00 00ls Cond Jlo i @95 @b 5 SB-aye o33
, Slbre ol gl (VF) USs ol sud dewbre 33
wlacl ol (1als' g pslad juin o9 Sln w0000 Gl
)5 o580 sl po G-y 903l 4 bgrpe b |
Ol & borye Jloi misi 5 plS st (s sl 00l
3 dbgie Jbg aje slayslly cwl oud a4l
el 00 08591 (V) Jgo>

Lbld 5l Shs ool sle o lCawads s
Lgpe odnlcansay zls b gogo> b laady (gamaiws
mp3 sloade s 3,90 (pl 0 Gy el ply 29,50 4
g doc glaals &8 o )18 alws S o swi g jpg
ol ol as wiyls gy (SaSly ppbe 4 coed html
bools ol JS oeSiles Slaie gamlocSy ilidl wrge

] 00 ‘_ngMy )i.n) L) M

2L owyp sl B I b alie o el o
05l oully 9 eSlee loged cond glySel (S

o ‘) U' LJ‘?"(SA aS Sl ol oy S g O L;lfeﬁ
2,5 oonlie (VF) Ko

el azine 30 (V) U8 0 a5 G5 0kes
M 0SS 5l 29 4 html g pdf doc (slaaiy,

i (6 5lulas

Yo 2o fold v Jle

doc aig (!

strsaton of the st hems

Jpgase (o

bution of the data ‘sl

mp3 asg (o sWf alg (g

2951 29395 1(YV- JSi)
(Figure-21): Entropy Distribution

alne Sl Jol @558 WS Gl oo S5 4 4z i L
SosSe 4 swi g jpg mp3 sleads ly 9]
ol P S orl boalal) jo plgiee 5 00 S Siop
2955l polie ol I3 aiws SO o ) ady E9 N>
Sl oL Sl (SasSTy lils doc slaaig 4 by e
Jlr @i obly Gl g (oSl 28l crge oS
).o.a.».».l ‘533).»4] )‘J.M as Lmd.wj_v )JLMJ sl » G IRV
S a5 e B0 U OGY B3k o egiie polie
b alie G (b 51 ytin o9,50 jlade lyls oSl
5o Lodls (g5l 4 bgye ills 5 Sl S5 >
S 0 (o y (YY) wa 9O W g0
&S Cnl Lazie JolS ebas (YY) S0 @ a5 b
cr bl ool Cawdds 4z b alie html gladsg,
L adl wies plate o plo 51 55 0550 opl 5o (9,0l



wix)

12000

< doc
paf

*  html

.
mp3
swf

10000

8000

6000 ~

Chi-square distribution (Sigma)

& ' ' ® 1 '
0 2000 4000 6000 8000 10000 12000 14000 16000 18000
Chi-square distribution {Mu)

Wiy U250 39051 il sl 9 crfilao oo (YF- JSi)
o 9o
(Figure-24): Mean and variance of files Chi-square test

Mormal drstnbution of the gata dac Normal swtnuten of a data 5o
S Mo O Drrtanon 1 Samomd Mrmens rsres Crartascn
— Piling Homel Driien it o Gt

| ; o~

e - -3 2

doc alg (all

of e duts Dot

Jpgasy (o

Normal dstribution of the dats el

B ——
T Fitag it Gt

mp3 abg (o
SSodsSoe Alols & o8 (Y0 JSC5)
(figure-25): Minkowski Distance Distribution
Alols oS spbe aie (7F) JS5 4 a2y L
311 html gleads oe5a LSL o (SwdsSiin
el 2hlS badg plo bakal, jo Lol S oo lax ol

swf A.wy (5

Slas
JSKi 0 a5 aisS lea canberra alols b akal, o
C;Lm:\.wy O Joy}o C.)L».s Sl 0dls ool L)Lw.» )%y YY)

alols —F_Y_
\sanberra g A = ¥ ljla  SudgSie alols olis
SBJSE 53 sl oud dnle ilize (sladtys (sl
Sns & baye Jby @ig 5 el g (V) 5 (VO)
sl o o0l i il glaadigy (sl alols
Sladdg a5 D4 o oaalin (YO) poad 4 a5 b
5 JUS58 se 4 borye mls b alas swh g mp3 gpg
o3l 1o el eSilee polie 5 WS e L atas S
o pAf g doc slaaiigy alold x5e5 sl Foo e LY. e
Gl Lol il gyt SoSTyy glls aSiyl sz b
&g Ok orl oSl YO 4 Sep (ke
5l Gl)ls g 00g 5 )lsen cpple 5l html sladsg
24 by (6lls 5 xSl polie .l e 4 Soo 3
el o0l LY Jooz ,o JSs
Ol (SdgSie alold arule Sl i 2559 sl
5 dle aldsy ;2 ln lls 5 (eNle polie daSsl
B (YF) S j0 Jloges ol el 00l sy dmy 90 50

ol solie

Mormal @ tnson of e dats 591

Jpgaie (o

swi M}a (5

mp3 aig (o

SU-qmo @398 (VY- J58)
(Figure-23): Chi-Square Distribution

Yo ols P o,k 1¥A0 Jls




adols polie ol wlie K0 L swf 3 mp3 gpg

5 03¢ 52 U yao zi) yo doc gleads (gly \Vanberra
N S dadd B jho 3l 5o o5 pdf slasdy, L amlis 0

Bl

1\ : ‘-«.\ ] /’! .,\ S50 98 ,» 50 Ll il iy SaSly WS e
mp3 “‘J'Jee,. (e swf my G Sl oud @ly wojloz e 4 Suo 3 Waosls (Sl

html glaads SaSly, peai cpl 0 axg LB OIS
s alold a3 (VY- JS) s Jine 4>l 58 4 JolS j5boay o5 (5 5bas s
(Figure-27): Canberra Distance Distribution 5 5 ey 45 50055 b 5 sl Bilen ] o
PO ‘ _ A Camnd ool (il jlg alS coge ol puan a5 Sl
@ : O bgsye uibyly 5 mKilee polie sl ouls laadie plw
o . Ll oo & (Y) Jgaz o K5 o

20 ) § 3% E \Vanberra alold acwlxe Sl in #eog iy
_ gy by e sl pbly 5 oSl polie laSsl Gl

L IS8 50 Jloged ol sl 00l sy s 90 50 5 dlxe

Canberra Distance Distribution (Sigma)

Bl (L)l Ja=s ys Siiae sl sdauigs s laLw S 3a9 Zlsinl

L. 1 el saslie b8 (YA)
50 I;.
o : ;
100 200 300 400 500 600 700 200 200 1000
Canberra Distance Distribution (MU) 1400 e
> pdf
1200 : 2;"
o babg 156l alold (Wil Hlg 9 oSl wolio (TA- JSCS) £ g '
@ 1000 - T
); RETN) .§
(Figure-28): Mean and variance of Canberra Distance § o 1
é 600
a
ol &S canl aine JalS jebas (YA) UKo 4y a5 b £ oo

Ll e sladlgy SIS glaieds L g e

500 1000 1500 2000 2500 3000
Minkowski Distance Distribution (Mu)

N
-]
=]

< Fasci-V (S g5 abiold (il)lg 9 (aSilee ol (VP - S5
- o axs 90 50 laalg

LSL""‘-:‘ g O 254_., Azt LSL‘° u’j 99 9 u‘" 9;, Jloe Q—.’.‘ IS (Figure-26): Mean and variance of Files Minkowski Distance

odls (29990 Olgioe G)LJ Jedow 5l oolainl b slasbl,

S8 swyp 950 2-gram g l-gram Jow 5l eslai.l 4 -

e Sl S anadgs Sl eoliul b )] ypoglle b5 -

oads Olewbre g all Coge a5 sl il als m /i,,._,_,_‘__\\ ‘ //._\\
&5) g ! JJ5) 99 JALw od.w‘nl.?u‘ ‘5LQL5'~))" ] - eIttt e b =

Sl 4235 13 iolos] 590 Adg SO Slime S S doc sy, (Sl

uren ortne sama nem

odd oyl 5l b laSely 4 adgy p9o By, 5 9
Shom el B Sje bSsh 59, » s -
9 oy dbgrye ol S g g, (pl jo o Sy zl S P ! i
el 00 00l s u] @ Jloy aie S " )
Sl Shy &5 weo ol o oo s
P
U/) Slrogas aLlg oo (954 CendS By, 5d 00 gl

html ass (7 jpg ass (o

Yo 2o fold v Jle



5SS 5l pdf g html doc sbaals, wlgs oo (Solwa
95 3 eddgl il sla Shy oS5 L rlnle

ooty |y aldgy o 0B panie Sleogas (e )

Gmtd e (535UsS slo )5 0 gl 5l g o]

8,5 ooliiul gyl Es plolits g bais

1998 9 S

W B e slag I 5 4l o Slex 5 ceal p3U Lxil s

5 i slaptlbel plxl 5 lie SIS ol sl ]38 125

ST ol Wi (nl Gialng <ol Sl 00 005 @

Dl

onSao |y html g swf mp3 jpg sledie o84 paxis
Sie ok ol e a8 plee pple | swi
aSgyebay s lohg Coenl ool Sopposs
ol o eanddly) sladlg alds Q] 31 ool L Q‘?SLS"
08 S8 K085 5l 1 jpg sleady > 4 allis
N e ped by o el Al sl S
oSeie |y pdf g html doc slaaliyy Sluogas Jily o
Sgee @ sl 5 omis Jbe slp S
S pleise badlgy adS 51 (JelS jebay) |, html slaaiig,
Ip3 00 slofg Cuonl canberra alold lw cpl ;o

G5 s i sl Jlo g @598 prilily 3 (eibae polie (Y- Jgu)

(Table-3): Mean and variance various kind of features

&5 : . : ) SdsSia alold sl alols

iy 95 €5 95 JBS 3 o SB-gre 09! Lk
IRARAAARAR OAAVYVAZASY y,-vafag. - ¥ ZAYOVV-AAFD AR AN fee AV VAY el

Doe CAARVEAFAR R VAR AAY VY < YYOAFYTOYS 1,Y-29AAVFS . FAROOVYATY 1AY,VPYAYAD ol lg
VAR VPN PP v, yyaveyeg.af 1,0200Y0FYY . 5,39 AYAYPAA Yoo AAVYOPY YOY,A-AYAYY Ol

pdf -, 0FfFAaYYVY IBES A RARTAR} SAVEAVYYESY < 7farfrya- ¥ A Y EYVYE N ISR ARERARAY ob,lg
YAYV-2FANA (B2 ARVAR R VYYY-VE.FYA OYAY YO YAP YYva,novrava YYY,YAZYYAN el

pe S YYYEYatoary -,00%-PYVATY -, PAATAYSYS - YYOFAQOAPS Y)Y, - aFAF- YO, AFVAFYY okl
ABRINRRFANAS V.2VAQ- YV OOY 1LYV VANYYS) O,FAFFYYALS - YYOVAAYYY. YAZ AAQDY - Y el

Mp3 <Y YYAVY- -, FAVYAYA44vY ©, e PALNAVYY S YYYATAYAN S YOY,AQ908YF YE.N00fYYa- o=b,lg
S f-fAVA0-7 £APYAAAYHAY 2, AYYV.vavay £,497Y1F-2FA VAN, - VOYD Y-a,YVErveY. Oele

Himl < FAAAYFE P4 < 00VAVAFARA <, 7. 0YF-0A SPYYYIVEQL) e VEA-FVY VAV,0-YYAVY ol s
YAYVAAASQ-Y V,YYYay- AYYY V,YYAAQYV AR Y NAARARAVIRAS YYAY,f-AQVA YAV,A¥4-YAQ el

swi SIVEYYARY CARVAINZA 0 ANE YN0 O Y EARRYNRARTAY YA- N E-PYY. Fa,yvaves. ) ob,lg
8- Reference &= ypo—A

Computing and Engineering (IJSCE), vol. 2, no.
3, pp- 49-53, July 2012.

[6] 1. Yoo and U. Ultes-Nitsche, "Adaptive detection
of worms/viruses in firewalls," in International
Conference on Communication, Network, and
Information Security (ICCNIS), 2003.

[7] M. Eskandari and S. Hashemi, " A graph mining
approach for detecting unknown malwares,"
Journal of Visual Languages & Computing, vol.
23, no. 3, p. 154-162, June 2012.

[8] P.Phunchongharn, S. Pornnapa and T. Achalakul,
"File Type Classification for Adaptive Object File
System," in TENCON 2006. 2006 IEEE Region

10 Conference, King Mongkut's Univ. of Technol.,
Bangkok , 14-17 Nov. 2006.

[1] "Tube with a Memory Keeps Answer on File,"
Popular Science Magazine, p. 95, February 1950.
[2] J. H. Saltzer, "CTSS Technical Notes," 1995.

[3] S. M. Tabish, M. Z. Shafiq and M. Farooq,
"Malware detection using statistical analysis of
byte-level file content,” in ACM SIGKDD
Workshop on CyberSecurity and Intelligence
Informatics, New York, NY, USA, 2009.

[4] B. Jochheim, "On the Automatic Detection of
Embedded Malicious Binary Code using Signal
Processing ~ Techniques  Project  Report,”
Hamburg, October 17, 2012.

[5] K. Kaushal, P. Swadas and N. Prajapati,
"Metamorphic ~ Malware  Detection  Using
Statistical Analysis," International Journal of Soft

¥ el folaiivan Jls




=

Bl (L)l Ja=s ys Siiae sl sdauigs s laLw S 3a9 Zlsinl

=

»

e
U/’

Q

in Third International Workshop on Systematic
Approaches to Digital Forensic Engineering,
2008. SADFE '08. , Dept. of Comput. Sci., Utah
State Univ., Logan, UT , 22 May 2008.

[19] A. Kattan, E. Galv'an-L’opez, R. Poli and M.
O’Neill, "GP-Fileprints: File Types Detection
Using Genetic Programming," in EuroGP'10
Proceedings of the 13th European conference on
Genetic Progr-amming, Springer-Verlag Berlin,
Heidelberg, 2010.

[20] I. Ahmed, K.-s. Lhee, H. Shin and M. Hong,
"Content-based File-type Identification Using
Cosine Similarity and a Divide-and-Conquer
Approach," IETE Tech Rev , vol. 27, no. 6, pp.
465-77,2010.

[21] I. Ahmed, K.-s. Lhee, H. Shin and M. Hong,
"Fast File-type Identification,” in SAC '10
Proceedings of the 2010 ACM Symposium on
Applied Computing, ACM New York, NY, USA,
2010.

[22] S. Gopal, Y. Yang, K. Salomatin and J.
Carbonell, "Statistical Learning for File-Type
Identification," in IEEE, 10th International
Conference on  Machine Learning and
Applications, 18-21 Dec. 2011.

[23] G. A. Fink, Markov Models for Pattern, German
language, B.G. Teubner, 2003.

[24] M. Vafaei Jahan, Computer Modeling and
Simulation, Mashhad: Islamic Azad University —
Mashhad Branch Press, 2011.

[25] T. M. Cover and J. A. Thomas, Elements of
Information Theory, D. L. Schilling, Ed., Paris,
France: John Wiley & Sons, Inc., 1991.

[26] M. Zubair Shafiq, S. A. Khayam and M. Farooq,
"Embedded Malware Detection Using Markov n-
Grams," DIMVA Springer-Verlag Berlin Heidel-
berg , pp. 88-107, 2008.

[27] P. Shields, The Ergodic theory of discrete sample
paths, American Mathematical Society,Graduate
studies in mathematics, Vol. 13, 1996.

[28] J. Dagpunar, Simulation and Monte Carlo: With
applications in finance and MCMC, John Wiley
& Sons Ltd, 2007.

[29] M. Cencini, F. Cecconi and A. Vulpiani, Chaos:
From Simple Models to Complex Systems, World
Scientific Publishing, 2010.

Yo 2o fold v Jle

(9]

[12]

[14]

[17]

M. N. A. Khan, "Performance analysis of
Bayesian networks and neural networks in
classification of file system activities," computers
&security,vol. 31,p.391e401,2012.

W. C. Calhoun and D. Coles, "Predicting the
types of file fragments," digital investigation, vol.
5, pp. 14-20, 2008.

M. McDaniel and M. Heydari, "Content based file
type detection algorithms," in Proceedings of the
36th Annual Hawaii International Conference on
System Sciences (HICSS 2003), IEEE Computer
Society, Los Alamitos (2003), Washington, DC,
USA, 2003.

W.-J. Li, K. Wang, S. J. Stolfo and B. Herzog,
"Fileprints: Identifying File Types by n-gram
Analysis," in Proceedings of the 2005 IEEE,
Workshop on Information Assurance, United
States Military Academy, West Point, NY, 2005.

M. Karresand and N. Shahmehri, "Oscar — file
type identification of binary data in disk clusters
and ram pages," in Security and Privacy in
Dynamic Environments, Boston, Springer, 2006,
p. 413424,

M. Karresand and N. Shahmehri, "File Type
Identification of Data Fragments by Their Binary
Structure," in IEEE, Workshop on Information
Assurance , United States Military Academy,
West Point, NY, 2006.

G. Hall and W. Davis, "Sliding window
measurement for file type identification,"
Computer Forensics and Intrusion Analysis
Group, ManTech. Security and Mission
Assurance, Rexas, 2006.

R. Erbacher and J. Mulholland, "Identification
and Localization of Data Types within Large-
Scale File Systems," in In: SADFE 2007:
Proceedings of the Second International
Workshop on Systematic Approaches to Digital
Forensic Engineering, IEEE Computer Society,
Los Alamitos, Washington, DC, USA, 2007.

M. Amirani, M. Toorani and A. Beheshti, "A new
approach to content-based file type detection," in
IEEE  Symposium on  Computers and
Communications, 2008. ISCC 2008, Dept. of
Electr. Eng., Iran Univ. of Sci. & Technol.
(IUST), Tehran, 6-9 July 2008.

[18] S. J. Moody and R. F. Erbacher, "SADI —

Statistical Analysis for Data type Identification,"



FAYVA Jlo 53 ol (2g dazeo
JemamdlE B apie owgo,d olRidle
o oSl ol Gles g loas
Joite 0| (i 5 glae o iy 3
JeazdIE B AYA Loy 5 Jrass 4
O Jorde g oallul o] oBails jo e taSlons
Slypss alaie jo WWAT Jlo o b oad ole coJled
Slagod pole axly ollu! olyT ol&isls o 38le st
VWAL Jlo jo coliye 5 Sslo oo Juasd anlol a4 ) ye5
095 il eSSt e plaol Laileas Jascdle s
Coglae g agde ool ST olRails 8le i Sar il
5 Sl plasl dBle st cwdige ouSiils Lingh
el Jole ¢ 365 )L (g3lwJoe slaill; (giluanss

@L“’j L_gl.lbé;w RO 9 5§J| ua.anm.» fpo> Lgl.:aodb

) el e oltal AL, s

vafaeijahan@mshdiau.ac.ir

[30] C. Grinstead and J. Snell, Introduction to
probability, 2nd Edition ed., American
Mathematical Society, 1997.

[31] J. Hamilton, Time Series Analysis, New Jersey:
Princeton University Press, Princeton, 1994.

[32] J. Bassingthwaighte, L. Liebovitch and B. West,
Fractal Physiology, New York: The American
Physiological Society by Oxford University
Press, 1994.

[33] K. Falconer, Fractal geometry: Mathematical
Foundations and Applications, 2nd Edition ed.,
Wiley, 2003.

[34] D. Lai and M. Danca, "Fractal and statistical
analysis on digits of irrational numbers," Chaos,
Solitons and Fractals, vol. 36, p. 246252, 2008.

[35] H. Tang, J. Wang, J. Zhu, Q. Ao, J. Wang, B.
Yang and Y. Li, "Fractal dimension of pore-
structure of porous metal materials made by

stainless steel powder," Powder Technology 217,
p- 383-387,2012.

[36] S. Bandyopadhyay and S. Saha, Unsupervised
Classification: Similarity Measures, Classical and
Metaheuristic Approaches, and Applications,
New York Dordrecht London: Springer-Verlag
Berlin Heidelberg, 2013.

[37] E. Deza and M.-M. Deza, Dictionary of
Distances, = Amsterdam, The Netherlands:
Elsevier, First edition 2006.

[38] K. S. Jones, "A statistical interpretation of term
specificity and its application in retrieval,"
Journal of Documentation, vol. 28, no. 1, pp. 11-
21, 1972,2004.

[39] tf—idf, 2012. [Online]. Available: http://en.wikip-
edia.org/wiki/Tf%E2%80%931df.

[40] N. Ali, M. Price, and R. Yampolskiy, "BLN-
Gram-TF-ITF as a new Feature for Authorship
Identification," 2014

[41] J. D. Uszkoreit, A. Venugopal, and D. M. Bikel,
"Parsing rule generalization by n-gram span
clustering," ed: Google Patents, 2015

[42] H. Karimi, S. M. Hosseini, M. Vafaei Jahan, “On
the Combination of Self-Organized Systems to
Generate Pseudo-Random Numbers,” Information
Sciences, Volume 221, pp:371-388, 2013.

¥ el folaiivan Jls




