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Proposing a Meta-heuristic Model of Intrusion Detection
Using feature Selection Based on Improved Gray Wolf
Optimization and Random Forest

Shahriar Mohammadi*, Ahmad Khalatbari, Mehdi Babagoli

Faculty of Industry, Khwaja Nasiruddin Toosi University of Technology, Tehran, Iran

Abstract

Rapid development in the Internet and communications have been led to dramatic growth in computer
networks, network size, and data exchange; hence, this can pose harmful threats to the network.
Intrusion detection systems play an important role in Internet networks security, which protects the
privacy, integrity, and availability of the network by inspecting network traffic. Intrusion detection
models in the field of network security are predictive models that are used to predict malicious data in
networks and one of the most widely used models in intrusion detection systems is based on machine
learning. The imbalance between the accuracy of detection and false alarm rate is one of the most
important challenges in this regard. In this paper, meta-heuristic algorithms are used to increase
searchability and machine learning method as well, to increase computational power and classification.
Several evaluation models have been developed recently that can consider the merit of a feature subset
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instead of evaluating individual features. Stochastic nature and effective search capability of meta-

heuristic algorithms play an important role in solving the high dimensional problem. Therefore, in order

to detect intrusion and prevent it, an efficient model based on the gray wolf optimization is used to select

the most relevant feature and random forest used as an evaluator. Gray wolf optimization (GWO) is a

metaheuristic algorithm that inspired from hunting behavior of social hierarchy of grey wolves.

According to less randomness and varying numbers of individuals assigned in global and local searching

procedures, the GWO algorithm is easier to use and converges more rapidly and the superiority of this

algorithm among many metaheuristic algorithms has been proved in many researches. The binary
version of this algorithm is used for feature selection method. The procedure of proposed model is
described as follows.

1. NSL-KDD dataset is a benchmark dataset that is consists of normal and abnormal traffics. despite
the oldness, the NSL-KDD dataset is analyzed and used in many recent studies in order to evaluate
the effectiveness of the various classification algorithms in intrusion detections. In preprocessing
phase, the data normalization is conducted and the class labels are converted to normal and
abnormal (0 and 1).

2. Binary GWO is used to select best feature subset by exploring and exploiting the search space. The
high strength of GWO in finding the optimal feature subset has been originated from three member
of grey wolves’ pack: Alpha, beta and delta. The random forest technique is used as a classifier in
this model. The generated subsets are evaluated with random forest.

3. In order to increase the performance of GWO, an improved GWO (IGWO) is proposed. The
proposed IGWO is used genetic algorithm nature for making balance between exploitation and
exploration. In each iteration, alpha and beta are considered as parents and produced two
individuals (child) using uniform crossover. The individuals can add to papulation if they have a
good merit. The merit of all individuals is obtained using random forest classifier.

4. As shown in the result, the detection accuracy of the traditional and improved gray wolf method is
obtained 97.14% and 98.97%, respectively, which is outperformed other methods.

5.

Keywords:

Intrusion detection system, Feature Selection, improved Gray Wolf Optimization Algorithm, Random

Forest, Machine Learning
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Figure 7. comparison of proposed method and
methods in [25]

S lgi oo (VUSS [0 coddyly o)lge ulul
Slee d )3 (g Sl (g (Bolad S o 55l
@b s, ple acewd Fojlae 5 Como w28
P9y dlemd DS pl (Byb 5l ol ails (55
3,5 axg wib (Cmizead ] 03508 il Lo golgiinn
ol ool S5s VA L oSl Lo golpaias bg, 5o
ools degerme sl Sy 4o L SIRF Cb> 0 g
& Sl yel cpl a8 cal oo asle ((S5g FY)
25 O USE 5 ries Sl eoleidg gy w0
OGPy LB 5o eadanglie allie b5, ROC jloges
$ U b o] Aglie b 5 ol o ools Lt golpiiugs

AR VR RS\ OV | 2 Gy | W

<A0A | VO | -83-Y | 2 AAAY

« A4V a8l o gagy

039 (F) S & jguods (golgaiin g, ROC logas

o

ROC

0.9

0.8

0.7

0.6

0.5

True Positive Rate

0.4

03

02

01

0 01 02 03 04 05 08 o7 08 0.9 1
False Positive Rate

adloguy o9, ROC lages (- i)
Figure 6. Improved GWO roc curve

ohgy 5l edwlcasoa el Cwd opl o

P S b)) alie sladlis L 1) goloiin
ol [0 b Wlis ,o a5 5058 Lolul p Ll oo
59 Sl oals ooly lid (F) Jaux Ojg0a mls el
NSL-KDD cewliys 1 s opl ailen oals S8 Alie
3 S g Comel> Jdoay pl a5 ouds colai]
Sl il sad axg o] a4 b iegh 5l g lew
SVM  Solas K> Jolds by dlas jo oo g 5lwosly
o0l sty gulis g Cawl ool ju 9 SeitaxY (yguw )5,
BV (nyere Sl (S 0gdee o 5 Jgu o
falie 5 95Ls5 slagty; silwosly @2 o cnl Sl
SIS U ol b el saisjluosly sla i, canlis
Alie ol ;o a5 sitws ol c8s aile axs bl
el o ]| golpiing oS 5 S bl Sgn
Cal ALlgs S99 Sl gy WaS o0 i s
St 2 eadomyn Ggiegn ple 4 Cod

Al asls

Colpol b tagh ;500 b oot o8l anslin b
S5 L eoleig S A5 Al o lgie
Srte @bl el 5ol g Ll 6l

Alie gy dme Cobls <85 wb o 8,b 5l .ol azils




SBl cqz s)SllS slapi o8l e D08
Hlas oz w5l g b Shy dcgemen;
Ol e mls el suds eolaiul gues; jslaiea
b slosfll el el (Fhy ol o5 wisg alies
s (Joaxs glaig, b anslie o Jed LB oS
S 7S easalil g, jo aS el SI0LLS (rizren
Wad Bi> b Ty ddy g SBl b Ty as o O

Algige (Sis SBsl Vb olal b glacsls (sl el
Sorte bpmizmen Al FRe g oSSl
sl glojiue Sl S5 8l oS
oS e ol Sz (ales jo 5wl SRlS S

18 sdwlCewsdy LIS laie SRR 8 g oo

g Sl bt o5 (211 Sl ol o5
S ol g o Shes Cesn @ U al Sgnge
S 55 san] @yl gy WS e Shls oS
BN slapi Sl s 5l cwl g oS
5 ools ol zals cg o adl b skl sla o,
SN sl s Aoty Az slagslons

w9 ool b Sg Sl Cgx

5- Refrence &=l -0

[1] 1. Manzoor and N. Kumar, "A feature reduced
intrusion  detection system using ANN
classifier," Expert Systems with Applications,
vol. 88, pp. 249-257, 2017.

[2] A. Khraisat, I. Gondal, P. Vamplew, and J.
Kamruzzaman, "Survey of intrusion detection
systems: techniques, datasets and challenges,"”
Cybersecurity, vol. 2, no. 1, pp. 1-22, 2019.

[3] T.A. Alamiedy, M. Anbar, Z. N. Algattan, and
Q. M. Alzubi, "Anomaly-based intrusion
detection system using multi-objective grey
wolf optimisation algorithm,” Journal of
Ambient  Intelligence and  Humanized
Computing, pp. 1-22, 2019.

[4] E.-G. Talbi, "Machine learning into
metaheuristics: A survey and taxonomy of data-
driven metaheuristics," 2020.

[5] D. Molina, J. Poyatos, J. Del Ser, S. Garcia, A.
Hussain, and F. Herrera, "Comprehensive
Taxonomies of Nature-and  Bio-inspired
Optimization: Inspiration Versus Algorithmic
Behavior, Critical Analysis Recommendations,"
Cognitive Computation, vol. 12, no. 5, pp. 897-
939, 2020.

[6] X. Gao, C. Shan, C. Hu, Z. Niu, and Z. Liu, "An
adaptive ensemble machine learning model for
intrusion detection,” IEEE Access, vol. 7, pp.
82512-82521, 2019.

[71 J. M. Fossaceca, T. A. Mazzuchi, and S.
Sarkani, "MARK-ELM: Application of a novel
Multiple Kernel Learning framework for

5 LI Jlns oudoslsogegy so5l a5 ol dggiie SalS

o 42,2 45 0,5 4295 WLROC (sl loges ol 5o
b ccenl oo yige o5l (L)l il ;12 ROC Jlages 55
6ol ol S s e (A) Ui b (F) U &b
2 338 bl jslateas sl Jo8 JB oadoslssgay
5% oxdebnl hagh wix b soleidy (g, (0) Joo

el 00l aus i 05—°—> LRSS ‘L""’)

0.8
o
I
9] 0.6
=
=
S 04
[
2
[ 0.2
0
0 0.2 0.4 0.6 0.8 1
False positive rate
GMB SVM GWO RFMTR RF

[ZS]AJLM o9y ROC S 510900 dus Lo (A - i)
SOl 95 9

Figure 8. comparison of roc curve for proposed
method and [25]

Wiy pbw b (goladion o5l (b)) (& -J392)
Table 5. Evaluation of the proposed model
with other researches

) s
[vs] 02,08 9§ Sl S5 oS s @AY, ) cds
SVM
[\Y] Dynamic differential annealed e
optimizer [QAAZS)

052,950 (n e Olgreds 48 C o

[vv] o AYA+) 3o
=S 5 8l g v 650 g
DS R
oolgein ool (AAAY)

el 18595 5 YU ool 5l aSs el 0394l

WSt ol o e slagilly 5 Bl 5l (S
soor Sleoeoby i, el 398 anis
P9y Se U855 Gl 5o el eads L1 398 jaseds
Ll Goll y goleiiay N9, dente 5 goleiny 9‘:9‘}
5 oabalyl S0d anis Sz Al by 4 (S

0O 2l ) 5, VFeY JLlu



G33bas JSia 9 AiBLSgue S )5 Siwding 2 e S 99 LRI SaS &y g (ouskilis (5) LIS 9Tl S &SIl

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

Intelligence and Humanized Computing, vol.
12, no. 1, pp. 1249-1266, 2021.

R. Ahmadi, G. Ekbatanifard, and P. Bayat, "A
Modified Grey Wolf Optimizer Based Data
Clustering  Algorithm,”  Applied Atrtificial
Intelligence, vol. 35, no. 1, pp. 63-79, 2021.

A. N. Singh, J. Mrudula, R. Pandey, and S. Das,
"A Comparative Study of Four Genetic
Algorithm-Based Crossover Operators for
Solving Travelling Salesman Problem,” in
Intelligent Algorithms for Analysis and Control
of Dynamical Systems: Springer, 2021, pp. 33-
40.

G. S. Kushwah and V. Ranga, "Optimized
extreme learning machine for detecting DDoS
attacks in cloud computing,” Computers &
Security, p. 102260, 2021.

K. Singh, L. Kaur, and R. Maini, "Comparison
of Principle Component Analysis and Stacked
Autoencoder on NSL-KDD Dataset,” in
Computational Methods and Data Engineering:
Springer, 2021, pp. 223-241.

S. Gavel, A. S. Raghuvanshi, and S. Tiwari,
"Distributed intrusion detection scheme using
dual-axis dimensionality reduction for Internet
of things (loT),” The Journal of
Supercomputing, pp. 1-24, 2021.

M. C. Belavagi and B. Muniyal, "Performance
evaluation of supervised machine learning
algorithms for intrusion detection,” Procedia
Computer Science, vol. 89, pp. 117-123, 2016.
S. Shakya, "Modified Gray Wolf Feature
Selection and Machine Learning Classification
for Wireless Sensor Network Intrusion
Detection," 2021.

0. Almomani, "A Hybrid Model Using Bio-
Inspired Metaheuristic Algorithms for Network
Intrusion Detection System," CMC-
COMPUTERS MATERIALS & CONTINUA,
vol. 68, no. 1, pp. 409-429, 2021.

055 1250 S pae gaemmo 5l e
Ry ), wdige &5, o
5 ol 03,8 e Sl 5 galles
oBails (ole cta gae eiShen
S S esb illeal axlys

Ol sale 85 50 ol o saSitils wnledlbl (5 ,5lid

5o

o oliml ctegh sleaie) 9 (5 luiils

cHloy (2liSie, 5 ) Km, (S Sl Ol

ol L), ol

Email: Mohammadi@kntu.ac.ir

AR VR RS\ OV | 2 Gy | W

(8]

(9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

(18]

[19]

improving the robustness of Network Intrusion
Detection," Expert Systems with Applications,
vol. 42, no. 8, pp. 4062-4080, 2015.

K. M. Prasad, A. R. M. Reddy, and K. V. Rao,
"BIFAD: Bio-inspired anomaly based HTTP-
flood attack detection,” Wireless Personal
Communications, vol. 97, no. 1, pp. 281-308,
2017.

A. A. Aburomman and M. B. I. Reaz, "A novel
SVM-KNN-PSO ensemble method for intrusion
detection system," Applied Soft Computing,
vol. 38, pp. 360-372, 2016.

D. Arivudainambi, V. K. KA, and S. S.
Chakkaravarthy, "LION IDS: A meta-heuristics
approach to detect DDoS attacks against
Software-Defined Networks," Neural
Computing and Applications, vol. 31, no. 5, pp.
1491-1501, 2019.

S. Velliangiri and H. M. Pandey, "Fuzzy-
Taylor-elephant herd optimization inspired
Deep Belief Network for DDoS attack detection
and  comparison  with  state-of-the-arts
algorithms,” Future Generation Computer
Systems, vol. 110, pp. 80-90, 2020.

A. J. Wilson and S. Giriprasad, "A Feature
Selection Algorithm for Intrusion Detection
System Based On New Meta-Heuristic
Optimization," Journal of Soft Computing and
Engineering Applications, vol. 1, no. 1, 2020.

T. Khorram and N. A. Baykan, "Feature
selection in network intrusion detection using
metaheuristic algorithms," International Journal
of Advanced Research, Ideas and Innovations in
Technology, vol. 4, no. 4, 2018.

Q. Al-Tashi, S. J. Abdulkadir, H. M. Rais, S.
Mirjalili, and H. Alhussian, "Approaches to
multi-objective feature selection: A systematic
literature review," IEEE Access, vol. 8, pp.
125076-125096, 2020.

J. Cai, J. Luo, S. Wang, and S. Yang, "Feature
selection in  machine learning: A new
perspective,” Neurocomputing, vol. 300, pp. 70-
79, 2018.

M. Di Mauro, G. Galatro, G. Fortino, and A.
Liotta, "Supervised feature selection techniques
in network intrusion detection: A critical
review," Engineering Applications of Artificial
Intelligence, vol. 101, p. 104216, 2021.

R. Purushothaman, S. Rajagopalan, and G.
Dhandapani,  "Hybridizing  Gray = Wolf
Optimization (GWO) with  Grasshopper
Optimization Algorithm (GOA) for text feature
selection and clustering,” Applied Soft
Computing, vol. 96, p. 106651, 2020.

E. Emary, H. M. Zawbaa, and C. Grosan,
"Experienced gray wolf optimization through
reinforcement learning and neural networks,"
IEEE transactions on neural networks and
learning systems, vol. 29, no. 3, pp. 681-694,
2017.

A. Thakkar and R. Lohiya, "Attack
classification using feature selection techniques:
a comparative study,” Journal of Ambient



2.._>5.o—|u....|.> ‘5,.,.,4.L> > S|
Basls  wd)l  wbd)l5 as,
LD, 5o gwsb pillal azles
G5 ledbl (gysld wiges
Ml el 5 (5909555 Gy s8I Ll ot

sl Ll s

Email: Khalatbary@gmail.com

SlSs semiil (LU g
ok pdlpal axlgs ol
Sl jo amg)l g oRuils 5l
olis e slawiul dages 1 093 eSS sy
DAl 3 olinl oieet die) (Cewlos,S oolatul
Sl sglSo0ls 5 (5,001 ,3
bl &bl Slas

Email: Mehdi.babagoli@email.kntu.ac.ir

0O 2l ) 5, VFeY JLlu



