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Reverse Engineering of Network Software Binary Codes
for Identification of Syntax and Semantics
of Protocol Messages

Nayereh Momenian*! & Behrouz Tork Ladani?
"Malek-Ashtar University of Technology, Tehran, Iran
2Department of Computer Engineering, Engineering Faculty, Isfahan University,
[stahan, Iran

Abstract

Reverse engineering of network applications especially from the security point of view is of high importance
and interest. Many network applications use proprietary protocols which specifications are not publicly
available. Reverse engineering of such applications could provide us with vital information to understand
their embedded unknown protocols. This could facilitate many tasks including deep protocol inspection in
next gencration firewalls and analysis of suspicious binary codes .

The goal of protocol reverse engineering is to extract the protocol format and the protocol state machine.

The protocol format describes the structure of all messages in protocol and the protocol statc machine
describes the sequence of messages that the protocol accept. Recently, there has been rising interest in
automatic protocol reverse engineering. These works are divided into activitics that cxtract protocol format
and activitics that extract protocol statc machine. They can also be divided into those uses as input network
traffic and those uses as input program implements the protocol. However, although there are some researches
in this field, they mostly focused on extracting syntactic structure of the protocol messages.
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In this paper, some new techniques are presented to improve extracting the format (both the syntax and
semantics) of protocol messages via reverse engineering of binary codes of network applications. To do the
research, an integration of dynamic and static binary code analysis are used. The field extraction approach
first detects length fields and separators and then by applying rules based on compiler principles locates all
the fields in the messages. The semantic extraction approach is based on the semantic information available
in the program implements of the protocol and also information exists in the environment of the program.

For evaluating the proposed approach, four different network applications including DNS, eDonkey,
Modbus, and STUN were analyzed. Experimental results show that the proposed techniques not only could
extract more complete syntactic structure of messages than similar works, but also it could extract a set of
advantageous semantic information about the protocol messages that are not achievable in previous works.

Keywords: Reverse engineering, Protocol format extraction, Semantic information.
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Algorithm 1
Input: 8, F
Output: F
Begin
1: C < Set of instructions € & that are used to
convert byte data type to another data type
[or tainted bytes.

2: do<o¢

3: for each list Isti e C

4: d_o < offset of tainted bytes that
arc uscd as destination operand in
all instructions of Ist;

5: Create_Field (d_o)

6: Update F
End
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Algorithm 3

Input: 8, F

Output: F
1: Begin
2: f < ¢ /[temporary set of fragments
3: doe<d¢
4: S0« ¢

@ < Set of evaluation instructions € 8,
oH those evaluate tainted bytes.
6: for each instruction ins; € ¢

s_o < offset of tainted bytes
7 that are used as source
operand of ins;
8: d_o « offsct of tainted bytes
9: that arc uscd as destination

10:  operand of ins;

11: f < f U create_fragment (s_o)
12: If so+do
f < f U create_fragment
(d_o)
map_to_field (f)
Update F
End
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Algorithm 2
Input: 6, F
Output: F
Begin
1:  a < Setof instructions € 0 that are used
to move tainted bytes to arrays

& S_0 « ¢b //temporary list of offscts of
tainted bytes that are used as source
operand of an instruction

i: for each list Isti €

' s_o « offset of tainted bytes
that are used as source operands

5. in all instructions of Ist;

% Create_Field (s_o0)

Update F
End
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C: { [shl SOx8(TO0),%ebx(T1,0)
add %ebx(T1,0),%eax(T1,1)] }
oolatl o) g2us dalis Aig e olsieds a5 lacol ool
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« :{ [ mov %edx,(Yoeax):

R@edx (T1,7,8,9,10), M@0x12d964 (T0);

// R shows Register name and M shows Memory

address.

mov %edx,0x4(%eax):

R@eax(T1,11,12,13,14), M@0x12d968 (T0);

mov %edx,0x8(%eax):

R@eax (T1,15,16,17,18), M@0x12d96c (TO);

mov %ecx,0xc(%eax):

R@ecx(T1,19,20,21,22), M@0x12d970 (T0);]}
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@ :{ cmp SO0x3,%eax: [@0x3(T0),R@eax(T1,6);

//T shows immediate value}
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Algorithm 4

Input: 6, F
Output: F
Begin
1: A « Set of logical and arithmetic
instructions € 6 \ (¢ U C), that process
2: tainted bytes.
3: for each instruction ins; € A
5_o < offsel of tainted bytes that
are used as source operand of ins;
d_o « offset of tainted bytes that
are used as destination operand of ins;
f < f U create fragment (s_o)
if s.o#d_o
f < f U create_fragment

=

R

(d_o)
map_to_ficld (f)
Update F

End
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Algorithm 5
Input: 6, F
Output: F
Begin
1: Y « Set of movement instructions € 6 \

a, that transfer tainted bytes.

2: for each instruction ins; € W
3: s5_o « offsct of taintcd bytcs that
4: are used as source operand of ins;
5: f < f U create_fragment (s_o)
6: if so+do
7 f « f U create_fragment
(d_o)
F < F U map_to_field (f)
End
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Algorithm 6- Type Field Detection

Input: 6,d, F
/I 8: Set of all instructions in execution trace.
/I d: Set of all instructions of disassembled
code.
/I F: a field of message
11 Output: Result, e
/I Result identifies that the field is type or not.
/1 e: sct of enumeration valucs of type ficld
begin
@ < set of all evaluation instructions € 8, that
cvaluatc For part of it.
T « temporary set of evaluation instructions
6:  finc « temporary sct of instructions
for cach instruction ins; € @

7: if ins; comparcs the cquality or incquality
8: of F with a constant value K:
e e U{K}

9: //add constant value to e
func « find_function_ins (D, ins;)
T « set of evaluation instructions €
func that cvaluate For part of it.

P

1: for each instruction inst € T
12: if inst, compares the equality
13: o inequality of F with a constant value K’ and
14: K #; KI .

5: ’
15: Resull « yes
16:

e— e Uk'!}
if Result is yes:
return Result,e
else
return Result < no
end
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R@cax(T1,4,5),M@0x59£264(T0);

mov %eax,%ebx:

R@eax(T1,4), R@ebx(TO);

mov %ecx,%ebx

R@ecx(T1,4,5), R@ebx(T0);}
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Algorithm 7- Semantic Field Inference
Input: 6, D, ¢
//8: Set of all instructions in execution trace
//D: Dominator Tree that is produced from
control flow graph of the program.
/l¢@: Set of all evaluation instructions € 8, that
. evaluate tainted bytes.
1: output: d
% //3: Set of semantic relations between fields
and strings
3: .
4: begin .
5: /' x,¥: nodes in D
6: for each instruction ins; € ¢
) S<@: sct of 2-tuples <string,
nstruction>
7. f < @ : temporary set of fields
8: F <« the field that ins; evaluates it.
9 x « find_node (ins; D)
10: S < depth_first_scarch_strings(D, x)
11: //search by slarting from node x in
12: dominator trec
13: for each string S.string € §
14: y « find_node(S.instruction, D)
15: if semantic_relation (x, y) = true
J« a3V {S.string  F}
f <
compound_condition(ins;)
if f#0
for each field fi € f
0 « 0 U {string; > F}
return 0
end
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Wireshark Result Dispatcher Result Our Result
Transaction ID
“Msg—> flags” - Type:0x0100: query
Flags Other types: iquery, notify, update, unknown opcode
Questions: 1
Answer PRS: 0
Authority PRS: 0
Additional PRS: 0
Labcl length: 3 Length Length:3

Label name: www Name: www

Name: www

Label length: 6 Length

Length:6

Label name: google Name: google

Name: google

Labcl length:3 Length Length:3

Label name: com Name: com Name: com
Scparator Scparator Separator
Type: 0x1

Typec: A (Host addrcss)

Other types: 0xff,0x8001,0x2b,0x2e,0x30, 0x18

Class: IN(0x0001)

“Class”. Warning message:
messagc class could not be determined

Query ply —DNS |G ,_;».LLo)‘T LS (P - )
(Figure-4): Experimental Results for the DNS Query message.

Wireshark’s result

Dispatcher’s result

QOur results

Protocol: cDonkey(0xc3)

Type: 0xE3
Other Types: 0xCS5, 0xD4

Third Paramctcer of

Message length RtlAllocatcHcap function: size Longth
Type:0x34
Message Type: ServerMsgop-Server Status
Server Status (0x34) Other Types:
0x35-0x38-0x40-0x42-0x44
Users

Number of Users:1

(subitem of a list in emulc GUI)

Number of files: O

Files
(subitem of a list in cmule GUI)

Server Status Ly —eDonkey JS5g, siloj! s :(d- Jb)
(Figurc-5): Expcrimental Results for the eDonkey Server Status message.

3 9
Wireshark’s result Dls?::z;‘ter s Our results
Type: 0xE4 (kad packet)
Protocol: Kademlia(OxE4) keyword Other Types: 0xC5 (cmule packet), 0xD4,

0xES5, 0xB2, 0xA3

Message Type:
KADEMLIA2 REQ (0x21)

Typc:
KADEMLIA2 REQ (0x21)

Request Type:
Find node (0x0b)

Type- Message :
Notc: reccived wrong type
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