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Feature Extraction to Identify Network Traffic with
Considcring Packct Loss Effccts

Mohammadreza Gandomi” & Ilamid Tlassanpour
liaculty of Computer I'ngincering and 1T, Shahrood University of Technology, Shahrood, Tran.

Abstract

‘Lherce are huge pelitions of network traflic coming Lrom various applications on Intcrnct. In dealing with this
volume of network trallie, network management plays a crucial rule. Trallic elassilication is a basic technique
which is used by Tnternet service providers (TSP) to manage network resources and to guarantee Tnternet
security. In addition, growing bandwidth usage, at onc hand, and limited physical capacity of communication
lincs, at the other hand, lead providers 1o improve utilication qualily of nctwork resources. In [fact,
classilication or identilication of network is a critical task in network processing [or traflic management,
anomaly detection, and also to improve network quality-of-service (QoS). Port and payload hased methods
are two classical techniques which are applicable under traditional network conditions. However, many
Internet applications use dynamic port numbers tor communications, which Icad to difficultics in identifying
trallic using pori numbers. Also many applications encrypt the data belore (ransmitting to avoid delection.
Therclore, payload-basced techniques arc incllicient for these trallics. In recent years, statistical featurc-based
traffic flow identification methods (STFIM) have attracted the interest of many researchers. The most
important part of a STFTM is the selection of efficient statistical features.
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Preliminary analysis shows that the problem of packet loss in data transmission is onc of the major
challenges in employing STFIM for network traftic identification. This affects the statistical characteristics of
packets, such as the time interval between sending sucecssive application packets, and in somc cascs
significantly reduces the accuracy of traffic identification, The main goal of this paper is to examine the effects
of packet loss on statistical features, and therefore the accuracy of identifying applications, as well as
extracting appropriate features to overcome these cffects. IFor this purpesc, the behavior of four scatistical
features, including the packet size, the time interval between sending and receiving packets, the duration of
the flows and the rale ol sending packets, are invesiigated; (hen applications trafllics arc identilicd via
considering characteristics of their distribution.

We collected a database ol network trallic low Irom seven applications with difTerent rates ol packet loss.
We used the extracted features in a multilayer neural network, as a classificr, to differentiate between
different traffic applications. Experimental results show that the extracted features are robust against the
Packets loss, and the aceuracy of the network traffic identification is closc ¢o the ideal state (traffic flow with
no packet lost).

Kceywords: Network I'raffic, Network traffic ldentification, Machine Learning, Packet Loss
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(Ll'able-3): Identiflication Results of Seven Applications

Accuracy I Rate IT Rate Precision | Recall F-Mcasurc ROC Arca 659 #H 4ol y
74.96% 0.750 0.032 (1.796 0.730 0.772 0.958 Chrome
76.5% 0.765 0.025 0.835 0.765 0.798 0972 Firciox
94.63% 0.946 0.013 0.926 0.946 0.936 0.99/ llernet Lxolorer
89.93% 0.89%) 0.014 0912 0.899 0.906 0.983 sSkype
99.39% 0.99%4 0.008 0952 0.99« 0.972 1.00 ‘I elegram
98.29% 0.991 0014 0.923 0983 0952 0999 DM
100% 1.000 0.004 0.978 1.000 0.959 0.999 Twiler
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[Table<): Confusion Matrix to Identitying seven applications using the proposed method
Twitter mM Telegram Skype Tnternct Explorer Fircfox Chrome
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RS 111 66 2414 27 S5 38 Sxype
u 0 3768 17 1 el u ‘Lelegram
U 3742 0 28 0 ] 22 DM
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