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A Mutual Authentication Method for Internet of Things
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Abstract

Today, we are witnessing the expansion of various Internet of Things (IoT) applications and services
such as monitoring and health. These services are delivered to users via smart devices anywhere and
anytime. Forecasts show that the IoT, which is controlled online in the user environment, will reach 25
billion devices worldwide by 2020.

Data security is one of the main concerns in the IoT. The IoT is supposed to deal with a population of
about billions of objects, so the number of malicious attacks can be very high and alarming given the
global connection (anyone access) and the wide availability (access to any place at any time). However,
these accesses can make security and privacy critical. Reports show that 26% of IoT attacks in 2019
were related to non-authentication, which is why IoT authentication has become one of the most
sensitive security concepts. IoT devices are usually left unattended and this makes it easy for an attacker
to target such equipment. For example, security breaches and unwanted changes in patient's health
parameters in smart health care systems can cause wrong treatments or even lead to his death. The fact
that each device in the IoT knows who it is communicating with and at what level of access is one of the
important aspects of security, especially in cases where various devices with different capabilities have to
perform common tasks and cooperate with each other. IoT authentication is a trust model to protect
control access and data when information travels between devices.

* Corresponding author Ol loougs SM’J'

OF 2le ¥ 5Ll 1P+ Lo gy tanillan £o5 @ Vo VYV Ll g, @ VEe /) YR b 0y G ,B @ VYRANVYY i Jluyl fu b @



So far, different methods have been proposed for authentication in the IoT network. These methods are
usually based on the public key, private key, random key distribution, and hash function. A point that
should be taken into account in IoT authentication is that IoT networks and devices have limited
bandwidth, low memory, low processing power, and energy limitations. Therefore, the proposed method
should pay special attention to such limitations. In addition, IoT authentication needs to ensure
enhanced security features such as confidentiality, data integrity, reliability, maintainability, scalability,
and privacy to their consumers.

This paper proposes a two-way or mutual authentication protocol in which both devices authenticate
each other without human intervention in a smart home network. The proposed protocol is based on
asymmetric encryption for authentication of devices, which have a shared private session key, along
with hashing operations in the network. Also, to ensure the security of communications at each session,
each device has a one-time private session key. The session keys are changed regularly to ensure the
security of sessions between devices. The proposed protocol is programmed by HLPSL and simulated
and verified by the SPAN and AVISPA tools. The security analysis results show the proposed protocol is
extremely practical, and secure against potential attacks.

Keywords: Internet of Things, Authentication protocol, Cryptography, Security,AVISPA.
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(Figure-1): IoT categories.
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(Table-1): Comparison of techniques based on evaluated model
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(Table-3): Comparision of authentication technique.
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(Figure-4): Initialization part
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