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A Petri-net Model for Operational Cycle in
SCADA Systems

Payam Mahmoudi Nasr

Department of Computer Engineering and Information
Technology, University of Mazandaran, Mazandaran, Iran

Abstract
Supervisory control and data acquisition (SCADA) system monitors and controls industrial processes in
critical infrastructures (CIs) and plays the vital role in maintaining the reliability of CIs such as power, oil,
and gas system. In fact, SCADA system refers to the set of control process, which measures and monitors
sensors in remote substations from a control center. These sensors usually have a type of automated
response capability when a certain criteria is met. When an abnormal system status occurs, an alarm signal
is raised in control center and as a result the operator will be notified. In this way, all normal and abnormal
system statuses are monitored in control center. In CI’s application, since several substation resources and
their related sensors are too high (because the CI’s grid is often large, complex and wide), the number of
alarms is very high. Tt gets worse when the operator mistakes and as a result, cascading alarms are flooded.
In this condition, the rate of raising alarms may be more than clearing them.
In SCADA system, alarm clearing is one of the main duties of operators. When an alarm is raised in
control center, the operator should clear it as soon as possible. However, the recent reports confirm the poor
: alarm clearing causes accidents in the SCADA system. As any operator mistake can increase the number of
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alarms and jcopardize the system reliability, alarms proecssing and decision-making for clearing them arc a
stressful and time-consuming for the SCADA operators. In a large and complex CI such as power system,
when operators are overwhelmed by the system alarms, they may take wrong decisions and even ignore
alarms. Alarm flooding, lots of operator’s workload and his/her fatigue as a result, are the main causes of
operator’s mistake.

If generating of an alarm in a remote substation is denoted as an operational cycle in an SCADA system
until clearing it by the operator in control center, the aim of this paper is modeling the operational cyele by
using colored petri nets. The proposed model is based on a general approach which alarm messages are
integrated with the operator’s commands. Of course, the model focuses on generating of alarms by
substation resources. To verify the proposed model, a real data set of power system of Iran is used and to
demonstrate the potential of the proposed model some scenarios about operator’ workload and alarm

flooding are simulated.

Keywords: Alarm, Modeling, Operational cycle, Petri nets, SCADA.
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(Figure-1): SCADA system architecture
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(Table-1): Sample Major/Minor alarms of Power system
SCADA [12]
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-CB failurc, c.g. air or gas low pressure
-AC/DC supply failure, e.g. DC indication
supply failurc

-Sensitive over current alarm
-Transformer mechanical alarm c.g. cooling el
sysicm fail

-Linc distancc faulty, c.g. distance power swing
blocking

-Bus bar high/low voltage alarm

-Linc distancc protcction opcrated

-Feeder protection trip, e.g. over current
protection operated

-Trans. main protection trip e.g. differential relay T
operated

-CB blocking and auto tripping
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(Figure-2): A color Petri net model for Major/Minor alarms

Jain alolu  golpiiy Joo -V
folsCw!
wolol ad b ygslnl o b jlaie Bl jlazs alle
Seolawl b bl Jlade abils gilwJaw o a5l
s loylada plyiea; laailis Sl olgoe (K5) 5% (slaesd
L iz g ooldil i g8 o glp aailis X 5
sl ploy Glgiee alis ya sl Gloj (S 5l ool

Silwad slp g gilwand 1) Ol Gabdily 5 jlase
9 sl 5l les oo Gisloy 5l alse o 0 eyl LS,
slp ol slam! )l fuoen g oolaiwl Ll algs
Jese ylade oy 0 el b Gleass

2,5 oolaiu!

Sz bl daslasa b oawglas jo aslayg, aise
dbole o)l cunsy 5l el BT oy Les g oyl
1135 05,5 g0 a4y (5,80l a5 5l o ladie caigud o ool
lelaia 1505 slojlose Wl o pewd Il
Syb gy gl je0 ol 51 el pl et Jloyl b oS ssis
emons Sldas Siojls Sl slalais oS b o taisd oo
Slr IS e a5 it ol Bl 6l 65l s
oleiazio 59; 2 Gy Wz U (8B) e Do

oSas 45 loylaie 5l es,S ol slol slolaza (V)
odmeli ol Lo cul 4 wisl Jlal Lo 1,38 el
arye el ol oS8k sl eilp) a5 wsd e
@GS sler Fsur bl jen L WS el S e
bl gles (o Bras 655 Al elge Y Jos
).uia e Dlieas aignd g sloyes slaauoil e
Al Lol glejlaie slass zalS s Jlgl )8

Lgb:s;‘)} L loze 5l og)5 gt sl loze (V)
Lol 3.\3)‘3‘53_ 30 1y g ed S ‘51'“&5“:39'“[}‘ Gmlf 3G9
WS 5o byl oo a5 Wgd o oduel 28 Jdo opl
Ssetr 03535k y L gl @dlye ol o5l
sl e,8 sla ot aelsgrga sle Lol slo losn
Bgeds il by csloyes  slaaail pas 0l
SlRl e Sl b e b g el sla e
ool (V) Jsse ol 8 e jlase slaws
Al o bl aleles sl 28 5 ol slolais
2o o lid |, (S Sl

Ny G el YT
Silodas iy (SIS 5 osbe Sl s sleasid
Ol (33105 olejem el slaslag, b slaailols LS,
Sly w5l sy brass cu) ple u s g
5 3dy Oluwnll wile oo laaslels jL3) Lloo
L15] ol i 5 55 Ol 3 @95 sloasies

5 &b plle Gl b () 6 4Kl o
AWl oo e 2 gl o oolaiwl wilols slacoass
Sl Slodlbl gol> ailis jo asl Talad golaai (gsl>
Sble Cunog D9 oo aslil alis ) Glge Cod oS

! Major alarms
2 Minor alarms
* Token

LARPLE S 3PS ST ST




S d3 ASubs 3l 03Ukl Ly 13Ul Aslobw (sildas 43 53 (s )b e

1@+
expTime
(10*K1)

€20 conmmEm
INT 11@+

expTime
(8*K2)
INTT

20+
expTime
(10*K1)

3@+
expTime
(10*K1)

4@+
expTime
(10*K1)

S@+
expTime
(10*K1)

14@+

expTime
(8*K2)
O\ INTT

120+

expTime

(8*K2)
INTT

13@+

expTime

(8*K2)
IN

6@+

expTime
(10*K1)

7@+
expTime
(10*K1)

8@+
expTime
(10*K1)

9@+
expTime
(10*K1)

10@+

expTime

(10*K1)

lo@+

expTime
(8*K2)
INTT

15@+
expTime
(8*K2)

FO\INTT

17@+
expTime
(8*K2)

e INTT

18@+

expTime

(8*K2)
INTT

y
¥
y ) 4
y INTT
>E10)

G, 30 L jlaiid SOl ol | (S5 (55 Jove (Y- JSC)
(Figurc-3): A Colored petri net modcl for alarm gencration in substation

0392 o5 gl 51 S5 y2 50 et g4 Jeix] a5 Sl
ST 5 o o o 0l il ailis slas 5
@8 Sl el ol (S ol w9 JUal ass
Ol 2 eadolon) slajfaia S35 (lo e slp aly,
51 olagg, olows azibe [18, 19] o5 colaxw! lg5 oo
G &8y Oley 5 sapm VK el b omls @ief
3,5 walsd gy,m K pahl b ol mss 51 Lasly,
PP g Po sl e o Jdo e & [17] (exp(k))
MinorTimer ¢ MajorTimer slowl)b b oles 2568
ol oo ooliwl o3 5 ol sl laie 1S (ol
Ol e it mlie jo b lata o led sl glaiea
P15 Po sbope 10) C pnie gl Fslite polis |
0,5 solawl jlaia adei aue 2 lla
30 E8 5 el sl slnl Jow (7)) USSS
Sl Sl g Gl e 4 4 b Ly Sy S,
Jesl slacans o Jlade adg sl a5 ol aes o
JEst bybs bt iou & 4 Jyennysbas @is8 Gd
s @, gkl Gl (e slayas
S g S o3l polie an (cogas Dl da 9351,
gl 5 (1) IS 50 J14] Lgdior ponds launds
() 5 (V) Jolar losds ppmeds i & 4 ,loiia o
ol Jow o cadeslainl e Jlasl 5 o) o5 54y

P ol ¥ o,lei YAl Jle

&

s, 33 1 o Kol 5 3l Jobo —Y'—1
SOl g b Cany o e 0y il 51 S o sl
LSS olgon 35 o obmlly g0y b g o8/ ol Slaca
A Ep g el slajlais Gl cpa O g
sl jlass obul gl (K5 o Joo (V) S0 0 8 8
ROV PRV DI AR KGN SEURE VO I SC R
slasloie sbol gl oy P g Py s loy sl o5
Ti 9 To sbJis! 5l wloos a8,5 Ja o o8 5 Lo
asle) ;500 slanlSe @ oud sloul slajloia JEDI gl
Pr g Py o5 jo alis ol iz g (P39 P
Glp sl sod solatwl womr sleloie sbu!l jelaieas
soltees gomlsy @iy 5l ¥l Glis @ ftn (S
e S0 el sl oz sl g5l Jow
Sl zmdgi s p3Y el 0als colw) (P15 Po (sl 1S00)
Slr os=ls @i 5l ol slealbels ) ojlsen oS
oabolonl (glaslay g, glgil olass &;)LJ &35 Sile e
b S 0 Came Oladad slows 0ile) g oo oolaiuwl
Slaws il Sy sadabul slallad slass (gadg
S il syee oot e 455 5 s slapls
b a5 o T oslil oyl ans¥ [17] (o 5 b
sanlie Jlotl g obj caleice lolug, sl sl el
Ioll ailabus o il o5 5 <ol mlbie 51 G 5 5o olayg,



195150) Tangi Sl (331051 Joke ¥

P yglnl by ada by Jae (F) JS
Slr ErSpeaal w0 L | lajlade (3 535b
J S oSy bty e e U]
51 Tar, Taz, Tos slaJasl 1 o ls ley 4 5L b jloi
Sy e e anyS e ol gl il gy
g <l anl) sod Growad Tar Jasl o lal b lazs
OBk sl w3 Glyd e 5 Gsilnl Jawgs caalive
Tos b (ol sbojloca 1) T sbJisl o byl
A6 Sl vsiie plo (e slojlaie sl
=5 Slel slaaia 3 58 by e 5 28Tl
slp @lalloe gl 5l asl Soladie Wlg oo
OSeo 3 jelateds el s oolatwl oyl asdd b
HoldingTime, MajorTime, (slo, e I 28y Lol i 4
a5l ,_>L Golwass gl ol 34 MinorTime
=y kel slalaia 51 S e a2l 5 o
Ll 00y oolazwl a1, Taz, Tos sloJla! ,o

@+MajorTime

INT

sl bawed jlaie o3lo pm (Ky (5 Jowe 1(P- L)

(Figure-4): A Colored petri net model for alarm processing

@+holdingtime
LS)L""‘?T s ,luia gl Sy 60 Jowe i(B- JSTi)

(Figure-5): A Colored petri net model for cascading alarms
Sobimal sl ylaid Syl Joo —Y-Y
Sk x8gon Gyl azsliz il o lil &5 jeb s

50wz skl lalaie ool le ol S g5
‘_g)l.d.‘,j sl jlaia slowl ogd caw Ko b 5 Cuy los

g il Pe B Py jlogle sla S ane so iuled |
e b P U Py lople; slop e g« Lol sl laca
6l lace a8l Ldoas azas o lis |, o)8 glalaia
Olsreas s bcasndy ot 9 Sl polie 4 by o
13 [14] Sigh go ooty p DSl aileles o Lol slojlaca
ouds oolitwl 23 slajlaie glp (eSS slaws
Moole; oxdios el o (o vgzse sloailis .ol
g o las b o3 G sanles byl 5l S5 ya g e0s
Sl wwiia Pis g Polople) slaplSe asins abg,
s (b 5 el S5 5 SIS sla s ol
ale slajloia oy pla obal jshied, (ailoals asd
sbalis K, glesa oo U SG polie 5l walize
slalis K laicas ouza B odjl g (ol slajloin
oo s 3l sl ool solaiul 208 slalaie
R g kel sblaie geeme w4 Pio, P
gt b jlade cpl oo s LS 1) Cany 50 oaiiolx)
Too JWEsl Lawss 5 (Poo 5) RTU & Tho, Tio gl JLics!
ol Pt lSe aigh oo Jilia (Par (lS0) J25 55 50 4
S S o Bl 25y el slajlaia oales
UKy, sla el b ggmls goje 5l asy] jslitess o
oolaiul o8 5 ol slalaie slasd sl i yay 17Ky
g kel slalaia ol b slsar a5 IxiT 5l 090
oxl &l Joa ;0 (L35 sl jloce p8 5 Ly s L)
polie 5l wcwl ool a8, s Clte g 00l ja
slaslSe jo adgl Jlade olsicas exp(10*k;), exp(8¥Ky)
O &Py Ol i e B oead eolinul dbagy
&9 sl Pio, Pio slap e jo 23 5 ol sla o
Kol ad )5 ai s exp(ky), exp(ks) polie b ol

g Sl (Kon g SO 0 &S (6,500 Jele
St b s lalade el war sl laie ol
odid By SYsb Sue sl &5 g lase ol Vb
T L T O
ol sle 200 805 o lajlade slnl Ll g )lan]
0t Gy slefate Sles sl Pro oo 5 sliie
Py 55 ;0 89250 slaailis cul ouls oolainl Vsl
) b b ol i s 5 Tap b oo JUi bas
INCSLggNI e

LARPLE S 3PS ST ST



S d3 ASubs 3l 03Ukl Ly 13Ul Aslobw (sildas 43 53 (s )b e

ol 2l 50 olodl loyd Heuo wus o Glgica m e
Ta JLO.G‘ B &M)J Y A)S solaw! Tz JLE."..»‘ LY
obzne HoldingTime Lo <odS 51wy d% Jlaz>la
oo @&l 0 TP 9 G poe b jlais
Jli=la, HoldingTime yloj @usdS 51 o L g el
plo Jlaie asd b sl oliil le 3 m*(100-d)%
R0 e a5 el Slajlasa Jold Py o5 098 0
Jisol i oty o il olstl led b 5 ol
Oleyd Jgro &5,z o (285,18 5 Jlie adgeds Groal
Lz ﬁ‘ﬁ ng, T25 LsLmJLLJ‘ )Q Q_L.Ad)b)) dl)g oo
sl loze Tay Jul og awle> (100- d - m*(100-d))
6‘)-.' Py Ql_ia JRRITN ASQ] podle |y, Pyp )0 0s2 40
sly Pas e 50 1) il camo o )13 0l pl sazme ) 2
Jlesst b Tag Jaslh amo oo 1,8 5Ll slo oz sl
DL?U‘ 6‘)‘.’ Pas u&.n ) Og>ge LSLQ‘\"L“‘J )‘ CP%
oolaw! Pog Ql&o)o alis ol 9 Lg)Li.;T Lgl.as)\.\.im

o al bl glg o aS ol S bl Jolse 4
DBk sl e Sl () S ams
Gl bl is asle) alad o aS s (LS, (0) 5 blaie
9 M £ (Dl 05 cerdd Sl b (e S
az o gilwoole jelaieds allie ol 50 05 el (oyue
S B 6okl Gl o sl egm aSST Jodod) pias
m, d, CP go0s ool sla pie 3l (el dllas o) g9.540
Al 585 5 950! O)lee i (giluand (Sl S
Lol oalds solaiwl alasd 5
sbul sl 1y Gleole Jlaw Jaw (@) IS5
)l 3 slnl ezl aeoe plis gl slalasa
Sl u_i.o.n u)w:l.u )L))P)J Lb)‘m QQ;J)Jaf 3 ‘Jelf
295 Sl Jlase Alep pBla 1) s Gla)ls, 5l S e
KEEF 2 3 B pas g0 4,.>l3 (@) rams ylas
TR I I RV VSPURIV 200 FRNUES | HR RV
L3, golwdd Hskaieds olotdl lod jgae () Jlace

N g 8lnl 23U ae s pleear d pae 5l les o 98150]

[ohg Alarm]

expTime
(10*K1)

expTime
(10*K1)

expTime
(10*K1)

expTime
(10*K1)

expTime
(10*K1)

expTime

(10*K1) (10*K1)

(10*K1)

16@+

expTime
8

@+MajorTime

(10*K1) (10*K1)

17@+ 18@+
expTime
(8

expTime
(8*K2)
INTT

y 1T @+MinorTime

J

NPSIUBL SR VIPRCWIRE i~ PUR I LIV R RV JPE SWSURE < JRpSCo KW CEN L)
(Figurc-6): A colored Petri nct model for SCADA alarm system by single substation and control center

bl aon lp S de Ojpoh JHS S e 50 el
5eancdl o sleslaie Por S ol auslgs eola
L P e amo o lits J S 5850 o 1) locens olos
Yaigm Slpl 5l eolaul by Cewy 2 50 asar el 6l
Oy 090 g0 ool ey slod o S Rie Oygody
oaid Syl Vsb oue lp S glase o oS
bos Sony Olor 53w (pllas sbel Jole Wl oo il

! Fusion

P ol ¥ o,lei YAl Jle

&

wlols 35 Joro ~Y—F
a1 5 (1) Joha 5 abla ol Joo () 5o
slaws aalidl egos (V) S aimo o0 i Cny S
2 Glp e o Gules glaakad baas & jeods |y
sleo )l L) (o8 LJ.@‘ slejlaie Joe was Cuw
ol wilsS w5 o)l (Ul 5 gl (sl wae

Lawg Jlade (il g s li] glolade sbx! slo Jas



N*RTUA,/I
clolace Jus sla)luzs Jas
[ o ][ ra RO

| [ hayde Jos [ o laze Joe

n o eyt

|
1o -

L o lw! aslolw L5|)‘! ‘5.51.0‘.\..'2...4 JM 6‘4:.\45 )|b3.n.3 (V—JS..Z»)

(Figure-7): Block diagram of the proposed model by multi
substations.

S3lwand g (o3l il —F
5holeidn Jae (IS slayially adsl el jshaiea
Gy &Sl 50 Szl ST 51 (S5 8ly sleoals
DRSS 5 Gl 1y s G 5 Jsl cy ¥ 5 o
lrools Jdow zls (F) Jouo conl ool solan! oS’
ety g2555 (398 5 JUES] Sy 00l 0siis sl (ol
A3 Olie 6l @5 e e a5 skitess ele 4
sboles wadoe pled | lajlaia (5l 5 pla joil 5]
P _Values > 0.05 ,olae a5 azgi L 095 oo cdnlive a5
Sl jolaiess lognormal() gj9 &b 5l oy
5 (HoldingTime) gows sl gilsl 50 e
<2 3 (MajorTime) Lol slajloza 4 oS5l
LGSz a5 o3 cpl L oS eolaiwl (MinorTime)
ssz3 s81pl Bk ) s fate atdby ly oy
bl ol Ldow 5l eolaisl b izen o)l
wled @i &ilss el jlade a8l slaosls jo saiislexy)
Ki=100 to ply coijan 22 5 hol slojlain ol
can b ez e 05eSile) Ko = 4000 to 8760h 5 150h
9 (Jlo ,o (258 5l 90 U Sy g obo yo ol i

Aloos 18,5 Lo o m=d=0 ase

Sl (53l TS 593l 3l 20595 U HF-Jgua)
(Table-4): Distribution timing of timed transitions

Gy () 550 S 4 by g gL (Y- Jgo02)
(Tablc-2): Transitions of the proposcd modcl

Ty Jud!
ol Jaiasul | TOtoT9
RTU « Jazs Jlo) | T10,T19
5 Mda syl | T11toT18

JA5 55 0 4 RTU I Jlazs L) T20
SRS 55 e 0 ot il 5 Broa T21
hol Jlase pan by Gl s Faly slm] T22
RTU o gooeo gy Jlo)| T23
ol s 1l Bk T24
plnl 5 (=8 late ot by o) Lsrj»:j 125
e ok oad by 126
RTU &, olzsl geuly Jlo)l iz oz 3k T27
sl slalaia oy was slas sl T28
bl g5 5l sl Jade sl T29
B £ 5l waz sl ade sl T30

GOl () 3% Joo & bgryo gl :(F - Jgua)
(Table-3): Places of the proposed model

adsl ylado Tdd Ja!
T@exp (10¥K4) Lglas o Lol ol PO
2(@exp (10¥K,) > clayad o Lol sl P1
3@exp (10*Ky) b ol o ol glas P2
4@exp (10*K,) Syl il s ol slas P3
S@exp (10*K;) by 5o Lol lax P4
o6@exp (10*K,) lo,e5T, jo Lol (las PS5
T@exp (10*K,)) S5l polie o Lol slas P6
8@exp (10¥Ky) Jozos polie o Lol olas P7
9@exp (10*K,) soges S o Lol slas P8
10@exp(10*K ;) S5 L 3 Lol slas P9

g o ol Jloza P10

11@exp (8*K,)

Lohs o e llas | P11

12@exp (8%K3)

73 sleyed 0 22 gllas [ P12

13@cxp (8*Ky) Lol o 8 gl | P13
14@exp (8*Ko) S8 il o 2 sl | P14

15@cxp (8*Kz)

Leo ;B 0 28 sl P15

16@exp (8*K5)

o551y 3 o8 slla> P16

17@exp (8%K,)

oyes D 0 oS sl | P17

18@cxp (8%K;)

&)L i o8 sl | P18

O TR P19

RTU =35 o5, | P20

(HMI Screen) /o8 8,0 50 Jlaza [ P21

AL
P- =R Ol ..
$i ol Jade g5 | Jlanl

value & & (a23) Sasegs |

Al Bl ol jlois P22

55l g by by i P23

RTU $2959 0550 P24

0.073 | lognormal(2.08,0.83) |  [2,34] Lol | Ty

PRV IR N BARV-Y P25

0.084 | lognormal(4.63,1.69) | [7,6100] el T2

G ;0 005 jrasd Dl jgad P26

0.099 | lognormal(5.15,1.95) | [18,28100] 3] Tss

@litay Jae Jdoi g plojlrel, slinen
ol sl faza qasd b, b LSle slaasls
slocay sl i8S 1as L (ADD) <3 5 (ADJ)

b L olitdl il o &5 sl e

) P27

Aload gl
- SYob leojmoa Lo S,k Jloza P28
— - P29
& Ll gllas !
A G k! S P30
- . . P31,
o 3 450 )2 (5 lminl P32

FF ol Vol ivaa Jle




S d3 ASubs 3l 03Ukl Ly 13Ul Aslobw (sildas 43 53 (s )b e

K> =4000 to 8760h
(Lo 5o 258 Jaia 50 b o e (K5ke)
d=m=2%
ALl LU, (Al el s b o
5l Ll a5y adly slasols L blie lizan
S bjlasa 0S8y 0 (Gaespd L soes)
2,5 salys Joe Cins
d=m=50%
oI ool 2 5 (Gend a08) pgms 592, 5o
o u9lnl Sl g ead o8 b Ll Sl i by
W 10,95 5 (BB e
Ki=24h (5, o Jeol Jase S .5K0s)
Ko = 720h Golo )3 o8 lain oS (uiloo)
d=m=10%
0 S ie Oygods gyl asn 0 CP=10% jluée
syl 3l leg b oled jo cewl oud aid)F las
CPNTOOIS dame o Linl 5 o slisd «isjluodnds
sl e ;o laaslas olasws i kel (g1 ol ous oolas)

B R W A.J)f o).g‘_gYJJnl_é wl; )lj'.il)")b)‘\))}lﬂ

g )luw sl (58 s piolyy Hlode (Y- Jgu)
(Table-7): parameter values for simulation scenarios

LD -
" L ol
] D C B A
VO~ .. . .. Y- K
d \ Y ) \ U IR
AVF v I Oeee 4 K> N
v Y Y Y Y d Jo
Y Y Y Y Y A
\ Y . Y K
a \ \ ) \ oy S50 slims
AYS v oo o ¥ K> Sl
8 > > a- N d A
o » A » 5 htiand
Y Y Yf ¥ Y K
£ £ £ t [ IR
vy vy vy Yy \at K>
s
\ \ \ \ \- d
) \ Ve ) \ hciand

1F IRl 6,8 px —F )
gl aw pa gl ) ain 5o 581l B e (A) S
slelaze slaws 5l ams o plas oo i Do o
GrSoilul sl o)l lorear JuS S e 0 (800
a5 Sgud oo coslin .Cawl 0dls solawl )95|j.;| &5 o
).uU LAM )BSV)JI ‘59;)1.\,.4 )Q )53‘)31 Dlwl 9 J.».>LJ 47;‘
e ol g asl glelaie olawy olisl o Jll 8
aSed b 5o ,lnl G p Ll iatsls g9 )8

! Stale space
2 Write in file monitoring

P ol ¥ o,lei YAl Jle

O

sheolaiwl b g oads (5,8 05ll (G Vo 5 1 A) glio
loools 5l Ll polie b ligeiss Sk o305
() 5 ®) Jshz lais 57 )15 b)) g aalia 3550 (8l
O elo s Do (6l 1) (lgai ST Sl (y905) b
DS a5 wds o Hlis sdaliwwsd zli s
9 2lg sboools 1 ealig pSoslil polie (s lolas
oolae a5 cl psss 4 p3Y o lal vemg uliig jluds
50 eddgjlwancs Jow 0 edbg mSojlal gl el
Jslee) al> e VY484« 5| Ly s CPNTOOs [21] Lases
by B LSS L e 5l ey dlo e 0 0 5 (ol aws

Ao 6 pSo3lasl 120 laeals! alsls

ADJ 3l lp sldigos ST 09"}‘1— = (0-Jeu)
olo s o &
(Table-5): Single mean test results for ADJ at 3 months

oSl oeSils

S BT Rl (P slass
sl A s Sig. t

G N Sl | F :
ol Sl IR :

228.63 246.26 | 49.54 18.74 | 0.82 | 047 8

226.91 261.63 49.62 35.74 | 0.58 | 0.82 9

229.54 248.56 50.71 20.13 | 0.81 | 049 10

ADI o5Ld gl (5145 90icST (yg3T ol :(F- Jgu)
olo duws W &
(Table-6): Single mean test results for ADI at 3 months

Sl Sl |
Sles Sls H olaws
Sz | sl Sy
3ly S . S,
ot Ve
566.9 3104.8 2927.2 2658.1 0.5 0.9 8
566.3 463.1 293.2 -82.3 0.7 -0.6 9
548.6 463.2 293.2 -74.6 0.8 -0.6 10

9 ol Jow 05 ioled jslaieds aalol o
)l k_i) Ry | d.d; )‘)5 axdllas 90 63‘53)3.4
oz S sl el polie j3 s b lasyls'see
g aslllae LB Cany 5 550l JL8, 50 5esd Ban b gl
o eddgleands gLl o e Al
el JS S pe Sog S g Jeld oyl s
Gl aw o 1, (IS glagally polie (V) Jso
‘g_g'j‘ﬁ Lgl.(ba.b‘.b A d>gi l; (M J}»..S) G 69;")&»
o laie obyl Fia5 wlbad adal gemdia el )l
Sl amsay 35 85l 5 005 o28ly slaosls b ,bliis lacany
Wl 1065 0 b lotis 0 S8 b oy o S & Lo
Ki=10010 150h Jaza caa b bz o oeibe)

(oo 45 Lol




(S 5 Az — 0
L slul ez sl gl aas Jow o allie ool 4o
b e onl ol oo a3 (55 (s 5 slvasiad I oliul
sbnl ly war Jae cudly bjlaie gy 4 azy
a2 &l 5858 e 50 gl Gl 5 Sy 5o aylats
GlaglSe 5 ) alels slaloza o LLS)) 6135, b
B Ceandg Glgs oo 45 Ad 03l (LS (S5 s 4Sed
Sl Glag,loual s ol )8 b5l 0 )se alaxd a0,
0 gleld sl gty o)

dogl 50 ytd 5 JpaS sleyiel b 5l eolal b
Sl pde Wy o Jlaie ol elge VL 5T
Gl o o lase 4 olndl b g gl jo b lasa
Slaai g aSed e g lral sbml slpl )5 e
S ol olas Wil b wyp bl slalis
Sy ) Gilde slp b Il 6y laased
laia (ilon plla jeilnl L8, 5 laia sbxl el

6- References Pl

[1]1J. Wang, F. Yang, T. Chen, and S. L. Shah, "An
overview of industrial alarm systems: main causcs
for alarm overloading, research status, and open
problems," [EEE Transactions on Automation
Science and Engineering, vol. 13, pp. 1045-1061,
2016.

[2]D. Li, J. Hu, H. Wang, and W. Huang, "A
distributed parallel alarm management stratcgy for

alarm rcduction in chemical plants," Journal of
Process Control, vol. 34, pp. 117-125, 2015.

[3]1Y. Wu, M. Kezunovic, and T. Kostic, "An
advanced alarm processor wusing two-level
processing structure," in Power Tech, 2007 IEEE
Lausanne, 2007, pp. 125-130.

Sl " e sy phon el e s35ae [F]
3 Shles loaags Gals gl owiws Co e
AY oyg0 daools 5 WMl sl ! ailele
AYAPAY) - F ol

[4] P. Mahmoudi-Nasr and A. Yazdian-Varjani, "An

Access Management System to Mitigate

Operational Threats in SCADA System", JSDP,
vol. 14 (4). pp. 3-18, 2018.

[5] P. Mahmoudi-Nasr and A. Yazdian-Varjani,
"Toward Operator Access Management in
SCADA System: Deontological Threat

ogad pl il alils 1) lake o yiion ojleed s
I el a5 gl e e oS aese ol
G g pac k) Wad co 4l yo ol slass
A (D55 cnlial o Slace 5 gyt (55045 5 yrass
olitl 5 3l & T 6, oz Gl 58 (s

5l il

Workload
>

2 4 6 8 10 12 14 16 18 20 22 24
Week

olo # Do 50 g 3L a2 gl 591l (55U e (A JSC)
(Figure-8): Operator workload in 6 months.

QS)L&".T s ylais -F-Y
aw ,e 0 golal lalaze slaad 5588 5 ol o
k)&..n B )in.xs.; l; Lbu—l MLLA 9 00 6),50)‘\.b| y)l...w
4> 51 as oed oo cdmliv cwl oad sdls las ()
250 ol jebay oLl slalaie owl sexg 4 Jloxs!
5 by T slaws Lol weasasd 5 ke 5 4V b ol g9l an
Gyl sl oz slass o o lase obxl YL # 5
5 Al aS Sl S (gl jo g azily (5068 0,
29S8 sl 5,k sl o slow wwl b Ll
o jlasa sbul #5555 eeitae 50 53l ol 5 50

.Q)b 6)Lw.a‘
100 .
ol
Laermm
80 %
r-'"’
" el
£ 60 '.,-"
2
e
2 a4 b
g -~
o
ol
20 I
oy
Lo
o] s#

171236 709 1355 1761 2199 2427 2608 3462 3987 4710
Time (hous)

LT (s yluid Sl duns Lo 1(A- JSi)
Gl g bew o

(Figure-9): Cascade alarms

LARPLE S 3PS ST ST




S d3 ASubs 3l 03Ukl Ly 13Ul Aslobw (sildas 43 53 (s )b e

Transport  Solutions — from  Research  to

Deployment, 2014,

[17] D. C. Montgomery, Introduction to statistical
quality control: John Wiley & Sons (New
York), 2009.

[18] X. Dong, K. Hopkinson, X. Tong, X. Wang, and
J. Thorp, "IP-bascd communication systems for
widc-arca  frcquency  stability  predictive
control," in Critical Infrastructure (CRIS), 2010
Sth International Conference on, 2010, pp. 1-7.

[19] J. Zhao, Y. Xu, F. Luo, Z. Dong, and Y. Peng,
"Power system fault diagnosis based on history
driven differential evolution and stochastic time
domain simulation," /nformation Sciences, vol.
275, pp- 13-29, 2014.

[20] V. Rodrigo, M. Chioua, T. Hagglund, and M.
Hollender, "Causal analysis for alarm flood
reduction," IFAC-PapersOnLine, vol. 49, pp.
723-728, 2016.

[21] (2017). http://CPNTools.org

) 055 EMpasi pui (g3g0x0 ol
Al ol IS g sl IS abolie o
sledls )0 i Fa FgelS (cwiige
e o&zils 1 AYYA 4 VYVY
e 138 ghaie 50 g S el
obl 4 yoe Caup ol VYD s o o038
e 5 g oSl Lol 5T 5wl
e 8jse dagh gleais) cwl ohule oKl

il gl 5 (ixie SaaSes il 5l il oL
.6|<\JL3‘) 6L‘°"S‘.":" P looals
5l el & ke lagl asblly glas

P.mahmoudi@umz.ac.ir

P ol ¥ o,lei YAl Jle

Mitigation," [EEE Transactions on Industrial
Informatics, vol. 14, pp. 3314-3324, 2018.

[6]P. T. Bullemer, M. Tolsma, D. Reising, and J.
Laberge, "Towards improving operator alarm
flood responses: alternative alarm presentation
techniques," Abnormal Situation Management
Consortium, 2011.

[7] S. Charbonnicr, N. Bouchair, and P. Gayct, "Fault
template extraction to assist operators during
industrial alarm floods," Engineering Applications
of Artificial Intelligence, vol. 50, pp. 32-44, 2016.

[8]R. R. R. Barbosa, R. Sadre, and A. Pras,
"Exploiting traffic periodicity in industrial control
networks," International journal of critical
infrastructure protection, vol. 13, pp. 52-62, 2016.

[9] M. Kczunovic and Y. Guan, "Intelligent alarm
processing: From data intensive to information
rich," in System Sciences, 2009. HICSS'09. 42nd
Hawaii International Conference on, 2009, pp. 1-

8.

[10] S. Khanmohammadi, K. Rezaie, J. Jassbi, and S.
Tadayon, "A model of the failure detection
based on fuzzy inference system for the control
center of a power system," Appl. Math. Sci, vol.
6, pp. 1747-1758, 2012.

[11] V. Calderaro, C. N. Hadjicostis, A. Piccolo, and
P. Siano, "Failurc identification in smart grids
bascd on pectri  net modcling," [EEE
Transactions on Industrial Electronics, vol. 58,
pp. 4613-4623,2011.

[12] Y. Guan and M. Kezunovic, "Contingency-
based nodal market operation using intelligent
economic alarm processor," [EEE Transactions
on Smart Grid, vol. 4, pp. 540-548, 2013.

[13] D. Hadziosmanovi¢, D. Bolzoni, and P. H.
Hartel, "A log mining approach for process
monitoring in SCADA," International Journal
of Information Security, pp. 1-21, 2012.

Obogil Gl aawn 3 lakiul" o0 olKamgs [VF]
AYAP L ulys o855, aassi B9 9 JEl slacan

[14] Niroo Rescarch Instituc, "Substation automation
systems standard (transmission and
subtransmission substations), Ministrv of Energy
of Iran, 2008.

[15] T. M. Chen, J. C. Sanchez-Aarnoutse, and J.
Buford, "Petri net modeling of cyber-physical
attacks on smart grid," /EEE Transactions on
Smart Grid, vol. 2, pp. 741-749, 2011.

[16] C. Fecarotti, J. Andrews, and R. Remenyte-
Prescott, "Analysis of the Design, Operation and
Maintenance Options to Provide a Fault
Tolerant Railway System," in Transport
Research  Arena (TR4) 5th Conference:






