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An Access Management System to Mitigate Operational
Threats in SCADA System

Payam Mahmoudi-Nasr*! & Ali Yazdian-Varjani?
"Department of Computer Engineering, University of Mazandaran, Mazandaran, Iran
>Tarbiat Modares University, Tehran, Iran

Abstract

One of the most dangerous insider threats in a supervisory control and data acquisition (SCADA) system is
the operational threat. An operational threat occurs when an authorized operator misuses the permissions,
and brings catastrophic damages by sending legitimate control commands. Providing too many permissions
may backfire, when an operator wrongly or deliberately abuses the privileges. Therefore, an access
management system is required to provide necessary permissions and prevent malicious usage. An operational
threat on a critical infrastructure has the potential to cause large financial losses and irreparable damages at
the national level. In this paper, we propose a new alarm-trust based access management system reducing the
potential of operational threats in SCADA system. In the proposed system, the accessibility of a remote
substation will be determined based on the operator trust and the criticality level of the substation. The trust
value of the operator is calculated using the performance of the operator, periodically or in emergencies, when
an anomaly is detected. The criticality level of the substation is computed using its properties. Our system is
able to detect anomalies that may result from the operational threats. The simulation results in the SCADA
power system of Iran show effectiveness of our system.

. Keywords: Access control, trust, insider threat, anomaly detection, SCADA.
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(Figure-1): SCADA system architecture.
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! Exponentially Weighted Moving Average (EWMA)
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(Figure-3): Real time anomaly detection.

b clito 5 jho ke I 955 b AOCI it

S oin AOCT e S o yeeid lojliin oo
S9i5 By oalipsd Gl 3l jlode Cao 8 o (g laie
Sl 558 By Nsho ks S, o alfin 5
L AOCT Jladie (cujib Cugi o 50 S0 Sl b o

! Intelligent alarm processor



(LCL) &b s (UCL) YU o8 ssas culs,s

i s dwlxs 55 & gods

UCL =0T+ ¢.6,, LCL =T — ¢.6y 3)

&, = \/zyzlzyglsevizj ey Ov)

Sl cuye @ 5 L Sl Gy YL Ly, o

a> 6l 90 plp Jserepsbar ol Jlade 5 cel jlas
Sy a8S a3 0 (ol 9> slp) 4w by (Gl
) aSh il a8 laJade olas 4z e aSlll [26]
Sl 4> ke il Joys5 g siie lisedl Calls

Silwdned gl 9 (o lojli gl -7
Gl 99 soloiiay by, LT jskieas iy cnl o
Alad )15 adllaes jge 4l 4 alem g Al S
Gl abls 1 lag b
slealbils bl ol olKisle;l jo sai gjluwans

Ls,ee  sleosls

s slrosls ulul 5 [30] uyoe oy oRiils &jad
sl Tiy (V) Jsoz wload ags olpl 3 as
39 G5t 5 Sl oy | S o sl 0055 o
e (1) Jgazr 5o amsie Lt | ool (585055 Jlrs s
ekl b adgluand glacey Gl
Lol ool sols plas (V) akaly o (V) Jsoo o S
ol 1S e sl slate ceo)d jlade (pn jolareds
sl 0 adsl slassls ((JpuS sgus g el
UrS e gl b o alels a5 wilbads ¢ yslaen
Golmal o Jloges (F) S cnl o0y o5l JulS
Jlos 50 (b enissyslaes sloosls ly 1, (AOCT ,xi0)
sanlive o5 sblon o o ol bl Syl Lyl o
o ;0 i g 002 Jho ply o)lgen (g lxial jlade 9d o
o plie) Cool @by VL jao Sl o8 ] Jlake s )5
(Wloass a8 5l o loged agd jo (5,1,
8,5 s )0 lagy Low ploxil )0 a5 (6,500 sl 28
50 aleSy b w 5L Sley alols (V) 151 Wil Le oy
5 T kol 09,5 90w bajlaza (V) cwl cal a8 5 L
35 plug 3l S ol jskiiea () ilonds s ¥ o0 3
ks Jglnl sleiel jlade dacen 4 glpl (owiws 5o

O D ey (V) 9 ) Ly,

bhogio oo p g SampleRST; o EstimatedRST;
&9 3 aie Sy (olSen o (p Lol RST) i
50 A4S Al aalys anslils SYeb glm S olgeas

S35 Bk RST fain oo b

S rES dgus i -0 -Y

IS sy et 5 AOCT e ST gliies
pos JrsS sln olel kS JpuS bl slats,
g5 ee (C, U, P, D slafoges glgsl aiile) [26] o 3Lilasl
sl o S sgas aloges pl jo 05 colaill
Lulps 4y Blate 0035 slanz slaosls 4 Wisd o (s
SYsb jlaie o dlis l joanil wlls jlal 5 Jys
5 oy anlp S Gl pue b g ol 5 SO Al
S)lal jlaae a4y ax g3 b el ouls (5,8 o5lo b
Wl Sglite ol Gas b cwlie (SYsb jlaia ja
S99 (el Glp Toal JpuS ogel 5B el (55,0
Sl ol Hloges ol 5l oolatul ang¥ gl coliiul Jyus
Gillas (GYsh (sla s S35 el )bl g5 oS
S s g sleanlp s il gseln ms b
Shawi bl qig &5 ol ol p 2 Jgene b
ot Al s S Ty 255 b il Lo ol
Sl gsledse sln oaln @i 51 [29] wile gl |
sl gladible jo .ailos S5 oolazul TalSul slaosls
oS e ) S n o Jats b Jlisl (1) &5 b
5 Sop Jdoa laze ader 0sdll mlie slass (V) 9 col
oby BB ojlulay sl slacslo g o 4l So s
lojlasis S35 gilodae lp ol @i 5l el
5 AoCl, e &S 5,8 L 1A oS colatul (lgs oo
L Jites ol (slo it 1 o o 55 S (V) el
3 ooliial L (s il (s ke 2l g3l g5
] Al BB 5 alal

AoCl = U =37, YT, Sev;; . Uy an

SYsb E_ng)L.\,i.m slass (. Sbeo Uy abaly ol jo
Uy =) ol pli ey 0 Jlaie g5 2 slp

(Sl guyil Slaws ggeme N a5 TR Cipe/N

3 Major
4 Minor

! Nonconformities
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(Figure-4): Control limits and anomaly changes in
reliability state.
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(Table-2): Weighting criteria to determine the
criticality of substations [21].
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(Table-4): The attack scenario, the amount of operator trust in various inspections.
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(Figure-5): Anomaly detection in attack scenario.
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(Figure-6): Reducing anomalies in the control scenario.
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(Table-5): The control scenario, the amount of operator trust in various inspections.
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