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Detecting Ransomware and Identifying their Families
Using Sequence Mining in Dynamic Analysis
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Abstract
Nowadays, crypto-ransomware is considered as one of the most threats in cybersecurity. Crypto
ransomware removes data access by encrypting valuable data and requests a ransom payment to allow
data decryption. The number of Crypto ransomware variants has increased rapidly every year, and
ransomware needs to be distinguished from the goodware types and other types of ransomware to
protect users' machines from ransomware-based attacks. Most published works considered System File
and process behavior to identify ransomware which depend on how quickly and accurately system logs
can be obtained and mined to detect abnormalities. Due to the severity of irreparable damage of
Q:J»’ ransomware attacks, timely detection of ransomware is of great importance. This paper focuses on the
U early detection of ransomware samples by analyzing behavioral logs of programs executing on the
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operating system before the malicious program destroy all the files. Sequential Pattern Mining is utilized
to find Maximal Sequential Patterns of activities within different ransomware families as candidate
features for classification. First, we prepare our test environment to execute and collect activity logs of
572 TeslaCrypt samples, 535 Cerber ransomware, and 517 Locky ransomware samples. Our testbed has
the capability to be used in other projects where the automatic execution of malware samples is
essential. Then, we extracted valuable features from the output of the Sequence Mining technique to
train a classification algorithm for detecting ransomware samples. 99% accuracy in detecting
ransomware instances from benign samples and 96.5% accuracy in detecting family of a given
ransomware sample proves the usefulness and practicality of our proposed methods in detecting
ransomware samples.

Keywords: malware, ransomware, crypto ransomware, ransomware detection, ransomware family
detection.
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process montitor

Cond Clbd g9 | o,

RegQueryKey, RegOpenKey,
RegCloseKey, ,RegQueryValue
RegCreateKey, RegSetinfoKey,

RegEnumKey, RegQueryKeySecurity,
RegEnumValue, RegSetValue,
RegDeleteValue,
RegQueryMultipleValueKey,
RegLoadKey, ,RegDeleteKey

Registry \
Key

RegFlushKey

CloseFile, QueryStandardinformationFile,

QueryNamelnformationFile, ReadFile,

CreateFile, QueryBasiclnformationFile,

CreateFileMapping,
QuerySizelnformationVVolume,

FileSystemControl, QueryDirectory,

WriteFile,
QueryNetworkOpenlInformationFile,
QueryRemoteProtocolInformation,
QuerySecurityFile, LockFile,
UnlockFileSingle, DeviceloControl,
SetEndOfFilelnformationFile,
FlushBuffersFile,
SetAllocationInformationFile,
SetBasicInformationFile,
QueryAttributeTagFile,
QueryFilelnternalinformationFile,

QuerylInformationVVolume,

Filesystem Y

QueryAttributeInformationVVolume,

SetRenamelnformationFile,
QueryNormalizeNamelnformationFile,

NotifyChangeDirectory,

QueryFullSizelnformationVolume,

SetSecurityFile,
QueryStreamInformationFile,
SetDispositionInformationFile,
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QueryldInformation,
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Procedure MSPType(MSP P)
forall (E,,E, e P)A(x <D A,y <n)

3. if EventType(E,) == EventType(E,)
then
4. if EventType(E,) == R returnR
5. if EventType(E,) == F return F
6. if EventType(E,) == D return D
7. Else
8. if EventType(E,) == R &
EventType(E,) == F return RF
9. if EventType(E,) ==R &
EventType(E,) == D return RD
10. if EventType(E,) ==F &
EventType(E,) == R return FR
11. if EventType(E,) ==F &
EventType(E,) == D return FD
12. if EventType(E,) ==D &
EventType(E,) == R return DR
13. if EventType(E,) ==D &
EventType(E,) == F return DF
14. end if
15. end for

16. end procedure

MSP S £ cmti S MSPType iy 59531 :(Y- JSCi)
(Figure-2): MSPType algorithm to determine a given MSP

1. Procedure CalculateSR(Sequence S, MSP Collection
MC, MSPTypes.)

2. SRPTutal =0
3. forall (P € MC) do
4. if (P €5S) & (MSPType(P) ==T) then
5. Supp
SRPTatal = SRPTatal + ( y )
6. end if
7. end for
8. return SRp,..
9. end procedure
S alds 6!y SR acuwlxo p.'i.g.)giﬂ (Y- )
(Figure-3): SR Calculation algorithm for sequence S
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(Figure-4): A super vector made of three different MC
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(Table-4): Performance classifiers on the VDp, . vcronsomware
dataset
F-Measure FPR TPR SIS Gy diwd
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(Figure-6): AUC diagams of classifiers
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(Figure-7): AUC values of the classifiers for
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(Table-6): Obtained results of trained classifiers on the
unseen dataset

MLP | Bagging ngiZT J48 0SS (Guudiiwd
0.994 0.994 0.994 0.994 TPR

MCC | F-Measure | FPR | TPR | ouidS gaiadiumws
0.974 0.981 0.006 | 0.981 J48

0.978 0.983 0.006 0.983 Random Forest
0.974 0.980 0.007 | 0.980 Bagging
0.973 0.980 0.007 | 0.980 MLP
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