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Abstract
When every news item is posted on social media, reactions to it are different and arouse curiosity from
different viewpoints. The most important part is to understand the accuracy of the news. A rumor is
invalid news, meaning it has not yet been confirmed and it may cause irreparable damage if it is not
valid. Therefore, it is very important to detect it. Rumor detection, or in other words, determining its
validity, plays an essential role in preventing fake news. Naturally, every phenomenon of normal and
anomaly is transmitted to people through social networks. Every News Reactions to that news are
different. Depending on the importance of the news, it may be widely covered or it may not have a
specific reaction. But if the news spreads widely, it arouses curiosity from different angles. The news is
false or true, or the news is valid or invalid. In this work, an attempt was made to identify rumors on
0; : social networks by using Hand-Crafted features based on tweets, users and a combination of the two,
,&j} oversampling and normalization, and by using machine learning classification. Using 4 machine
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learning classifiers, including Support vector machine, Logistic regression, K-nearest neighbors and
Random forest, the two rumors on social networks were detected. Two data sets, PHEME 2017 and
PHEME 2018, have been used. The results on these two datasets show that in PHEME 2017, the random
forest classifier shows an accuracy of 0.988 using tweet and combination features. Also, these features
show a precision of 0.987, which is better than other classifiers used in this work. This classifier has a
better recall than other classifiers along with logistic regression with a value of 0.986. Also, this classifier
obtained better results with the two mentioned features, with 0.987. In the PHEME 2018 dataset, it
obtained the RF classifier with an accuracy of 0.969 using tweet and combination features, and it has
better performance in precision, recall and F1. In addition, the user feature in the classifier of k nearest
neighbors brings better results than the other two features.

Keywords: rumor detection, machine learning, user Feature, tweet Feature, Hand-Crafted Feature
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(Table-3): Devide data before Oversampling in a fold
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(Table-4): Results of experiments for 4 Classifiers for PHEME 2017
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(Table-5): Results of experiments for 4 Classifiers for PHEME 2018
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(Table-9): Results with deep learning 1 with PHEME 2017

PHEME 2017

Method Acc |Class | Pr Re |F1
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(Table-6): Results with machine learning 1 with PHEME 2017

PHEME 2017

Method Acc Pr Re F1
LR+TF +/ATN IN ¢4 +/AYA +IAAO
LR+TF-IDF RPN ¢4 <IAPY AR < IAAF
RF+TF </AYE +/AYA </AYY <IAVE
RF+TF-IDF </AY - < /AT </AAA < [AFQ
KNN+TF < IFAD <IEYA ARV cIA-Y
KNN+TF-IDF “IAYO <IAY'S <[AVA <IAVE
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(Table-7): Results of machine learning 2 with PHEME 2017

PHEME 2017

Method Acc |class Pr Re F1
NR| +/AY | -/a% | -/A¥
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(Table-8): Results of machine learning 3 PHEME 2017

PHEME 2017

Method Acc | Pr | Re | F1
RF+Content CEYY | IVN [ < JAYY] - /VAF
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LR+Content CIVYY| /YA /8| - JAYE
LR+User SIEAN ] /FAF | IAVY| AP
LR+Combine AR I VAN K/ O

borye (L8 sla)l5 et (e 55 FL 090 )0

oo o TF-IDF 519 g LR aarws o [V] |15
Jde b oSy S5 9 RF anaias 5 (8] 8
olpion hg, 0 a5 Jbjo sl < JAAS alis
sl Sy b RF wates 4 bgpe @l oy
oS5 LLR ¢/AAY wlis jlade by (oS 5 5 S
“JAVA L 5,5 S59 LKNN 5 </AAY L b S5,



ookl a5 g (g S auis -F
5 eolaiul g pdile (6 S 0l eslaul b Lo LIS (pl o
S gl (S diwsdn jloalaiwl b g soaiws e
9 63y 1y anlls asid Jes 90 il oS5 g
3 s b S el 0 o F5g puols plxl ooloac gooxe

s dalgy 5leslatwl L Loy zlseisl solsacgaze
5l alies cpl J> @lp ol sanl o as sl

Loy Geos 50k olen a4 Sloy 5w slagby,
0,5 ooliil Ly Sy cloasid

7-References ey =Y

[1] N. Diakopoulos, M. De Choudhury, and M.
Naaman, "Finding and assessing social media
information sources in the context of journalism,"
in Proceedings of the SIGCHI conference on
human factors in computing systems, 2012, pp.
2451-2460.

[2JA. Hermida, "Twittering the news: The
emergence of ambient journalism,” Journalism
practice, vol. 4, no. 3, pp. 297-308, 2010.

[3] S. Vieweg, "Microblogged contributions to the
emergency arena: Discovery, interpretation and
implications,” Computer Supported Collaborative
Work, pp. 515-516, 2010.

[4] A. Zubiaga, A. Aker, K. Bontcheva, M. Liakata,
and R. Procter, "Detection and resolution of
rumours in social media: A survey,” ACM
Computing Surveys (CSUR), vol. 51, no. 2, pp. 1-
36, 2018.

[5] H. Slimi, I. Bounhas, and Y. Slimani, "TWITTER
USERS CREDIBLITY EVALUATION BASED
ON SOCIAL GRAPH IMPRESSION," in
Proceedings of the 16th International Conference
on Applied Computing (AC), Cagliari, Italy,
2019, pp. 11-18.

[6]Y.-Z. Song, Y.-S. Chen, Y.-T. Chang, S.-Y.
Weng, and H.-H. Shuai, "Adversary-Aware
Rumor Detection," in Findings of the Association
for Computational Linguistics: ACL-IJCNLP
2021, 2021, pp. 1371-1382.

[71N. Hassan, W. Gomaa, G. Khoriba, and M.
Haggag, "Credibility detection in twitter using
word n-gram analysis and supervised machine
learning techniques,” International Journal of
Intelligent Engineering and Systems, vol. 13, no.
1, pp. 291-300, 2020.

[8] M. R. I. Nawab, K. M. Shahiduzzaman, T. Eng,
and M. N. Jamal, "Rumor Detection in Social
Media with User Information Protection,"”
European Journal of Electrical Engineering and
Computer Science, vol. 4, no. 4, pp. 1-8, 2020.

[9] M. Azer, M. Taha, H. H. Zayed, and M. Gadallah,
"Credibility Detection on Twitter News Using
Machine Learning Approach,” International
Journal of Intelligent Systems and Applications,
vol. 13, no. 3, pp. 1-10, 2021.

oobas! S IAYY L Pl a4 LS slalS o s o i
5 Sy s She LRF 55 eoleiin by, 50 050
O,fles g il Caws JAAY wlin polas 4 oSS
e AN L DN 55 Sle313 5500 50 cails g5
L LR (oolginn hg,y o Jlae o .cwilos,S Jae
DNV 55 FL 50 58 e, +/2AY & oS5 o
olgiin by, ;5 a5 I3 03,5 S |, AFS e
5 1Y a4 oS5 g S sl S L RF el
oM g0 5o 0054z slaLie b 5T Ll wpws, +/AAYF
W FL g Sl s cds wimo jo V8] 0 % s o 1,
53 il Cavs /Y g +/APY /200 /ABY polie
5 Sy Sne b RFE oleiiny (hsy 5o 9,00
Sre b /A alin lade 4y Cono Jlre b (oS S
5 [AAY 5 +[AAF polie 4 Slel,3 g ANV 4 s
bolodegarme 8590 0 C8bcwws </AAY i 4 F1
wds o slolae L [V0] 35 PHEME 2018
5 +[ATE C/AYY ATV olie 4 FL g Jlesl3
alio Sye0 slo)lS 5l Al e 4 /AT
aoii e o) 5 am VP 3y, mizmen scdlcans
wwds wmo b g RF L 55 (oolgidan L3y, -cudls |,
SJAFY g AV /AP /AP Cs e FL g Slgs
Ao 5o ety S bl canlaiils 55 o ,Slas
03,81 (Vo5 ) Uz o Jol5 ree S0l

Cewloauss

20185PHEME 2017 (gl ¥ Baoc (6 uS0b JI5 guli :(Ve—Jgu)
(Table-10): Results with deep learning 1
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