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Analysis of Structural Features in Rumor Conversations
Detection in Twitter
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University, Tehran, Iran.
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Abstract
Today, online social media with numerous users from ordinary citizens to top government officials,
organizations, artists and celebrities, etc. is one of the most important platforms for sharing information
and communication. These media provide users with quick and easy access to information so that the
content of shared posts has the potential to reach millions of users in a matter of seconds. Twitter is one
of the most popular and practical/used online social networks for spreading information, which, while
being reliable, can also, be a source for spreading unrealistic and deceptive rumors as a result can have
irreversible effects on individuals and society.
d. Recently, several studies have been conducted in the field of rumor detection and verify using
"w moadels based on deep learning and machine learning methods. Previous research into rumor detection
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has focused more on linguistic, user, and structural features. Concerning structural features, they
examined the retweet propagation graph. However, in this study, unlike the previous studies, new
structural features of the reply tree and user graph in extracting rumored conversations were extracted
and analyzed from different aspects.

In this study, the effectiveness of new structural features related to reply tree and user graph in
detecting rumored conversations in Twitter events were evaluated from different aspects. First, the
structural features of the reply tree and user graph were extracted at different time intervals, and
important features in these intervals were identified using the Sequential Forward Selection approach.
To evaluate the usefulness of valuable new structural features, these features have been compared with
consideration of linguistic and user-specific features. Experiments have shown that combining new
structural features with linguistic and user-specific features increases the accuracy of the rumor
detection classification. Therefore, a rumor classification algorithm based on new structural, linguistic,
and user-specific features in rumor conversation detection was proposed. This algorithm performs
better than the basic methods and detects rumored conversations with greater accuracy. In addition,
due to the importance of the source tweet user in conversations, this user was examined and analyzed
from different aspects. The results showed that most rumored conversations were started by a small
number of users. Rumors can be prevented by early identification of these users on Twitter events.

Keywords: Conversion, Rumor detection, Twitter, Reply tree, User graph.
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in previous works.
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(Figure-2): The general structure of the proposed model
(user-reply-feature)for rumor conversation detection.
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(Figure-3): a) Shows a rumor conversation in the Ottawa shooting including the source tweet and the reply tweets. (b) The reply
tree represents the rumored conversation in section a. (c) The user graph of the users represents
the rumored conversation in section a.
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(Table 3): Summary of experiments and their goals

s s babel -F

Sloa! g lo3! J9o2) ,ble waz o Shs 2l e ol 5o
2 pee sla Sy plules sleolag, jo wuls bl jaseis anld o (Y
ool yo G5 SIS g aul 30 | e Sy ol SBolsacsames olizr Il o wed oo 23l Ss
£elo VSO YA Gilides Sl o sl ,,. .
? L 1,@1@ ’ e 2GSl s G Ty o O8dr s
— — — - L’?’l"))‘ C;‘)" ...\.,5...;‘5@ ‘s’l-MJl-\M IGEON L':"LA) 6[.%0)L3
2 le was gl Shy b)) Sl Sy amlie L s &= 2l sl cle 5+ . R
. L cla, S ; ‘. 2 B Sy ! e &) Sl Sy (g
Lohl s Gl cla i b amlie | Gla Shg b o ksLe oaeSle s dslie o (S o L: oo, 53
s s 50 aslic S 5 s P9y (lnogdle 0l dunlae 0B 5 Sb) oSy

Ol s Sbj e bl slo Sy i ol
» og)LC U MLM AJUL....' ua.ob.,.u 4.:[.: 6L®uo3) L:

5 SL (Sl la Shy Jolis goleiig b3, ()

b oanglie jo golpidan (hs) b))
b sla,ls’ b

Sy axJlas

Sy b amlie

Slaggy o 50 goleiian gy 2U))

Jiee 5k Famgh sl S0 g olug, ;o (63,50 adllas o lp)8
SIS 50,15 0 gl o S asive S )5 (o Sy 5 Cpenl 4 axgi L )-"i ) vﬁ)f )|)_'é g_;.’l'.'.).)‘
ol e Glizee a3l o5l oluls aseid (o as

> (V) Jgaz ol (cwyp Jogs leolag, o
Gilwooly aas o plis 1y Golesl Blaal g b ioles]
WS 51 eslital b ol)lS GLS 5 fl s

olfé‘éd.‘:}oq;o —-\-¥
a0 ol sleadlSe o (5 5lae B oloacgomo

L_gl)L.:l'; 50 sl el ugs jo QLQ? @bz slayg,
dbisl 5o il st S SLIL e
5529 0y 2lemler bain ( Sow 0 655 g,5

5 ilwooly g ool elml enl o 'networkx

5hoeolatwl b9 el o meeh cpl sla,loges
R PPN ES QT slaasbuls

1 https://networkx.github.io/

A 2l ¥ o Ll VP JLu

s



g3 Anslib Sl ALISe youkihis ) G U BT 3u9 w2 9 JILT

Slr 55 et Soxiur ladg by, Sl s
3 JB asgezme b g, ol ol colaiul S5y Skl
CLl (i Soalse 10 50 9 095 0 £9,0 b s
alE o [42] oss )5 Laulidl 4 e aS 005 e
Ko slaxs (yBolsacgame cpl 1o a5 bxl jl pgo
ol sl anls oS Sl ity anls
olawi oo, ,5bay) o0g Gligel Lo Bolsacgesms
5 (el anlis GaadSo ply g0 anlis & slaaadSe
olad K Gl sleanaias I sl res
ool XGBoost 4 [43,44] Easy Ensembleg 2 ;9o
4 4>g L scale_pos_weight s.ll ,ole .o
Ad aebas XGBoOst (gl y Boloacgoze 09 Jolaol
Olige Bolai Kz glhanatus 4 Ly sloyal)ly
imbalanced- 5,8 i wlwl , Easy Ensemble o
5 Uiiel sl y g A8 0 a0l oudas Tlearn
Shoe b colaiul pase-0 blate oz ,liel 51 oL
oW 4 by e Fl-score b S5y obeil ;o o)l
2l ele (S ol mls (F) IS cal anls
oS ssbolen wmse ol Cele b o eit
L awglie ;o XGBOOSt aaiws gl co odwlive S5
slml Jaw YA j0 9.0, (60 25 ;500 slaassatws
Ot Spe oo b Jae wnaius ol lawg oad
@) Jgaz ;0 0l Koo sl Jow b awslie ol L,;,‘I)lS
Sley o3b 0 XGBoost wisazws sl p bl (Shg 0o
yekateds .Cewl ool ool las
g anld el plete 5 e slagSdl plulis
sl She el i gloy o3l pogdle anls &
3 YA AY Sloj slaosl o canlys sleaddlss g,lisle
Sldes Slojy o3b ;o 50 il gzl 5o celu YF

e b cele il

wd Tl cele b ey ojb alie (Shy
Shey ol aen jo aS ol lis S ol @l
Loawlee o gy L8 XGBoost  aaiws
b Sy bl mls (B) Jyoo o)l )50 slaasaws
ooliwl b cels YF 4 YA O Sloy slaosl o
Ao oo ylii |, XGBoost wuaiws
@S O eeun Glp Gen o
i walitu oy slaosl jo culs Ol sla S5
FAUC 5 Jlgsib womo Fl-score iy (Sl
XGBO00st suatws 3l eolazwl b (ROC Sloged 53 o)
BRIV PRV OO E Y L KT DY v S
S Wiy ges Bl lel Bolsacgesms

AUC jLas ol Joe 3 Shos (55 03lail sl (somlie

2 Balanced Random Forest

3 https://imbalanced-
learn.readthedocs.io/en/stable/generated/imblearn.ensemb
le.BalancedRandomForestClassifier.html

4 Area under the ROC Curve

A 2l Vol Vfee Lo

GlS slacal 5 Stie &bl sl e Glacws
Ly, G el 0ad g9 ol a4 bgse
) ebcwms i35 jsbay g 00,8 cw)p |, s
Bl odd Caagiil Lboe pScuws aS wiles S bl
A Cewl ouls asine jub odds ol slac s gl y
OB obacgame pl Lt b oiiws anls bewg Ll
oy 5 ages (gl aS sl pheme o595 5l iso
Lhug Bolbdcgere ;0 LAl cwggiail
[41] el oals plosil )], 15540b 5,
e olyg; den sl daadllSls o garil>
VAVY o] 50 a5 ol adlKe DAY Lels slacgome
W YAY: ¢ anls bl 4 lad e 4K
2 psboles el anll 18 sbanlle 4 Ll
$lp e slaajor ool sabosls lis (F) Jgoo
lomlon boius jo Jlis (sl 0)l0 0929 sl iy ]
anld 0,l0 baallSe wo s olxy I yiin 5805 ()3
woyd g (Lo o il (Jy siles ST coms
5 AS e Camme Sluls o)l Gl I S
b g anld cladadlo slows olayg, 2 sl (F) Joox

2 8l anls k3 axyli Ganl(So slasi (F- Jguz)

Sl oul asiio Slay g
(Table-4): Number of Rumor and Non-rumor Conversations

of Every Event.
awlds pd | oluls ol g,
P48 TOA g JLs o g3l
ADA YAY RS I LSAI)TB
™ YA | 5805 03 olalsn i
fY- fv-. Iobigl yo (g3lil
YAY - V,AvY Egoine

GHLbS b o b S 519 ool -Y-F
Sluls asis Hllss a5 Jos oloyl Coonl 4 axgi b
Gl Sis il ansls 1) SlllSe g5, atsl slapls o
celo b e gl <5, 5 olplS SIS 6 ksl
ol el glhseal deolay g, o baedlSe g4,8 adsl
5o S Wl bl a1 Sewly lacan g a8
Bl Cond g e Ceng Jlo)l o Sloj alold o]
Sy YA adlKe o gly sl celo b Sl
Ol SIS 5wl cj0 4 by ¥ Jga (5,5l
U] W ES-VN ~ OV VR W €S0 PN L AV O
S35 » Sry 2Bl anld (o Sl v sla S
‘nlf 50 b plxl > ye aw o go..\.&d):}d.u‘ 6&;}.5

Ihttps://figshare.com/articles/PHEME_dataset_of rumour
s_and_non-rumours/4010619


https://imbalanced-/
https://imbalanced-/

[45] cul S o] sladiges slows

Slyp el Jloe Wlgy oo Bolbacgome cpl o
a5 loo, o paaza ail Jas o Slee (5,505l

a5 03 0 Lid # Cuodle wd o LS 1) el Y g VA OY F Gl gbdojl jo (bl v S5 :(B-J9ua)

el ool ol Sojy 65k oT ¥ SR
(Table-5): Show the selected features at 6, 12, 18, and 24-hour intervals. Marks * indicates that the feature
is selected at that interval.
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(Figure-4): Feature Selection Using the Sequential Forward Selection Method in period 6 hour.
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(Table-7): Show results Comparison the linguistic, user, and structure features using the XGBoost classifier. Includes F1-score,
precision, recall rumor and non-rumors classes and also shows the weighted average of F1-score and AUC .
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(Table-8): Show the results weighted average of F1-score,
precision and recall of the proposed method in comparison
with the basic methods.
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(Figure-7): Section a and b illustrate the three most frequent
star network patterns and the source tweet user’s response
to other users in non-rumored conversations. Section ¢ and d
illustrate the three most frequent patterns of star network
and the source tweet user’s response to other users in
rumored conversations
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(Table-9): Show the results weighted average of F1-score,
precision and recall of the proposed method for each event.
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(Figure-8): The number of rumor and non-rumor conversations written by users for each event.
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