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A High Capacity Email Steganography Scheme
using Dictionary

Mohsen Rezvani'* & Mansoor Fateh?
Faculty of Computer Engineering, Shahrood University of Technology, Shahroud, Iran
2Faculty of Computer Engineering, Shahrood University of Technology, Shahroud, Iran

Abstract

The expansion of the use of information exchange space and public access to communication networks
such as the Internet has led to the growing dependence of social institutions on the use of these networks.
However, maintaining the security of information exchanged on networks is one of the most important
challenges for users of these networks. One way to protect this data is to use private networks. But
building these networks is not cost-effective in terms of time and cost. In contrast, the use of encryption
techniques, access control mechanisms and data concealment are among the effective solutions for
security in the information exchange space.

Existing methods for hiding information can be divided into three categories: cryptography,
watermarking and steganography. In cryptography, a simple text is converted into encrypted text,
which, of course, requires a decryption operation as well as an encryption key. In general, cryptographic
techniques suffer from two major problems. The first problem is the ban on the transmission of
encrypted data in dictatorial regimes, and the second problem is that cryptographers pay attention to
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encrypted data and stop any secret communication. The second category of information hiding methods
is watermarking. Watermarking techniques are commonly used to protect the copyright of a digital
content and to deal with issues such as fraud, fraud and copyright infringement in the data transfer
space. In steganography methods, the transfer of information takes place in a cover through public
communication channels, and only the sender and receiver are aware of the existence of a secret
message. Two aspects of steganography must be observed. The first aspect is that the cover and secret
content look the same in the face of statistical attacks. The second aspect is that the process of hiding the
secret message in the cover is such that there is no difference between the cover and the secret in terms
of the human perceptual system. In fact, the accuracy of the transmission media is maintained.

Steganography methods use image, video, protocol, audio, and text platforms to hide information.
Steganography in the text is difficult due to very little local variation. Humans are very sensitive to
textual changes. Hence it is difficult to spell in the text. However, due to the high use of text in digital
media, the insensitivity of text to compression, the need for less memory to store and communicate more
easily and faster, many methods for steganography have been introduced in it. In addition, text is still
one of the major forms of communication available to the general public around the world.

In this paper, we propose a new email steganography scheme using a dictionary-based compression. In
the proposed scheme, a number of email addresses containing a hidden message will be generated using
the submitted text. The submitted text is sent to the generated and recipient addresses at the same time.
This does not reveal the identity of the recipient of the message, and only the recipient can extract secret
message using other email addresses. In the proposed method, two steganography keys are used. Using
these two keys increases the security level of the proposed method. Also, the capacity of the proposed
method is unlimited, which of course is a great advantage in a steganography method. This unlimited
capacity provides high security for the proposed method. Another advantage is that the proposed
method is not limited to the type of the cover-text. Initially, the secret message is converted to a bit string
by a dictionary. Then the operation of embedding the secret message in the recipient's addresses is done
by the steganography keys.

The efficiency of steganography algorithms depends on various factors such as lack of detection by the
human eye, lack of detection by statistical methods, and capacity. The proposed method does not change
the cover-text. Hence, this method is not detectable by humans or statistical methods. The capacity of
the proposed method in this research is based on built-in email addresses. As the text of the message
increases, the number of emails created increases too. Of course, this increase in the address of the
emails created can lead to suspicion of the emails sent. Therefore, the parameter of the number of emails
created is also important in the evaluation. In this paper, the efficiency of the proposed method is
evaluated based on the two parameters and compared with existing methods. The results of this
evaluation show that the proposed method, in addition to providing unlimited capacity in
steganography, produces fewer email addresses generated as well as fewer message bits after
compression.

Keywords: Email Steganography, Dictionary, Capacity, Security.

oMbl gile i Glp ds2ge slo b, dodo — )
5 T oK, L aw 4 lyce
@ ool re S ()50, 40 S e Yd)&d"ef'
Ol Sy0 Glp adl oS ogi o o sdiye; (ye SO
Gy oS uizmen 5 oliShe, Sllee el
i 90 51 )50, slohsy I ssbar ol (55900
JES! Cuegion (JSbe st Wipoe @) (ol
5090 5 (65,5500 latwS> 5 eddie, slassls
g odiie, ldosls 4 TlaliSje, axg > (i

s 5 SOl Jols gl 5l eslinul S
4 e iyl A i (bl leaSs Sen
ol 5l eslial @ eleizl slasles (98059, (Sl
el el Lis o ol b el ond laaSid
S9zge Sl (o Frtes 5l (o LoaSid ;o oad Jobs
Lis glael, 5 S el basis ol ole,l5 sl
(ol pogar caSs 5l eslinul daosls (yl Copal

s elanin g by Bl ol leaSs opl cale U
pg5 Biwd [9] el e bli g5 ,m 5,5 ibgie Tkt SRS 5 S ST e

o N . (S5, slogng, 5l eolaiwl bl o e
RUSGIN- Lmé)liiuwﬁ e GQL“G‘D"‘“ 6L‘°u:’5)

)l osls 6)L»L§m 9 ‘5...:).“..:& J)....S LSLQ)lSﬁ)Lw

ST S T s el e cemdl sy 5 sl Sel, ales

! Cryptography [8] cunl Gileds
2 Watermarking

3 Steganography

4 Interceptors

O 2l ) 5Ll 1P L



Aol G b Hl 393l wiud 3B U aobilily »3 S0l

S dlwgay B el ool o el wlly pe
il Slles o o it Sy & aelicil
Sals’ dlwsy 0uipS sl Sl o ke ply
g0 plil 6,50k

il Jale 4 S50l sl L5
ol pae bl pis lawg el pae aibe
Ohgy el dily Sdil g sylel glaghy, b
9,005 1S go olml Ailligy (5o 53 (6 et s3leidey
aests BB gl o, b pludl g g, 0!
2 e cGih cnl jo (golgiday by, Cudyb s
e Gl b el sasarsle sloasbl], sla slis
iz se oyl eabazsle alll, slaSlis olass el
oasaile glaadill, L5l o <l o5
0ps Iyl alll, HabSsSie 4 mie Wl
5o sabaztle glaasbll, Slas ol zally ol
Py @bl @lie ol ys ol Coeal Bl S5l 5o
L aglie 55 5 aatol bl 5 » e oty
ol @l sl w8518 D5l 000 S92 e slahs,
Gl jegdle goleidny ) &5 wede ola L)l
llly sl glas slass (6, 0lks jo dgaoml cud,b
S5 ply Glace slas izes  yieS cadaldy
S (o0 g (g5lwed 228 5l oy

S Gae e L o lal d@llie (pl aslsl o
3 e 1998 00 plaxl e 3 600k ey,
2 6Bk lr ol Ghy) Sluir e A
G0l Ngy e Sy slp e e &l aslll,
Sl ol b g, cnl 5o Slesle Sl (ooliinn
@l ey i )0 b dales Al el 5w o
oy zpd bty hsy bl sle o]
g oo Ayl Alie (6 S Al (el ISy [0 Mg oo

e, U)K 5900 - ¥
dw e o | 60k slagts, lgee S Hsba
peed bl Bolai g g Sl (Slj Sglite atws
WS e [L24] SVl ,Slslean,s [1] o5
o dles,s ALl e ke 50 d9zee slahs,
oaisdslyl s o, cp e 3l golawi pisu (pl aeldl

Al aasleS 950 (e S0 sl
@l b 5978 o Sy et Sby 60k
e 695 oSy s Sl 39290 (e
5 [3] il ceslivn sla ) o 5,5 wudle ol 13

BY oyl ) 6 ke Py Jlo

i 2l Jolca b ablie 5 Jlms (glyione S 2
ool Jlaml glas o Lol g8 ad 5 (g )l pedlS
JGsl oo,k coibs, o [10] ss oo oolicl
Ll glaJUls b 5l o 'alis K o ool
97y 5l oS 5 eaiiu b e 5 09l e plnl ages
2l ok o anz 9o s bl ke by
il 5 iy (slyiome 45 ) Cai A g e,
P90 Atz iy Sl 4 LSy (g bl DM Jilie 5o
Slaisay alig o (w5 pli ilopley wnl s ol
g aildg oy (el lusl STyl olSiws Hlas 51 as ail
i JEsl Bl oo adly,s bl a1sls sgmg il
[11] 542

Py el byt 5l Kk slags,
oolaiwl Sledbl (g5lw e sl e 5 Dy (SS9 y
ot il et Lo e 3 (5 Sioled 5 oo
ol ot s s 83 plodl ] S 1S
Jodoas Ll soanl Jlads e 50 )0 9500l s
9 ol Jlims slatila, 5 (e sl eolis
lp yeS Al 4 LS giluos,id 4 Cond (e
Sgre s okl bLL 618 5 gilee s
wload (Byme o] 0 50k Glr 6ok slagss,
Oriodes I (So o8 e (e d)lge (nlpogdle {11]
JRC U [ WO R P 3
el S5l )8 pges (s

GBS lp g Gy S lie cpl o
al)l asbes) 5 s g allly e o Sledll
s Jlol e 5l osliiul b eoleidn Ay 50 09do
ied i ply osle a5 asbll, T olis olas
slaglis & ploges Jlo)l (e b salys sy
Casn S ol b Syt Jlos) 00iyeS LS 5 sadalys
5 ooliiwl b ods S g g oats ISl aly 8055 5,8
l, 8w Sledbl il o asllly, b Jlas ple
SOk 98 93 Sl essleidng By 5o oS gl
O3l 4 i 0T g0l 5l eslaiul Logd oo el
Syl eizes Seboe sleiin by, ol mhaw
2 Sor Caye audl a8 Coul sgamal goleiiay (b,
bl Gl Seie g SO Ay S
oloul eolpiis gy lp oYL sl wgasal
€5 4 sl by 3g09ume 03 Coje S (oo

I Cover
2 Address



b ol oy, onl oadady 4o plradl puae
SleMbl 6, Kol (g, S [23] 50 o)Sen g 55550
Lol 03,87 &) gy cnl @ ales sl Jo ol SO
lalad glgl ool 5 T3l p03ly ymr 5, 2 2z ye 02!
b was o ol | )0k (e 50 39290 JB
sl o G0k s, S [B] e e
[6] ;0 oSan g g3, los,S &l g s »» HTML
laaSd ;o B siluie sln 60 Ghe) S
sy [7] 0 ohlSes 5 olos, los S ail,l clozs]
Alss (5,0 Cogr asid Sledbl gile b sl y
s, 431, DNA
e G ) sy, S
bl yms 5lebe, cnl 5o ol abll) 5o 6,80k
ol sl gt eolital ik aly Jloyl ol
a asbl), Lol [8,10,24,25,26] =¥lie , o S50
@ a2y Gen (Jlol gl ol Cblre g3k slass
grl Sy ol ], slalss Gosies
WS el @l bl sl lis ;) [8,10,24,25]
[27] o ol )an g dexl S o oolainl )KL
ol ady s Sbladl (o S0k oge sl
o olis oy b sl o plonl anbil], slo sl
el Bl a8l by, Codel mlas ¢ Solad aalll,
Sy LZW (s3lso0,5 ol [8] 5 Smal 5 Sl
@ o ol Sl o (B e aalill) o 6 S0kS )
oslisad S0l sl o5 TA Jols slecsazme |
bl 03p0mb hyy orl JSie (e S (o
O dgazme byl R0 O)le el (6,50
SOk s w5l Gy, crl el JL)
Sl oYL cosel g,y ol gm0l oo oolatl
Sl oS5 5l [24] 0 olles 9 JlesS
Gl ey BWTY 3 MTF LZW  gjles b
oolial 1 [26] 4o sl o oolitul (6,850l asd b
3y 4 e &G0l byl e 5 jlues 25
GOk s b (g, cpl o .l a8l ogugs [24]
5 Sl il @il il3él 7.21 4 7.03 51 casbl], o
» Bk @lr wslie 35, [25] 0 olSes
3 eolaiwl bocbg, opl yo il eols &Sl allb,
el o iz ply ildgy (e lodung 0,553,

Syl gy el Aoy o gl SOy sl 4 axg b

4 Microsoft Word Document
5 Lempel-Ziv-Welch

¢Move to Front

7 Burrows Wheeler Transform

e SlelS 50 S ity 5l oline sla Ty i
[4] ogi oo oolaiwl aee Sledbl o5l ¢l
JErd (2l (re po WS S LKl 26
OBL ayenlil 05l 9zaa it mlaw oLl
ldlae YU olaiel Gl b calie 50ums pouis
PSP s SoE sl b 6,0k o 2Kl il
S $letans (onsS 5 jol,5 Tt 3l ool | 5,29]
9 Sl el 005 Wl e o Sby B0k b,
2o O 0k Gy S [B] e olies
3,5 &1 e 0 A

Al sl Glae & )l Kol
sin ST (3,5 cledy o Jl (sl ol o o500
S ) DlalS G (JB glad Cigd psi b e o
3 97 Sladuns S5y 9 Sod i (12] 515 ness
5 ol lrale 5l 5 [13] 085S amio b, Jsko
desgs o [15] ;o o5 eolaiul 4lg o [14] gl
ool Lo Slauny Cde &LD) G 4y abali g S
St ) S 5 e st oy g o 0
g o lad o boeancunl A, aws
JEI L e 5o 6,000 5 UKD cnl jo 05l i
odds sazee Sledol o i K0 s 4 yws SO 3l e
D950 O )

o g gl el Sl 5l e
Gl Gla Ty 5l eoliiul b Jogs & g0 aills,
[16] ad )l 5 hod [11] Cal ,15 5,50 iseo plos
Il oad esliiul ke ply 0,5l
5 e b O adss pas () onl sladSie
3158 eolaul b ailels S 215 ol ol uioren
Lol g 52 Sillr sl ) Son 8 gla L

G0 sla by, woads ol gbdganaiws pogdle
olisS sloply 51 [20] o JWLEL wlead @, 5
sise LOISE o 1, Sledbol g oolizl ailigs ¢ye sy
ol ol b cadb (g, opl cansakals ol 00,
alig e olored T ol gleacw 51 [21] 0 5,5
Ll 03,5 ide Talho jo ) Sledbl g 05,5 solaml
9 S50, e (SELSe sy cnl bk sl S
Sl il Ccoge S LSS pl il K0S
Eols @l [22] 0 oSl 5 eyrle el o
Jedods el o solatwl e (gilwasds 5l ledlbl

I Combinatory Categorial Grammar (CCG) Parser
2HTML
3 Attribute

O 2l ) 5Ll 1P L

§



Aol G b Hl 393l wiud 3B U aobilily »3 S0l

g

<

5 590 -¥-)
5 e plbn Gilwes il silule al> e Lol bl
50 el ds g5 Slawd b 0alion yid pliy CllSS e
SO 4 g ooad 00,8 asbos) SO g pliy ol
3 elS o e 4 azgi b ogdpe hios gmatd,
O g dboe pelaidl s T 4 a5 S asbedd
Ol webioe b e Sl lant; a4 ke el
Sz sl 4l S by e,
dlone (A5 5 (2303 oo e 239800 el
olasi 4y 2oos dae ol Bl aelol o e0ed o
Wlag (e onl 0gdioe plnil dldgy e )0 oy
Deds co Jlw,l 00515 (gl a5 Cuwl aebll) way e
O Sladan g Sl (gisae plo Sl S e B
GOk Gl dloz 2 Gloany slass 5 ailly,
e slatl sl bean gl slaws p00s s 2 aes
3 baine slaws B)led b oaies o plas 1) ailig
A5 S50 2300 dae ol gl U ailig e (slal
@ moos slael ol 5l Jols cloans; .l e Cus
lp Bk 90 Syie) oS Jgur S olyen
Dl oo oolainl aslll, Slid Wgws 9,5 jattie
e Sldbl ggl> anlll, Slis golass colgsye
ples 4 lojea (ldgy (o) aabll) ainy digdh oo slys
Db oo Jluyl 005 118 asbll) Slis g asblly sle Slas
aabbl) slo slas can g 5l 1) o ply lade bl

Oled 8 g adgl puplio —¥-Y
lods o oolaiwl 550 WMo g pelie izw (pl o
WS oS Heblen 3ehi o0 iy solering R0
ol el abesd Sy e golpin leds
el by 0 ST aels FAAMAA L el asbics
50 gyl 1SS e cas 5 aldS o] jo a4 el
et LSS L Ol 4 ailead (o e (cnndSSE Lo
RRCIEIEIC S ATV RS SR JE 4
4 dxgi bl cad ools  plaisl aslica) o i
I SlalS debicsd cpl ¢ auedSh Slool jo dalS o, SO
Aol o a5 cul LS S e puileile e Yo
S L asbcsd ool 5l G S pe S Slool o

s O“'?U 65....:60 o).._~>o QJBAJJ.AM uu)..\.t‘

BY oyl ) 6 ke Py Jlo

G oS ol Jloyl e sy Jdoay Lol ojls oYL
Sl by yigy K00 4 S

2 ok by S [28] yo Slgs, 9 b
ool el ol &)l laanss 1SS 51 eolanwl b aslil]y
wlie slaghg, b amslie o o 5VL cud)b 51 2,
w‘ Osml.) U“?) U"‘ v;d).’a ‘é‘j)‘b w‘ )‘0)55).3
ply p> 2ol sl LZW (g5lwes pid 51 by ol o
Co™ 7 b9, ol e eimen sl ool eolal
Lol casl oo i385, 0l oyl bl sla Slis
ooy ol o el S0l Sl @allly sle Slad )8l
b oo Gl Jlo)l laaslll,  Slas slass by
5 el pz> GRelS lp b, @i cpl o 9,00l
odd Slpiing 0nipS asllly sla Slis slaws oS
ol Szl ez ol Gl n b oot b,
Ll dobod) S @ (glwos s ([28] o oundiasl)|
g_aL..l.o.c ‘|°L3‘~f' > u....asls ).309)&- asbesd 6)-:5)54:’
a3 oo plnil 53 1 by 59,550,

Wlie cpl jo ot ol by, 5o
(e 5 650 Hrie slahy, ol B,
3yl 09z oyl e 59, (Rdge g8 g
Sloyl e 4 Slal Gledbl | adgs md (yuioren
e 50 Gt d G Oile @ KPWPIN| aslsl
g god Jlasl ailig

GOty 9, Y

90 5l oS sleds a3 caS Blgi oo IS ek
plo cdin,d Coow j0 a5 Silul> al> ey D9l 50
30 09 g0 00l j1i8 diligy jo aile,ore ply g o 2]
|)_>] PLJ o&.}).:f Ceomw 5O as C‘W‘ dl>)A 9 J)LM
Salgs el (8L )o aalill, 5l aileye ply wgd o
olerion by p B sare ol i3u Cnl aslol oo
Gload o 55 0y50 Blod erw wdly pualys
J>re Saleys 5 @S s ol 1) ol 5,00
Sl pele 7 i Sloj L 2lsanl 5 glul



Sls gomsar Jlojl allly al e ol 0LL 5o 9l
5 d9zge asllly slaSlis o (4 ply a5 S50 e
RCOU PV S W PSTON T Y RN IPRVIOK S

Gl Py 0 e ply sl Sl
Lol ) a0 005lg0 Lol

Slesliiul b e ply ol (o iCuwss alo o
o Gl oed oo o slael I glansy 4 asbesd
L opeS oo o asbcdd jo ) ply 5l e o jslaie
wbed o el Guwall mine pl A @ axg
axg5 b ogd o 00ld Liales j b el 4o 4 sdnlecwsa
S on 038 Cad ] A 29098 (g0 i sl
ool Gialed P L g oot dwlne o dlal, 5l sae ol a5

D9 s
p
j—-1 if j <256 "
= j—256—-1 if 256 <j < 256 + 4096
j—256 —4096 —1 if j= 256+ 4096

VLAY A sae S Wlgie p Y dal) o
dabca) 10 alS S 0429 pas Djgo jo Bl S
S5l 35 JLasl o 51 alS T 4y e g0 e
a5 Cowl o 098 oo g delS ] slodn g eled
olawi ay alily Iyls cpl g0 o090 sae b
Sz @ polie lp 1 el sadol aslS sleansg
i polie Jolis bl pl.cwl jsaie geie >
olaswi yuomed g Sw 003lh (Slo eo3lgs (i
0 o e dsh 2 (Sl o5 4wty sl
90 el jpate S Jler aelS o ln &l
2l G gd w4l Vb ol SIS Gl
ol ol daliee clls e anl e pl ol adlsS
Sl oals oals L (V) Jgaz yo cll> o

PR .u.ﬂ,.w Gl b e (Y- Jgu)
(Table-2): Four different values for the initial header.

e A sue 00
e VY oue 01
o= VP sae 10
g o (Sl oS Joles sue 11

ol wlol p asbesd o 0g3ge Ol (sl

Slp 0,8 Lamin |y alS 4 Bl Con slaws lg8 oo
Ll e Glp e V2 M anTe Gl Jls
Com olaws caelica) jo 092 gel Ol (gl Lol w09l oo

39 e aets BB asl bl s 45 & 3lets

L) ol by 5o ST aels YOF  Juls asbicasd

a7 Jols pgo isw «([0-255] oL jo olo il

A1 Lise g ([256-4351] o5 ,o olo sl L) aslS

[4352- oL o ol wal L) auds £OOYF el

Cewl (69887]

95 2 lp &5 oS o0 (23 s3leiin ) 50

polae dslica) pogdle ply 058 5 caiin,d GB)b

Sldos o] SaS L aS 810 0925 j (5,500 S yine

Oygody polie (nl ogdse plil glFl 5 bl

el 5

Ailgs oo aoblly way a5 Sleds olawy aniy X e
g oilez

5o Wlgh oo a5 aobll,y asay 51 ez slass a iy ) o
25,55 L8 alole

50 Wilgi o aS Asbll,) alay slads g Slaws aiy 2 o
Dgd 48,8 b s Sluwle

Sl Wgms 3l ob cin slacgems Jold A oIS @
ZEle ©lp g il d>ge 0 a5 col basbll,
L gy ;0 4 065 0 oolatul aelilly sl las
Ol el oals ool ol Sy A sae S callilyl

e 00l 00l UL‘"" (\) J5J~> S A€ 900

(A 9ol5) Lrasbilly (SLAS Wiguy y20lio dcgozo :(1-Jgu)
(Table-1): Prefix values used in Email addresses (Key A).
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(Algorithm-1): Choosing a decimal value from the bitstream
of the secrect text.

1. SecretBlockSelection (M, X, N,)

2. d<0

3. while d <X X N, do

4. // get the next bit in M

5. b « the least significant bit in M

6. // shift d one bit to the left

7. de-d«1

8. if (b==1) then

9. // use bitwise OR for adding b to
d

10. d<dorb

11. end if

12. end while

13. return d

14. end SecretBlockSelection
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From: mansoor fateh (mansoor_fateh@shahroodut.ac.ir)
Ta: m.rezvani@gmail.com
Cc bz net.com, Iralizade@aol.com

School of Electrical and Computer Engineering (ECE), initiated in 1934, now offers undergraduate, masters, and PhD
degrees in Electrical Engineering, Computer Engineering, and Information Technology. It is the pioneer of all higher
education centers in the field of electrical and computer engineering nationwide. With more than 2000 students, 84 faculty

faculties earn teaching ratings that are among the best in the College of Engineering, and also at the University of Tehran.
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(Figure-2): An example of the email generated using the proposed method.
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“in the research area of text steganography, algorithms
based on font format have advantages of great
capacity, good imperceptibility and wide application
range. However, little work on steganalysis for such
algorithms has been reported in the literature. based on
the fact that the statistic features of font format will be
changed after using font-format-based steganographic
algorithms, we present a novel support vector
machine-based steganalysis algorithm to detect
whether hidden information exists or not. this
algorithm can not only effectively detect the existence
of hidden information, but also estimate the hidden
information length according to variations of font
attribute value. as shown by experimental results, the
detection accuracy of our algorithm reaches as high as
99.3% when the hidden information length is at least
16 bits.”
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(Figure-3): Cover text used in [18].
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(Figure-5): Secret message for evaluating the length of the
compression algorithm.

“behind using a cover text is to hide the presence of
secret messages the presence of embedded messages
in the resulting stego text cannot be easily discovered
by anyone except the intended recipient”

School of Electrical and Computer Engineering
(ECE), initiated in 1934, now offers
undergraduate, masters, and PhD degrees in
Electrical Engineering, Computer Engineering,
and Information Technology. It is the pioneer of
all higher education centers in the field of
electrical and computer engineering nationwide.
With more than 2000 students, 84 faculty
members, including 21 Professors, 20 Associate
Professors, 40 Assistant Professors, and three
lectures. The School of ECE faculties earn
teaching ratings that are among the best in the
College of Engineering, and also at the University
of Tehran.
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(Figure-6): The cover text.
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(Table-6): Number of email addresses generated for the

secret message and cover text shown in Figure 5 and Figure
6, respectively.
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(Figure-4): Secret message used in [18].
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(Table-5): Capacity of different text-steganography
approaches.

e &z
7.017 [1]

6.92 3]

7.03 6]

7.21 [20]
dguzmols [28]
Sgusoli oleiin )

ooy ol ol giliv Sluss A
sl sla sl 53l b 28] s snisadl)l 3s, 4o
G b Bl abise I3 55 (8 Bl Syl
3 i o gile e Gl bl sla glas
32 G0k cedib nlply )l sezs ply slace
Sty amlie lp Cul dgasal By,
@bl bl So 4l wgasel i b b o ks
Sl ol LSS sl S lilay 1A el Ko
S oo gl 1y gy onl 5o eadaisle slaaslil],
ol (ohg) oS slaasbll, (Slas slasi b (oo, 9

Ew

sadaisl sloactll, JLis ol (8) Jgaz 5o
Ghey e () JSo aligy 5 O) JS& pliy Sl
aS jeblen ol ouls auslie [28] axy0 b (golpiiog
oadadg sla Slis slaws wed o onys Jgaz ol jo
&z ey eyl Ghs, 5l e (goleiday ) taws
Lol [28]

sleolaiul Jdoay yiaS oaliadsi slo glad slass
2 e &S Sl oleiing Ghe) 5o silwes S gy
Silwonid g4 J.ul) r Glp el asbesd ol
G3lwoo,d 5l an gyl Glacay ol (S ply
5 iy Shsy 90 o ln |, (0) IS8 e ply
S3lwos 28 5l Jol> (29993 Jlade w38 (2Ll [28]
03,91 chlizea (s 55 o (slilas (V) JSa 50 ply ol



GOk slod jo idnael mls 4 azg |

Gy dee b leiee ool 5 (lgieds solerin
s Colye g e el e slees i
L ol prodle sols LalS 1) sadadss asblyl, olo Slis

s on soleiing by, 4o oad b slagile oS
el Gl Vb e b Ll 6,0 st S

Sl slgriny soloix!

7- References &l -V

[1] M. Taleby Ahvanooey, Q. Li, J. Hou, AR.
Rajput, C. Yini, “Modern Text Hiding, Text
Steganalysis, and Applications: A Comparative
Analysis,” Entropy, 2019 Apr; 21(4):355.

[2] M. Taleby Ahvanooey, Q. Li, HJ. Shim, Y.
Huang, “A comparative analysis of information
hiding techniques for copyright protection of
text documents,” Security and Communication
Networks, 2018.

[3] B. Gupta Banik, SK. Bandyopadhyay, “Novel
Text Steganography Using Natural Language
Processing and Part-of-Speech Tagging”, IETE
Journal of Research, vo. 13, pp. 1-2, 2018.

[4] NS. Kamaruddin, A. Kamsin, LY. Por, H.
Rahman, “A Review of Text Watermarking:
Theory, Methods, and Applications,” |EEE
Access, vol. 6:80, pp. 11-28, 2018.

[5] M. Taleby Ahvanooey, H. Dana Mazraeh, SH.
Tabasi, “An innovative technique for web text
watermarking (AITW),” Information Security
Journal: A Global Perspective, 1;25(4-6):191-6.
2016.

[6] SG. Rizzo, F. Bertini, D. Montesi, C. Stomeo,
“Text watermarking in social media,” In
Proceedings of the 2017 IEEE/ACM
International Conference on Advances in Social
Networks Analysis and Mining 2017, 2017, vol.
31, pp. 208-211, ACM.

[7] MS. Rahman, I. Khalil, X. Yi, “A lossless DNA
data hiding approach for data authenticity in
mobile cloud based healthcare systems,”
International Journal of Information Manage-
ment, vol. 1, no. 45, pp. 276-88, 2019.

[8] E. Satir and H. Isik, “A Huffman compression
based text steganography method,” Multimedia
tools and applications, vol. 70, no. 3, pp. 2085-
2110, 2014.

[9] C.C. Chang, “A reversible data hiding scheme
using complementary embedding strategy,”
Information Sciences, vol. 180, no. 16, pp.
3045-3058, 2010.

[10] E. Satirand H. Isik. “A compression-based text
steganography method,” Journal of Systems
and Software, vol. 85, no. 10, pp. 2385-2394,
2012,

00100 00010 00111 01101 01110 01011 01110
00110 11000

LZW gy b a5 ply (29990 ()

A) Binary form of the secret message compressed by LZW.
11 1000 1010011 1101000 1100001 1101000

1110010 1101111 1101111 1100100 01
111000110011 00 00011100 10
1111100001110000

dobcad c_iofﬂ' suu lol.u 9990 (u)

B) Binary form of the secret message compressed by
Dictionary.

SoS L (B) S svu o ‘Sjb»o.b).&.é @Lu (Y- )
dolica) 9 LZW &5)

(Figure-7): Compression results of the LZW and Dictionary
algorithms over the secret message shown in Figure 5.

Sl §5lwod pid 5l ams el glacay oluai :(V-Jgu)
Sgasmoli Cad )b L sla s,

(Table-7): Number of bits after compressions for two
methods providing unlimited capacity.

G ilwod 3 5l vy ply gvcey oluxs
150 [28]

104 Ol 095

(G S dxis —F

olawi g asbcs) Al » g oby, @Wlie opl o
32 GBS @lp iy ey d9zse slodun s
9 by 4 dgazme (golpiinn g, .l ool &l aLlbl,
Glalig e o by Cud P alidy e gy
lasl egoleindn b9, 53 ol pll | 6,00k Olgise
iy 4y g 03,08 ghe ply (e dslicl S5 4,
g L e T - I
olawi 5 i 2 B0 i 4 daxgi L ogd
Selgs bl slaglas ailigy (e )3 39250 Sloduns
Slolas pled 5 0w yS @y lojee aillsy (e gl o
ol o ailsgy oye a5 Sl 5 g e Jlu,l asbily,
Obl it sl olerinn gy S (o0 et Sl B
oloid Jloyl ot Gizmen s pasas B
ol 5l o @) eadady Sl paisr 4 aslill)
Coje Cemd el ply 00i S (Cewl Lol 0ui) S
g de by, oo b awslie o oty (g, S0
o & G a8 5 Jgine aslll, Slis oslaw
Ao ) (oolgiiny by, Cedyb ol alie la b,
5 Sl i (G 0 S0l slagny, Ko L
G0l lp dgammal cud b S hg, cnl @Blgye
S e il

O 2l ) 5Ll 1P L



Aol G b Hl 393l wiud 3B U aobilily »3 S0l

g

<

[22] A. Majumder and S. Changder, “A novel
approach for text steganography: Generating
text summary using Reflection Symmetry,”
Procedia Technology, vol. 10, pp. 112-120,
2013.

[23] L.Y. Por, K. Wong, and K.O. Chee,
“UniSpaCh: A text-based data hiding method
using Unicode space characters,” Journal of
Systems and Software, vol. 85, no. 5, pp.
1075-1082, 2012.

[24] R. Kumar, S. Chand, and S. Singh, “An Email
based high capacity text steganography
scheme using combinatorial compression,” In
Confluence The Next Generation Information
Technology  Summit  (Confluence), 5th
International Conference, pp. 336-339, 2014.

[25] A. Malik, G. Sikka, and H.K. Verma, “A high
capacity text steganography scheme based on
LZW compression and color coding,”
Engineering Science and Technology, an
International Journal, vol. 20, no. 1, pp.72-
79, 2016.

[26] R. Kumar, A. Malik, S. Singh, and S. Chand,
“A high capacity email based text
steganography  scheme using Huffman
compression,” In Signal Processing and
Integrated Networks (SPIN), 3rd International
Conference on Signal Processing and
Integrated Networks (SPIN), pp. 53-56, 2016.

[27] T. Ahmad, M.S. Marbun, H. Studiawan, W.
Wibisono, and R.M.Jjtihadie, “A Novel
Random  Email-Based  Steganography,”
International Journal of e-Education, e-
Business, e-Management and e-Learning, vol.
4, no. 2, pp. 129-134, 2014.

[28] M. Fateh, M. Rezvani, “An email-based high
capacity text steganography using repeating
characters,”  International  Journal  of
Computers and Applications, pp. 1-7, 2018.

[29] Chang CY, Clark S. “Practical linguistic
steganography using contextual synonym
substitution and a novel vertex coding
method,” Computational linguistics, vol, 40,
no. 2, pp. 403-48, 2014

Iy 055 51550 S y0e (Slgudy cymxo
oKisls 5l Al Cse | 0)9> O
J 50 90,5 cdl e Ul sl UNSW

y sg,als aio olSails [Lsils ol

A N
*7 el

5 el &l il aalilly glas
mrezvani@shahroodut.ac.ir.

BY oyl ) 6 ke Py Jlo

[11] S. Bhattacharyya, P. Indu, and G.Sanyal,
“Hiding Data in Text using ASCII Mapping
Technology (AMT),” International Journal of
Computer Applications, vol. 70, no. 18, 2013.

[12] R. Kumar, A. Malik, S. Singh, B. Kumar, and
S. Chand, “A space based reversible high
capacity text steganography scheme using font
type and style,” In International Conference
on Computing, Communication and Auto-
mation (ICCCA), pp. 1090-1094, 2016.

[13] S.A. Al-Asadi and W.Bhaya, “Text
Steganography in Excel Documents Using
Color and Type of Fonts,” Research Journal
of Applied Sciences, vol. 11, no. 10, pp. 1054-
1059, 2016.

[14] S. Roy and M.Manasmita, “A novel approach
to format based text steganography,” In
Proceedings of the 2011 International
Conference on Communication, Computing &
Security, pp. 511-516, 2011.

[15] B.K. Ramakrishnan, P.K.Thandra, and A.V.
Srinivasula, “Text steganography: a novel
character-level embedding algorithm using
font attribute,” Security and Communication
Networks, vol. 9, no. 18, pp. 6066-6079, 2016.

[16] A.M. Hamdan and A.Hamarsheh, “AH4S: an
algorithm of text in text steganography using
the structure of omega network,” Security and
Communication Networks, vol. 9, no. 18,
pp.6004-6016, 2016.

[17] M. Shirali-Shahreza, “Text steganography by
changing words spelling,” In Advanced
Communication Technology, 10th Inter-
national Conference on, vol. 3, pp. 1912-1913,
2008.

[18] J. Gardiner, “StegChat: A Synonym-
Substitution Based Algorithm for Text
Steganography,” PhD Thesis, School of
Computer Science University of Birmingham,
pp. 1-64, 2012.

[19] C.Y. Chang and S. Clark, “Linguistic
steganography using automatically generated
paraphrases,” In Human Language
Technologies: The 2010 Annual Conference of
the North American Chapter of the
Association for Computational Linguistics, pp.
591-599, 2010.

[20] T.P. Nagarhalli, “A New Approach to SMS
Text Steganography using Emoticons,” In
International Journal of Computer Appli-
cations (0975-8887), National Conference on
Role of Engineers in Nation Building
(NCRENB-14), pp. 1-3, 2014.

[21] M. Garg, “A novel text steganography
technique based on html documents,”
International Journal of Advanced Science
and Technology, vol. 35, pp. 129-138, 2011.


mailto:mrezvani@shahroodut.ac.ir

|) QP 6‘)“5‘> ‘S)M CJB )W
olKiils )1 9 Egean u*’ﬁ“ 039> 4O
Jb 50 90,8 by uyde oS
o9yl Saio oKl jLails Lol

el & le Glil aalilly glas
mansoor_fateh@shahroodut.ac.ir.

O 2l ) 5Ll 1P L


mailto:mansoor_fateh@shahroodut.ac.ir

