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Stock Market Anomaly Detection Using
Behavioral Analysis
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Abstract

Stock market fraud, particularly front-running, is a deceptive practice in which traders exploit prior
knowledge of significant orders placed by others to profit from stock price movements. Front-running is
considered illegal because it involves using confidential or non-public information to manipulate the
market for personal gain. This paper tries ti propose a novel, unsupervised, and real-time anomaly
detection method based on behavioral analysis, specifically designed to identify front-running fraud
9: f within stock market transactions. The method focuses on building individual behavioral profiles for
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each trader, capturing their specific traits and patterns in stock buying and selling. These profiles serve
as baselines for what is considered as 'normal’ trading behavior for each trader.

To detect anomalies, we introduce a statistical framework where the risk of each transaction will be
calculated by evaluating the deviation from the expected behavior based on the trader's historical
actions. This deviation is a measure of how unusual the current transaction is in comparison to the
trader’s typical actions. The risk calculation involves the use of the log-likelihood ratio, a concept
derived from detection theory, which compares the likelihood of a transaction being normal or
fraudulent. The conditional probability of a transaction being either fraudulent or non-fraudulent is
computed, and the ratio of these probabilities has been taken on a logarithmic scale to define the
transaction risk. This risk metric is then utilized to flag potentially suspicious behavior for further
investigations.

Bayesian probability theory underpins the model, specifically employing Bayes' rule to update the
likelihood of fraud as more data will be accumulated over time. The model assumes the independence of
risk components, which simplifies the complexity of the system and improves computational efficiency.
Despite the potential limitation of assuming independence, empirical studies have shown that this
assumption often yields reliable results for detecting anomalous behavior, making the approach both
practical and effective.

Behavioral profiling plays a key role in this method. By observing the individual’s trading history—such
as the frequency, timing, and amounts of trades—the system learns a trader’s typical behavior. This
behavioral information is critical because it accounts for the natural variance in a trader's actions over
time, allowing the model to distinguish between normal fluctuations and abnormal activities that might
indicate fraud. Key behavioral indicators include the timing of trades, the volume of trades, the
frequency of transactions with specific counterparties, and the trader’s overall market engagement.
Traders whose actions significantly deviate from their established patterns—such as purchasing large
quantities of stocks at unusual times or interacting with the same trader excessively—are flagged as
high-risk.

The simulation section of the paper uses 16 months of stock market transaction data, where features
such as transaction amounts, time of trade, urgency, and consistency in trading with particular traders
are analyzed to calculate the risk profile. The system ranks traders based on the risk scores of their
transactions, enabling the detection of front-running activities in near real-time.

The results from the simulation indicate that the proposed method is highly effective in identifying
front-running fraud. The use of behavioral profiling ensures that the system is adaptive to individual
trading patterns, making it resistant to the evolving nature of fraud in financial markets. The
methodology also provides a significant advantage over traditional rule-based systems, which often
struggle to adapt to new fraud techniques as they emerge. Furthermore, this approach can be applied in
live trading environments, making it a practical tool for regulatory bodies and market surveillance.

This paper contributes to the growing field of financial fraud detection by introducing an innovative
approach that combines behavioral analysis with advanced statistical techniques. The findings underline
the importance of real-time monitoring and adaptive fraud detection systems in maintaining market
integrity. In the simulation section, stock market data of 16 months is used. Features related to amounts,
hours, urgency, and trading with one trader in buying/selling have been used to obtain the ranking.
Results show that the proposed method is effective in detecting front running cases.

Keywords: Stock market fraud detection, behavioral profiling, data analytics, Front running, log-
likelihood, Bayes Rule, anomaly detection.
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(Figure-2): Buyer with 14303 encrypted customer code, which
is identified by one of the 10 items with the highest risk by the

proposed method.

03 o 3l 658 Bgad (slp At jsbay 1 (V) S
S S Sy Ceslodds oy Sy 2 5VL b gl
53 Cawlodgy YU Sy lal jo a5 o 0 L 0,8 (il
Ole ooy Jyoroygbay Jos o Sbilsyy (slo s,
AL gl g oo ol Glagle; jo S
g oad ST LB 4 gads S, vue Jlade log

Gl 2S5 gl do S oSl Bas Ll

S S 2 -V
ot slp B G () allhs pl o
oo lp cwlad @l L w500
0900 Jo525 (6,18 Slig et B9 Bl >
by et deh s Ehe sloll Gsmer ala S
Oondyze g o> Sallae oL alelae (29890 2
Dyl ge a8y S 55 038 8 oyl (sl aatin lyiea
SYob (I8 Gl ol ol Sl
Ol g0 gl e 0SBl GlaiF, o g eal sloy
ol YL Coenl Pl coly e 09 B Cand
Il lalait, 50l Jon Do ol pé o STz
0p>3 1y 08 rab 5,L8, Sllug plos 04wy 08
maal gpoa &5 1) o), wlsn el o b wS
3o S glulis gole (5,8, llug 5w
SR, GSL s ais ly bl s,
A3l Ghela S 8, e ln wedse eolil
Ol BAES (peatd A5 Dgu o0 dulre Sy, D3 )5
i ol S (Shge)d Sl 33 Jpeno 13, 5l 6,185
Sype S Sloowyn @l 92 Wil ab>de LB LS,
o slet, Suge il w0 5 xS S 4z

PF 2l ¥ oL VFeF JLlo

3 \

i M | H i
| | Mﬂ i j"\N '-W ! il w‘\‘ “IW
X

| )L-;Zﬂ)-::-’ izwfn(u :

3 |
g U
o N w |
'2 Mnl'J'M‘PJ\#‘J'udm'wm'w \d ! ‘lwv i

C: Total Risk
AT IVYVA ol joy (6 o o5 b Hlay 5 (V- JSC0)
Sty 2 5YL b 390 03 31 (S (gl b3y Almwgs

Cawloadls ools awxis
(Figure-1): Buyer with 13279 encrypted customer code,
which is identified by one of the 10 items with the highest risk by

the proposed method.

03
J
%0.2-
2
2

0.1

0.0-

0 5 15 20 25

10
wila llsi o las

Od9de Sy (I
A: Risk of rushing

0 5 10 15
wilaj wllsi olais

Sy i Senny (@
B: Risk of Behavior Change



Neural Networks and learning systems, vol. 26,
pp- 318-330, 2015.

[10] Imperva's Web Application Firewall data
sheet. Available:
https://www.imperva.com/docs/TB_Dynamic
Profilin g.pdf.

[11] LightCyber and Check Point Advanced
Threat Protection solution brief. Available:
https://www.checkpoint.com/download/downlo
ads/products/solution-
brief/SB_LightCyber.pdf.

[12]1 HP Unifies Network Security Detection to
Identify, Contain and Neutralize Patient Zero
Infections. Available: http://www.hp.com/hpinfo/
newsroom/press_kits/2014/HPProtect2014/HPTippi
ngPoint_Advisory.pdf.

[13] Finding Advanced Threats Before They
Strike: A Review of Damballa Failsafe
Advanced Threat Protection and Containment.
Available :http://www.sans.org/reading-
room/whitepapers/analyst/finding-advanced-
threats-strike-review-damballa-failsafe-
advanced-threat-protecti-34705.

i L1 e woljlad wlsrass Gl WL [14]

Goluol 0,157 51 oslaiwl b jloles Glyel wye JIL o
A byled VY 5,90 loools g pidle E5hs dolilad Kl
AV NE-Y ao

[14] S. J. Kazemitabar, M. Shahbazzadeh,
"Stock market fraud detection, a probabilistic
approach", Signal and data processing, vol. 17,
no. 6, 2020.

[15] Y. Kim, S. Y. Sohn, "Stock fraud detection
using peer group analysis", Expert Systems with
Applications, pp. 8986-8992, 2012.

[16] B. Baesense, et al, "Fraud analytics using
descriptive, predictive, and social network
techniques", Wiley, 2015.

[17] V. Goldwasser, "Stock market manipulation
and short selling", Centre of corporate law and
securities  regulation, Faculty of law, The
University of Melborn, 1999.

[18] International Organization of Securities
Commissions  (I0SC), 2023, Available:
https://www.iosco.org.

[19] S. S. Huebner, "The Stock Marke",
Kessinger Publishing, 2006.

[20] A. Franklin, and D. Gale, "Stock-Price
Manipulation", Review of FinancialStudies,
vol. 5, pp. 503-529, 1992.

[21] H. Hamedinia, R.Raei, S. Bajalan, S.
Roubhani, "Analysis of Stock Market
Manipulation using Generative Adversarial
Nets and Denoising Auto-Encode Model",
Advances in  Mathematical Finance and
Applications, 7 (1), pp. 133-151, 2021.

[22] Z. Shaeiri, S. J. Kazemitabar, "Fast
unsupervised autimobile insurance fraud detection
based on spectral ranking of anomalies",
International Journal of Engineering, vol. 33, no.
7, pp. 1240-1248, 2020.

by A o e ol @l oghise (Sleyig
ol dute Sdly il 8 asis (gl solgaiag
Olyear i asS by, cpl oadjlal 5l e

2 oS reog Gl jghie 4 I dalol sleriy
G,y Gl Shy Ol S ledls dgzg e
o Sz il 5 0,8 Gualesl 8y 1) (5 i

Sl Sgupe 1 (5, I8 asln]

Algi oo allde oyl jo ealdasl)| IS gl y slorinlay S

S olPee Jie @lp il (G ) (S5 sl oo
SlwJas) GBT' b (conlad pas) yol> gy Sy

e gilwdigs S0 slpiiy 0,8 eolaiul (s ,.e
o) Ao Cﬁ‘ I sasoslarwl &lw]

8-References &= - A

[1] World Bank Open Data, 2023, Available:
[Online] https://data.worldbank.org.

[2] K. Golmohammadi, O. R. Zaiane, and D.
Diaz, "Detecting stock market manipulation
using  supervised learning  algorithms",
International Conference on Data Science and
Advanced Analytics (DSAA), IEEE, 2014.

[3] Aksenov, A., Grebenchshikova, E.,
Fayzrakhmanov, R. "Front-running Model in
the Stock Market", ieeexplore, 2020.

[4] V. Azevedo, Ch. Hoegner, "Enhancing
stock  market anomalies  with machine
learning", Quantitative finance and accounting,
vol. 60, pp. 195-230, 2023

[5] W. Hilal, S. A. Gadsden, and J. Yawney,
"Financial Fraud: A Review of Anomaly
Detection Techniques and Recent Advances",
Expert systems with applications, Elsevier,
vol.193, pp. 1-34, 2022.

[6] C. Poutre, D. Chetelat, M. Morales, "Deep
unsupervised anomaly detection in high-
frequency markets", The journal of finance and
data science, vol. 10, pp. 1-18, 2024.

[71D. Y. Chiu, J. Y. Zhou, and Zh. Ch. Wang,
"Appling artificial immune algorithm to
explore the seasonal effect in the stock
market", International Conference on Software
Intelligence and Applications, 2014.

[8] Y. Cao, Y. Li, S. Coleman, A. Belareche,
and T. M. McGinniti, "Hidden Markov model
with abnormal states for detecting stock price
manipulation", IEEE International Conference
on Systems, Man, and Cybernetics, 2013.

[9]Y. Cao, Y. Li, S. Coleman, A. Belareche, T.
M. McGinniti, "Adaptive hidden Markov
model with anomaly states for price
manipulation detection”, I[EEE Transactions on

! Gradient Boosted Trees

P 2l ¥V okl VFeF Jlo


https://www.imperva.com/docs/TB_Dynamic_Profilin%20g.pdf
https://www.imperva.com/docs/TB_Dynamic_Profilin%20g.pdf
https://www.checkpoint.com/download/downloads/products/solution-brief/SB_LightCyber.pdf
https://www.checkpoint.com/download/downloads/products/solution-brief/SB_LightCyber.pdf
https://www.checkpoint.com/download/downloads/products/solution-brief/SB_LightCyber.pdf
http://www.hp.com/hpinfo/%20newsroom/press_kits/2014/HPProtect2014/HPTippingPoint_Advisory.pdf
http://www.hp.com/hpinfo/%20newsroom/press_kits/2014/HPProtect2014/HPTippingPoint_Advisory.pdf
http://www.hp.com/hpinfo/%20newsroom/press_kits/2014/HPProtect2014/HPTippingPoint_Advisory.pdf
https://sanad.iau.ir/fa/Authors/590022
https://sanad.iau.ir/fa/Authors/597971
https://sanad.iau.ir/fa/Authors/597971

IS Jadxs 5l o SLaiawl b ol )L S S Lmial yousuis

599 HW (B olgx aww
S AVAY L o 1) 0g5 owlil,ls

S T S
YWAY Jle o slasl caslensls,
S P TS G RS
90,5 canS plgyl od p0 Lo,a s olBiils jo &l ple
@ S ol cwiige calisee slocS o 50 VYAY Jle b
S TAY JL B YDl 5l plasl asl y adls
S h 3 sgledls pmasia plgiedr €y oSl
S (Sil slocdis G 4y €Sl )89
oBisly sode ci gae VWWAY Jlu 5l olisl oS o
ool Bl Slgredogs (Frio
5wl Ojle lagl &Ll glas
j-kazemitabar@nit.ac.ir

Sl SHae (5959 @G> g
ol oBidls 5l 1y Copoe als,
i 4,5 Lol Lcales S cus
21 Al glaodigy (owyib Jlo

Syls agm Al IS o lpl a8
sleslitul 5 (gilme (SLad wo) ¢ g3k 5o Glinl 55 e

5wl yle lagl &Ll glas
haghverdi@ifb.ir

PF 2l ¥ oL VFeF JLlo

[23] Z. Shaeiri, S. J. Kazemitabar, Sh. Bijani,
M. Talebi, "Behavior-Based online anomaly
detection for a nationwide short message
service", Journal of Al and data mining, vol. 7,
no. 2, pp. 239-247, 2019.

[24] J. D. Kirkland et.al., "The NASD
regulation advanced detection system (ASD)",
Al Magazine, vol. 20, 1999.

[25] H. Goldberg et.al., "The ANSD securities
observation, news analysis and regulation
systems (SONAR)", American Association for
Artificial Intelligence (A4AAI), 2003.

[26] K. Golmohammadi, O. R. Zaiane, "Data
mining applications for fraud detection in
securities market", Intelligence and Security
Informatics Conference (EISIC), 2012.

[27] A. Kr, S. Yadav, and Marpe Sora, "Fraud
Detection in Financial Statements using Text
Mining Methods: A Review", IOP conference
series, 2021.

[28] Z. Yi, etal, "Fraud detection in capital
markets: A novel machine learning approach",
Epert Systems with Applications, Elsevier, vol.
231,2023.

[29] S. Kim, J. Hong, Y. Lee, "A GANs-Based
Approach for Stock Price Anomaly Detection
and Investment Risk Management", Fourth
ACM international conference on Al in finance,
pp. 1-9, 2023.

[30] J. Neyman, and E. S. Pearson, "On the
problem of the most efficient tests of statistical
hypotheses", Phil. Trans., pp. 694—706, 1993.
[31] S. Lin, and D. J. Costello, "Error Control
Coding (2nd Edition)", Pearson, 2014.

[32] S. Viaene, G. Dedene, and R. Derig, "Auto
claim fraud detection using Bayesian learning
neural networks", FExpert systems with
applications, vol. 29, no. 3, pp. 653-666, 2005.
[33] S. Viaene, R. Derrig, and G. Dedene, "A
case study of applying boosting naive bayes to
claim fraud diagnosis", IEEE Transactions on
Knowledge and Data Engineering, vol. 16, no.
5, pp- 612-620, 2004.

[34] S. Viaene, R. Derrig, B. Baesens, and G.
Dedene, "A comparison of state-of-the- art
classification techniques for expert automobile
insurance claim fraud detection" The Journal of Risk
and Insurance, vol. 69, no. 3, pp. 373-421, 2002.

5 15 Edpeliils gy 1))
;M. . oKisls )I L.BJ" (5““""\'“'6“’ :L....u)
e alexr Il Bl Syt
695 (JESem (Hilon 59 Rk
s S gl slels wwledbl

5wl ojle lagl &Ll glas
shaeiri.zahra@gmail.com


mailto:j.kazemitabar@nit.ac.ir

