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Detecting Suspicious Card Transactions in unlabeled
data of bank Using Outlier Detection Techniges
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Abstract

With the advancement of technology, the use of ATM and credit cards are increased. Cyber fraud and
theft are the kinds of threat which result in using these Technologies. It is therefore inevitable to use
fraud detection algorithms to prevent fraudulent use of bank cards. Credit card fraud can be thought of
as a form of identity theft that consists of an unauthorized access to another person's card information
for the purpose of charging purchases to the account or removing funds from it. Credit card fraud
schemes are divided into two categories: application fraud and account takeover. When a credit card
account gets opened without someone’s permission is called application fraud. Account takeovers, on the
other hand, is when an existing credit card account is hijacked, and the criminal obtains enough
personal information to modify the account's information. The criminal then subsequently reports the
card lost or stolen in order to obtain a new card and make unauthorized purchases with it. Data mining
as a technique capable of identifying useful patterns among a great deal of data is an effective method in
detecting fraud in this regard. The main purpose of this paper is to present a new method for detecting
unattended outliers that require high accuracy and recall. The method presented in this study is based
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on a combination of NMF, hierarchical k-means, k-means and k-nearest neighbors’ techniques. To
evaluate the proposed method of outlier detection, several experiments were performed using standard
data, in terms of accuracy and recall with Isolation Forest, k-nearest neighbors, Median kNN, and
Average KNN. The dataset used in this paper is one that was provided in a 2016 Kaggle competition and
was provided by a European bank after anonymization. The results, corroborate that the proposed
method has higher accuracy and recall than other algorithms.

Keywords: Fraud detection, Data mining, Outlier detection, hierarchical k means, NMF
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(Table-3): A simplified example of feature extraction
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(Table-2): An example of a data set
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(Figure-7): implementation of the proposed algorithm Scheme
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(Table-4): execution K nearest neighbor algorithm

first-order
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Nd_n K (Table-5): A set of distinct neighbors of the cluster
S adgr g 5l Sy il als e pl o ool I
d [
s : -
ol |y adgs o slrooly slaasluen aS o )lo Joao — -
S Ble S e aS (P 5 0) sla g 4 aes e Nd_2242 2
— . . . R P Nd_43190 3
Lylg, adgz 90 51 SO o gl S az g (] dligs .

Gluor slaxi K aS g 5bay 0SS oo olu> 1, (8) 5 ()

OY 2ba V5Ll VP JLle




S 3 0933 L )L GBS HS LS & S gSuine SIS Zl pSiawl

&

S sleosls 516 e Seop les my Jleglsiea
Joaz )0 S arg (V) Jso @ oS o0 Sl |,
wodlo Nd_1 o) o,leds &y (go0lo Od_1 51 jslaza (V)
plas” as v o plas Jeao ol cwl Yooyl Jloys
ooldl slasl &y slaosls (o035 jo i Jloy (gesld
wleod" sloald o a5 Jgexs 30l ,o slila ool
Slas slaxs 48,5 )18 " ooy leed” Al b "eiss
Ol LSS Slass g eols ab Jolis a5 Jgam b o4 oo
IS ol oz ol el agzge ol
9oz Jbe sl B ogdie il Jo5 &jgen

Dl ol> (A) Jguz aslie

P90 4 o s luod (2 FSUOF K o2 ;951 51yl (V- Jgu)
(Table-7): execution K nearest neighbor algorithm
second-order

Glaod | Gluod | Gluod | Gliod | Gluwd [ ool

i'S
ey | ek | eew £9° Jsl | en | &
Nd_150 | Nd_120 |Nd 100 | Nd 3 | Nd 1 |od 1| 1
Nd 100 Nd 77 | Nd 1 |[Nd 170 Nd 3 [od 2| 2

3

Nd 100 | Nd 3 |Nd 100| Nd 77 | Nd. L | Oodn| N

G edld & abumed (2 F Q35 50,5l ((A-Jgu)
(Table-8): Finding the nearest neighbor to outlier data
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(Figure-8): Basic standard dataset
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(Figure-9): Standard dataset after normalizing and
extracting features
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(Table-10): Specify the number of suitable clusters for the
entire standard dataset
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(Table-12): execution of the algorithms based on the
standard dataset

Slan 0gbioe pbnl SoeS slaadss v al> e
oS s sdwliawdds Slg3l 8 g CBs e ol sl
sl [0SV 4 - I5Y

&ly cwln gralbgs sloxy OO rSin :M-Joo)
NMF Y+ o ylailow! 00ls ac goxo

(Table-11): Specify the number of suitable clusters for the
standard NMF 10 dataset

. ‘Sl.bd.é';s."» GLa’.Cl oy o oy

o Kz o5 iy
x 36506 5 1
x 11678 10 2
x 259 + 558 + 2276 15 3
x 10+ 85+ 108 + 154 + 461 19 7
(9 11+85+103 + 153 + 182 20 8

F- o ef 2 . .. & . :
Score | SIS | w0 239591 ob 29,
Clustering-Based
0.183 0.183 0.183 Local Outlier 1
Factor(CBLOF)
0.341 0.341 0.341 Isolation Forest 2

L ool ©B5 dug lio —F-Y-Y
ools dcgorme 90 glilay s polie L3 slacwand (o

Olgce (Vo) IS 50 ol 00ysl cawoas Sialej ¥ o

a8y MBA

0.7 0.62
0.6

0.5
0.4
0.3

0.2 0.12
0

All_Data 10_NMF_20_Cluster

Y obosl ) Liglel 8o duang lio 1(Ve— i)
(Figure-10): Comparison of the accuracy of Experiment 1
and Experiment 2

Al @ anlas
0.6 0.567
0.5
0.4
0.3
0.2
0.105
0
All_Data 10_NMF_20_Cluster

¥ b3l g) Giale3T (Silgs 53 dunn i :(1)- JS)
(Figure-11): Comparison of the calling of Experiment 1 and
Experiment 2

OY 2ba V5Ll VP JLle



S 3 0933 L )L GBS HS LS & S gSuine SIS Zl pSiawl

g

Cewd 4y golpiinn w6l &Lo)'j 0 A g polas

gy oy Al

OneClassSVM

Median kNN...

Local Outlier...

K Nearest...

Isolation Forest

Feature Bagging

Clustering-...

Average kNN...

AutoEncoder

Angle-based...

0.000

el )"U’“’L’ KW o«))jT

.081
H 0.152 mAll

m10 NMF

0.200 0.400 0.600 0.800

ERTEENPEICTIS RPN SN LSS

ety )l K0 b

(Figure-12): Comparison of the accuracy of the proposed
algorithm with other algorithms

gt g A I e 0.567
OneClassSVM 0083 s 0,289
Median kNN... EEa069 ) 165
Local Outlier... y%00Q 574
K Nearest... ImG:095 155
Isolation Forest [l 3dle 0.436 Al
Feature Bagging [ HENE™ 0513 0N
Clustering-... 0.037 0.183
Average kNN (A-... 0067 14>
AutoEncoder |23 (345
Angle-based...  §:888
0.000 0.200 0.400 0.600

3 b g0l 59501 (Slg5 dnylie (1= JSL5)

(Figure-13):

iz 595!

Comparison of the calling of the

proposed algorithm with other algorithms

SOty s )9 (o (Slg 8 A Lo —F-F-F

L ;oK ;50 9

&

@l sl 68l o Slel 8 anlie (V) USS o

ods 08,5l walizee slapis 65l sl (ise onl gl
5 o isles] 5l edelcusoas mls [0 a5 48 ylen ol

OY 2ba Vol VP JLle

0.000 | 0.000 | 0.000 Aggt':;?;ff(’iggtgfr 3
0000 | 0000 | 0000 | Lo¢a c()lljto"g Factor 4
0044 | 0095 | 0081 [ [ e':‘geﬁt’)gsrts o 5
0.063 | 0063 | 0.063 OneClassSVM 6
0.232 0.232 0.232 AutoEncoder 7
003 | 0069 | 0053 Memi‘m)'\‘ (M- 8
0062 | 0062 | 0030 A"era&eN';\l'\;N e 9
0.193 0.193 0.193 Feature Bagging 10

p9d ol

3 dels (S 0o teadbooliiwldyee s S

NMF oy 63!

NMF o268l 51 Jols (S oo igile)l g
CB5 g oolo Y o oalioly i, 68l 00 4y (609,9 (lgreay
Sle 09d oo drle @iyl 03 (nl sln Sls
03,51 (VY) Jgaz ;0 o ;o5 ded (sljlar oobarwloxe

R PR W

O )lailiw! ooloac gozxo (59 y W 5951 5121 : (VW= Jgu)
10 NMF
(Table-13): execution of the algorithms based on the
standard 10-NMF dataset

St | eds w5951 b )
Clustering-Based Local
it it Outlier Factor(CBLOF) L
0.486 0.486 Isolation Forest 2
Angle-based Outlier
Db Db Detector (ABOD) E
Local Outlier Factor
0.074 0.061 (LOF) 4
K Nearest Neighbors
0.188 0.152 (KNN) 5
0.289 0.289 OneClassSVM 6
0.348 0.348 AutoEncoder 7
0.165 0.110 | Median kNN (M-KNN) 8
0.142 0.041 | Average KNN (A-KNN) 9
0.161 0.161 Feature Bagging 10

9 ©oldey w8l o 80 Ayl —F-F-Y
e ;951 508

aS alisre sl o8l o B annlas (V) S o

w»)w]&.wéd.g calise 6[.@[‘,3.{)9%‘ Slyp ssu opl sla!

)‘ o\.\.o]&\.woa\.g C"L‘“’ ) as AJ;ULQ.Q ] 00 ob)ji

03yl 50wl ssalin BB (VY) UKo g ool

Isolation Forset o ,oSl (gl asecs (o yigs o, o




19557 2 (@Vb e g 5l asS 0 ) Wmosls Sl (oS oo
slawi b g ool slawy a5 K paaza .Cul
Yo b Ce gy BB Gl boe GRIBI oS
8, dnlyz
CBLOF (slagzy s b soleiiy o551
K Nearest LOF ABOD .solation Forest
One Class . Average KNN. Median kNN.Neighbors
A% dwolie Feature Bagging (Auto Encoder SVM
o atie Wb pll Lad pl o aS Sla iole;] jo
PERYQ GRSV P PRPR PRSPPSO PE JE PRGN
St Slels g sl g cwl 0Py
i pay e oSl Ko 5l (Isolation Forest)es ;X!
oS Cul ol sammsplis aS sl <[FAF o - [FAF

A s 550 Slgl )3 5 cdo 5l sadolpiing o9

6- References o %

[1] V. V. Vlasselaer, C. Bravo, O. Caelen, T.
Eliassi-Rad, L. Akoglu, M. Snoeck, and B.
Baesens, "APATE: A novel approach for
automated credit card transaction fraud
detection using network-based extensions."
Decision Support Systems, vol.75, pp. 38-48,
July 2015.

[2] A. Srivastava, A. Kundu, S. Sural and A.
Majumdar, "Credit Card Fraud Detection Using
Hidden Markov Model,” in IEEE Transactions
on Dependable and Secure Computing, vol. 5,
no. 1, pp. 37-48, Jan.-March 2008.

[3] M. J. Zaki, and M. Jr. Wagner, Data mining and
analysis: fundamental concepts and algorithms.
Cambridge University Press, 2014.

[4] J. Han, J. Pei, and M. Kamber, Data mining:
concepts and techniques. Elsevier, 2011.

[5] D. M. Hawkins, ldentification of outliers.
Springer, 1980

[6] C. C. Aggarwal, An introduction to outlier
analysis, in Outlier analysis. Springer. p. 1-34,
2017.

L oslael o5 ol e S o> (V]
bbb Mo sleesls  askis  p Sl
Ol S el gimie OBl )l il
Y¥AY ol !
[7] G. Harirchi, “Credit card fraud detection with a

focus on outbound data detection”, M.S. thesis,
Amirkabir Univ., Tehran, Iran, 2015

[8] F. Carcillo, Y. L. Borgne, O. Caelen and G.
Bontempi, "An Assessment of Streaming Active
Learning Strategies for Real-Life Credit Card

Otre iyl ool o el sl LB (VYY) JSCS
Sle=1,8 a5 el Isolation Forset oo ;651 (gl s

3o A gpolie 4 s polae cpl Ll </FAF ]

Fomly wooysl Cussar goleiiny sl Giales]

S5 Ao g S =0
Sl p o jsebs slag ks eSS L (L pllas
Oloas cpl 51 S o ls 055 L i 4 g Oloas
Ol e b el L e 4 SOL ple sla )57 4l
3 odemm 9 o Sl gyl (SO ple slao)lS
GV o oty el axil il e g
GBS wedezy slacdi glal 02y izen 5 laosls
RS R T T ) e
Joo5 1) ez ool a5 cunl 5ls 5095 sla by,
S il |, B 4SS 3lge Wik g 60,
ol U il wslie ol o wilgie (sslSesls
3 olSenls o eolaiulege (slapns oS ail JSiw
IR O e 5 (SHlaes ()l 5 ates 4w
2 isel sloeols 4 ol slagg, yo 05
i (Jyomo e (Jyane) ool 83, &5 oz
Ooygel ol 5l oolatwl b wilg it Bl L5 )l
B0 Sogonr sy b owss Al Joe s ann
30 oS o> Jgane e slaosls Iy Jsexe slacsls
5 e (s oz p S (J)llides slahs)
Ol e e akie bosls 5l (S ez LS
S s 1 lmesls wlisil U5 Lw el
5 51 Jliagliots el Ll 5o 1 ol s
e Jie ol 5305 L2515 1, Jyone sloz
Slasmaiye ol Jeess slaosls calbis oUlgy s
Lol Jae STaempay Jos 4 ) o] meplss o0 a5 (slools
Sy 83l S 1y o s ol Lasds Jeers Sls S
dulio g oalplmil sl ialej] ol 50,5 o Ll o
12,00 1y 5 sllie ool (Bs) dagialesl (nl @l
S il cds 5l golgiing oSl sV
sl YL s plowl sl Lo T L
U PR NS R R
Vb ol e ol b a5 ol 55
L]

S ool i, ol Ayl Cdedy oo o

L L g apo o plxil oolodacgass dad (59, p |, 095> g"dj

OY 2ba V5Ll VP JLle



1
o)
N
3
3
:
1
2
3
2
3
3
%
!
)
3
{

o3 L (B
SOYAY Jlo o |, 095 wlis s

Sl s

R
3 Olplee alis, yo 1, 0g5 olxSs
Jlo b g 0,5 S gyl o yo L yadls olRasls
Syl 5o peaige Glbize slaos,s s ATAY
S WWAY U WYY e 5l des 5l aS e, aodled
SR glfedls pmasie plien s 05Tl
oo S (S o S 4 Sl s
srare oy ale 2lon s20 (55 1TAF JLo 5108
5l cwl O)le il asbibly Slas

j-kazemitabar@nit.ac.ir

OY 2ba Vol VP JLle

Fraud Detection,” 2017 IEEE International
Conference on Data Science and Advanced
Analytics (DSAA), pp. 631-639, Tokyo, 2017.

[9] N. Malini and M. Pushpa, "Analysis on credit
card fraud identification techniques based on
KNN and outlier detection,” 2017 Third
International Conference on Advances in
Electrical, Electronics, Information,
Communication and Bio-Informatics (AEEICB),
Chennai, 2017, pp. 255-258.

[10] Zheng Li, Yue Zhao, Xiyang Hu, Nicola Botta,
Cezar lonescu, and H. George Chen, “Ecod:
unsupervised outlier detection using empirical
cumulative  distribution  functions”, |EEE
Transactions on Knowledge and Data
Engineering, 2022.

[11] Y. Zhao, X. Hu, Cheng Cheng, C. Wang, Ch.
Wan, W. Wang, J. Yang, H. Bai, zZh. Li, C.
Xiao, Y. Wang, Zhi Qiao, J. Sun, and L.
Akoglu, “Suod: accelerating large-scale
unsupervised heterogeneous outlier detection”,
Proceedings of Machine Learning and Systems,
2021.

[12] Y. Almardeny, N. Boujnah, and F. Cleary, “A
novel outlier detection method for multivariate
data”, IEEE Transactions on Knowledge and
Data Engineering, 2020.

Sk (pldydw (LA s
Iy 0wyl owlils IS g wliss IS
slad > g 8 oRisls o cuipa
pole axlg ol3l olRisls g j9y (ot
3Blp s e 4l o Dlided
Sleds &S0 0 ol ol J 0 85 bl

Ll J5 4 Jognde Silo,gail
5l el @le plasl asbl, glas
smortezasr@gmail.com

Sye ghls ghases s Gbyd
oBuils 5l egrae hee  (slyaSs
sy ol Jo el Sl
S8y 5 gylSedls Laasia lgieds
L5 a Jardie pwgd Siodigr lglSesls

el O le Hlasl aabll,y Slas
kheradmand@aut.ac.ir



mailto:j.kazemitabar@nit.ac.ir

