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Abstract
The Internet of Things (IoT), is a new concept that its emergence has caused ubiquity of sensors in the human
life. All data are collected, processed, and transmitted by these sensors. As the number of sensors increases,
the first challenge in establishing a secure connection is authentication between sensors. Anonymity,
lightweight, and trust between entities are other main issues that should be considered. However, this
challenge also requires some features so that the authentication is done properly. Anonymity, light weight and
trust between entities are among the issues that need to be considered. In this study, we have evaluated the
authentication protocols concerning the Internet of Things and analyzed the security vulnerabilities and
limitations found in them. A new authentication protocol is also proposed-using the hash function and logical
operators, so that the sensors can use them as computationally limited entities. This protocol is performed in
two phases and supports two types of intra-cluster and inter-cluster communication. The analysis of proposed
protocol shows that security requirements have been met and the protocol is resistant against various attacks.
In the end, confidentiality and authentication of the protocol are proved applying AVISPA tool and the
veracity of the protocol using the BAN logic. Focusing on this issue, in this paper, we have evaluated the
q authentication protocols in the Internet of Things and analyzed their limitations and security vulnerabilities.
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Moreover, a new authentication protocol is presented which the anonymity is its main target. The hash
function and logical operators are used not only to make the protocol lightweight but also to provide some
computational resources for sensors. In compiling this protocol, we tried to take into account three main
approaches to covering the true identifier, generating the session key, and the update process after the
authentication process. As with most authentication protocols, this protocol is composed of two phases of
registration and authentication that initially register entities in a trusted entity to be evaluated and
authenticated at a later stage by the same entity. It is assumed that in the proposed protocol we have two types
of entities; a weak entity and a strong entity. The poor availability of SNs has low computing power and strong
entities of CH and HIoTS that can withstand high computational overhead and carry out heavy processing.

We also consider strong entities in the proposed protocol as reliable entities since the main focus of this
research is the relationship between SNs. On the other hand, given the authenticity of the sensors and the
transfer of the key between them through these trusted entities, the authenticity of the sensors is confirmed,
and the relationship between them is also reliable. This protocol supports two types of intra-cluster and inter-
cluster communication. The analysis of the proposed protocol shows that security requirements such as
untraceability, scalability, availability, etc. have been met and it is resistant against the various attacks like

replay attack, eavesdropping attack.

Keywords: Internet of things, Authentication, Anonymity, Lightweight.

P f)S]o.».A Dyl S a0 (gyld ) [4] wo e
asby slopsitly S paie 0S5, S leaigs
5 48,5 )18 Gl wloas s (e a) oyl 5o o018
5 00,5 S Al o Al slacasgzse 5l 1, (SO
ool biysszse nls |, Slas 5 pls glaosls
L5 ondariss 9,Sesy S 53 % S5 3l A oo
&S oo 8 S laad jo Gleas &Il g saeign
S b 2l e 55 sl it (slag By aSl
5] oS (6,0 Lgy g0
b o5 piu ol ! SsXenl Foais 1S lae
e oo JoSas |y Ll co gl ol sle Shg game
55 st ol el slasaiesls o g ol bl
Nigds go gl (g 3 dyillass! g dlazel Colls o ogas
anlis S e ol sboasli g 5l SO el > [6]
I8 ey Syge coddles] Coga slzel o] o a5 cul
s Jausgs oSl 81, Lol gy & lsay 9,5 oo
el Sl a5 el bl slacysszge
[7] ausl axsls gle>pa wadol Cuga L 385 ,5ba
T e U e R e
R I T
o S Gl Culei o 5 4L 1) Cydezge b,

4Centralized
5 Distributed
6 Uncontrolled environment
7 Heterogeneity
8 Scalability
 Network Security
10 Identity Management
U Trust
12Resilience
13 Authentication
14 Anonymity

doddlo —)
by slp Gl pliw 5o )bk 93 Sgu> o) el
oolaiwl Eiyinl jlojme o basil o o6yl Gloss g lgiows 4
olbls)lelon )l & poye Foie &Sl slp w8 o0
O Ny ope ol 3l g b i Sl Sledbl
oyl ool )1 50 a8 cl g485 S 40 5,500 S,
Gl Bk ) el pae ex Ak K lsiee
RS b wlyign asadon sl 5 loatle ek,
Caysl pB L ogy0lid cpl ansl aiils oS ¢ bLS)|
slp Lol copnl ojle [1] 04 oo axsbs (oT)' Ll
oolaiwl 0,00 V29 Jlo jo s/ e lawgs [bpinss
ez ded ] 045 08 aogi |y Sl il 85 18
ails Slazms Cusa liogs &l Ol sbsl alos
5 2xbosla |y Loyl B ogi ools ojll laasll, 4 g il
e 6yoks Lol co ] Ko o jleds [2] aiS Cy pos
Gl b g Glgem coladl) (o590 o sl Oy 4
iyl sl pel o ol )l glaasits 55,k 5l esls Jlu )l 1Sl
SYlail wo o oy 3l Glw 0gd e o2l dlpnl b
5l e gl sl Yo ) Jlo jo a8 s Losl syl
Jlo B a5 09d oo (Fumion 9 0 035 (resS galer 0035,
slag,ste 3] oy ofiws el o 4 YoV
a(RFID)Yksua.nb‘) )1505.7- tsul...uL....u J.».J )‘ o.)....m\.....u
(WSN)' 5 sloaSids pum 2 Olbls )| slacs,glis
S8 ) Ll 26 al (6,58 g oadanaad Slsagen 40D

!'Internet of Things
2Radio Frequency Identification

3 Wireless Sensor Networks

YA ol P 5,led 1FAY Jlu

§



3
N
1
3
3
g
3
5
Z‘%
ij

DTLS ECQV" _ios &sb alsS olul 6,500 ol
Ao e o [12] i gjluosly 5 o>k Losl o2l ol
) 093 (et (5 olliws (oales (JSSyn ol pb o
gt (2l ads b sl S oo 2l CA
30 Sl Al go opl g alads ( STy [STg B,k
5 ECDHT 5lS” Jobs o555 ol ol (51,80 Al o
wabdll 7 b U Wed o oS 5 ECQV ses 215
5 ol iS85 Ll 1) cdlal a5 s )05,
ol b 1ol DTLS 1.2 wiilon 585 ,5bay baply (clyime
oo ooliil e 8l 1X.509 _alsS clras a5 iglis
@l gl sags Lol 5l US5s5 L13] gyb ,s el
2 ISgn nl sl oad sleiideg i S laasd
asliyy o oolinul gy g eods 5 elS YVE Lo
90 cpl yo [14] wd slpin 30 Laal co gl gopu)ls
S e 0SS, s ECC 3l RSA ;l oolias] (glray S5,
S ASe JSSen U ogbioe eoliinl eudipi Ay )|
sl ol Gl 1)l Lel 05 (LS slaz )b
Bld SS90 cnl )2 b, poe Sl 5 (olieS alox
byl ply (550 bi> cqarn dz )0 (s soates 05
G Ll alaz 5l diigs v (s 95290 DTLS uSis
Sy Ble pSw Glp il salol JSSg,
5 [15] cdlol 5=l slag,b Lol oyl s Lol
5 olazsl b o S Jes luosSe &b 5 (e [16]
oy ol S5y [15] 0 ilonds ylas 30l
o) e el ea &l sleea S a0 e RFID
a3l oo BT H9 5 g e p (e halis ol 1ot US55
Tl 5o el iyl TUaz ales blie 0 US55
bl g ool olrenay (5,500 Slal sl Sy [16]
oob ol dind bl alax 5l .l oo &l s, pos
33 Sanns A5 095 gm0 ) e 09Vl 4 o
Ly ezl sloo S cdlaljl,o pae wcdlal 5>l el
53555 o)lal 1S5 Alas Blie 53 s pdien] 5 SouS
slozel colli b Llsil sloo,8 cdlol jal 2,k {17]
] 00 Slpion 9,095 (60,50 sloaSlll (o aldliarwgs
oS Jos luosSa @b jleslitul pogdle JSSyn cnl yo
2 e ol S asseme ol 5 s ilaxil L
cdlal 5=l sl bl w0ed oo adss 5 slaonsSs 8,025

3 Elliptic Curve Qu-Vanstone

4 Elliptic curve Diffie-Hellman
5 Impersonating Attack
%Replay Attack

YA 2be F o)kl IYAY Jlo

O

il 33 Lol 1 Lok 51 [8.9] 555 Sgams Lo &
I Gl dSSgn (w2 50 (oubul E9050 93 05 580 9
ol sl eladSss, Gan [7] aiies ol
el 03 Cudgrge Cuse jl Caderae So L olaebl
Lol el 3929 0592 (nal ;9 53 (5l oS50 4z 5
b )3 A5 8acl (g | (oages Plaw (2 ol
Slbre lapls Wb s 057 )13 b SSs 5 55 00
Wilo) aeS @ 5551 50 (97 ad 0 jolaiea ) laassa 4
dooyS ol Slwlre L mjss shatear (nlpogdle
255 L8 Giae sl bolliws slec bl § b S5,
Ll Jsbo g Wigdsoo S 5 9, a5 alaply Sl woules o
[10] wigds oboesl alasdeo b ol a5 s oo sl )l
ol yorr &y a8 bog Lol 5l >l aS ooy o0 dmd ()l 4 Jl>
S eal copnl b bse slaShy 5l slacsee
3 Gt sl 45 095 o0 Dgeme S35 Sl (et
a5 Tl caslol )3 0,8 18 (g2 g Jelod 9590 o
S5zge Slo Zudgizme g laspdycan] da Shy b
Sz okl 390 (5ilene g WS oS3 (o) n 3590
Sy SS90 e 9980 oy SSSgn (b
glio g (el ko 4 (T 5 ey 5 00 gyt iy

231 petlss b S5 plo b o] Slewlxs b

Ja.:u).o ‘sLb)lS —Y
Lwd pdiz 4 budgzae o blo,l Ll copsnl o
3 ‘_,’S.: ‘:LQ,.:‘ 6&;0«.} wdJlal )’l)_>‘ D9 oo Smanl
el @ Ll o lexs 9] jo [11] el @ilbls )l g45 00l
IR OLQ...M....) DTLS\ » 6......0 6‘4.19).05& cdlal )|)>‘ ‘5‘)4
Jaie a0 4y wples 0 a5 Sleo S m )b ol jo el
ol (5,50, degazme (linlblellB 4 ax gl wigd
Sl pls Catr a5 pl  azgi b Lol a0 Sll | 095
Og>9dy 69?9.: J.’lﬁ )L:J.w ")5'”)(50 oolazul ‘SSlS)w»)
LS 5 X509 slaasl 2lsS 5l solanw! S,k 5l e
O 92 3l e colie (Vb Cudgazme 5 ol (Sllxe
5 oled wile Ldl ezl 5l ale Shis Grizes ol
2,0 Syb sl sais Lled ol o Ysglib) pac Colil
NETINE S VS NSRRI BRI
2 VIR O P WA RN PESr S SR WL gy v}

! Datagram Transport Layer Security
2 Untraceability



liy JSS9n 0 1) 6 slecusszse Guizpee
S5 7 S i slatel M lacasyzye
ar il Bk 51wl SN bl gy cnl 5o (Lol
G SlS Uil g )5 e e lol 5l aSnl ay
el slazel BB lacgsszrse cnl Gk 5l W o
sl o b3l o5 e Lol 5ol o b e 095 oo
JSGg,m 50 cadoslaiul sleoles og walgs slesel LB 50

ol oo ools L5 (V) Jgo 5o (oolpiian

Certificate Authority

@ - Gateway Node [GW]

~—=— - Communication Link -~ Data Flow Secure Connection Establishment

E—CIHS(EIHEZH (cH) & - Sensor Node

Py 5 lexe :(1- IS

(Figure-1): Assumed architecture

t5°LQ"""'"’ JS.v’).l @l).b 39 oo slaiw! ‘_gl.ibéLoJ :(\—Jg-\.‘?)
(Table-1): Notations

olod Olewsgd
SNi pli § oz 0,5
Chi ol A5
HIoTS Lol yom
IDi/ ID' (A g5 y) S o 0,5 i awlils
IDh Shol g ini> aulid

9o cdlal 5l jo sadadss Bolas slacl

Ni/Ni - 7
(Adg% s 99) S >
g o 00D dead S i oS
Ki/ Ki PSS R S
(pli 852y 5 y5m () pli S
2 by oSy e 5 ik e Alid
AIDi/ AIDY’ TR S
PliCasgs ) 5
— S oman Sln oad oy (Solai oot
Tri/ Tri’ B o
Gor) S o> 9 4895y o el
Vi/Vi’ Bl ply b)) v ol le
S o 80
SK
H() Hash s —48,boSy jluoasSa ol

@ XOR 5 Je

[ S 5

3osls 09z BIKE cusszge o ol bLI I o saze
Slanly oo paand Glon 5l oS SO 4 lbls | ST (B,
29550 I 25 Slbls,)) IS o1 pab G5l g0 40 oS

5345 a3 oo (LS oty o)l (o p 9 Jelos
cdlal >l cg RSA (6,50, 9 PKI el 5l ol
Vb Glosloe Jbym Jdods 059 pal &5 >0 cady oo 0sliin]
0,5 o0 5B Az S50 S by, cnl ol GRS 5
T RSA @y s 3 S 65550, (lye & ECC s
) sgame slaolSiws sl i 5,5, (nl 4 0ad
Alelomen;o ol 5:Kam Glizmes (SBjloy g (Sl
SR Az 9590yl (Sl sa)S e g luonSs &l
st ol ) S et s Ko b 055 e
b oalail)) sl JSSon 5l il Grzen b 8
A5 GVl Cuderee L ) Cudszee o LLS)
i S b loasgrsn ot Ll o5 s 10,5 o
[11] Gl (63,0

Golgsin Jowo -Y

P90 (6 loxo Y-
S8 50 oleidn ik o9he claljl >l IS Joe
| QAM J)slaul.w [14] ol 00l ool ‘-}MJLQJ (\)
2R L (Bl g (soges Ojgon iy oo Lol dgr g
Lo ) caigd oo S 3 S > 95 oome bl oty b |
ogee bL)I o S g )5 G b3 (A
Om bL)l Gregn cnl 5o L 3505 0gdos Ogune

ol b -Y-Y
‘LSL4| Q)S-f.s) A Sl 0l u.u)l.‘ sJ&:BJ) u)‘ L)"5“'b )O
bl s et S g R Ald iy
ol S bl 1y cdlal > ‘-‘*—’TP o Slesier
Al o 9o 5l cllal sl Sl Sy J gt wilen SS9
o sgzge laml jo oS oal JSas cdlal >l g ok el
o Al o yo U oS o pb el slazel LB ol G o
WS I ol ) s sl ples SeSa
Cudgzge £55 90 (golgday JSTgy ,0 a5 Caul (ol p 28
SN and Cudezge pu)ld 598 Cuderse 9 and
$9 sletudgzge g 0l ol Slawlre (g 45 siin
e plxil | S sla ilo g 00,5 Joo 1) oYL

YA 2l F o)l Ay Jlo

&



3
N
1
3
3
g
3
5
g
ij

O Sdlal 5l 5 08 0 Jes o)lg slaiel LB Cosszge

IS 0 b )5 e o OMeled o5l co o ) [ e 90

Jeadiay ) OMalas ol dalol jo ol oads ools Las ()

S o0 Ol

90 9 00,5 adgi |, NI Bolas jlaie SNI 5 1) 6
V1= H(AID1| AID2 [N1 5 A=N1@ KI &k,
by S VI Ohle aiS o il 1) || TrD)
MIl= [aLu A ‘nlf QLL: 399 .)..Jy od.});\f Coun
JUs 6 b 5l {AIDI, AID2, Trl, VI, A}
D¢ oo Jloy)l CH (sl oell

Iy 8L, Trl jlade lasl jo M1 ply <él )0 LCH Y o8
O 9 dony Lo sl oli;b 50 0d0 3 )L).ﬁ.a L
(8l 50 polie s azgi b g oo ,4] Cawoas [, N1 lade
95 Crl Oopln Doy S oo aslie (L0
S50, ed oo ol >l CH (gly SNT (lase
AID2 b s S 5l CH (bl cnl Gogpine
el ez 1) 9gr Cledlbl b aiS o Canlgs o
Al Jawgs Culgz o pl.auS” JLs ICH 4l 5 Lol
D¢ oo ool 3 M2= {AuthReq}

CnsS S ez Sl M2 oly b 0 bpgs 5w Y loLf
Sl b asS oo JLo,l CH (6l g adsi 1) oY polie
plo 1o allas s 8w AID 5l a5 ogles
55 o0 Jls,| CH (gl,s M3= {AID2, Tr2, V2, B}

sl a9 asS o Joe ¥ o5 ailen CH dayl o :F 68
5 TT jiolie s 135500 plonil 33 pgd S
Celed)d 9 Sleyionm |y S 99 0 4 gy e AID
abyly 3,k 3l S e 90 ()l e Cewnid 0SS CH
s’ Loyl sl Jb aiS oo dslxe SK=NI1ON2
Sole 50 3l shanl wadjea Tr jlade § coniis
SK2= (Tr2 4 SKI= (Trl||SK) @ H(K1||AID2)
3 B,k 5l sl eolaiul [ISK) ® H (K2||AID1)
V4=H 4 V3=H (AID1 || SK2 || N2 ||Tr2) ilal,
S b3, sl 5 (AID2 || SK1 || N1 ||Tr1)
PO ~.\J5.~.:LSA JLM.:)l s S99 04 \-\».]9.’ ‘o..\.i).:f
s Md= {SK1, VATrl} oly 5o ol cpl slecl
5 e 8l e 4 M5= {AIDI, SK2, V3, Tr2}
gse Jlusl pgd S > g S
SK2 L) V4 4 SK1 ;| colawl b 1y oo glu,jg,a

YA 2be F o)kl IYAY Jlo

roU w 3.19).0 -Y-y-)
Gk il 095 (e bl S e slio 5 al> pe 3
o 80555 s | g (sl il Sl JUIS' S,
Jade g 0,5 adgi |, K ¢ Trseq Bolai jlade 90 adgs
dwle 5w lp 1y (AIDI) (g )letiue i s Al
ol 35 Jizza 5 ey JUS plas b 51 b 5 e
b ol wplgd 0,30 5 dligs 095 8010 oL, polie
28 3 s 090 Wl polie wugail>l Jolie o
HIOTS )0 laadgs b oo gl o] 2 ot (rizpn
bigs g 4ol )3 latudezge (slod B ol aales 1S5 53
Sl (55978 455 (nl ;58 igd pb Eus SV A5 e Sle
Slealade ©)g00 oS @598 cooleiiny SS9 n 0 &S
HIOTS o ol ol 45 (g5l b 5 ur a5 & jge0 s Sl
(V) S 0 o jo cpl STgp 0, onge p 1) o5 e

Lol 0a 00l isles

GOl ST pU Ao po :(Y- JS)
(Figure-2): Registration Phase
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Tr2new’ = H(ID2' || AID2') ®Tr2'
AKl= AK @ H (KI'|| AID2")
AK2= AK @ H (K2'|| AID1")
V3'=H (AID1'|| AK2 || N2'[|Tr2)
V4'=H (AID2' || AK1 || N1'[|Tr1')
AID1'= AlDnewl'

AID2'= AlDnew?2'
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ke ——— — Md= {AK1, V4", Trlnew' — — — — — i M5= {AIDI', AK2, V3', Tr2new'}———,
Get: AK’, Trl' : Get: AK’, Tr2'
Verify: V4' Verify: V3'

Compute: AIDnew!' Compute: A[Dnew2'

Update:
AIDI1'= AIDnewl'

Update:
AID2'= AIDnew?2'

(Figure-4): Authentication between cluster heads
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Generate: N1

A=NI1® KI

V1=H (AIDI || AID2 || N1 || Trl)

OR _AV= H (AIDI || AID2 || N1 || ID1)

FMI= {AID1, AID2, Trl, V1, A}

CHECK: Trl
Get: N1
Verify: V1
Compute:
B=N1® AK

V2= H (AIDI || AID2 || N1)

—M2= {AIDI, AID2,B, V21—»|
! Get: NI
Verify: V2
M3= {AuthReq}——

SN2

Generate: N2

B=N2@® K2

V3=H (AID2 || N1 || Trl)

OR AV= H (AID2 || N2 || ID2)

Check: Tr2

Get: N2

Verify: V3

Compute:

D=N2 @ H(AK || AIDI)
V4=H (AID2 || AIDI || N2 || AK)
Generate: N3

Tr2=N3

E=(N1|| Tr2)® H(K2 || AID2)
V5= H(AIDI|| AID2||N1|| Tr2)
Update:

AID2= H(ID|| Tr2)

I
i
I
i
I
[}
I
: i
ke --M4= {AID2, T12, V3, B} - -~
k

P PSP ——————

F—M5= {AID2, AIDLE, V5}—>

slagaels

Get: N2, Trl

Verify: V6
Compute:

SK=N2 @®NI
Update:
AIDI=H(ID1 || Trsl)

F=(N2 || Trl) ® H(K1 || AID2)
V6= H(AID2 || AID1|| N2 || Tr1)
Update:

AIDI=H(ID || Tr1)

<-M7= {AID2, AID1,F, V6} ——:'

Gglaio saaligs yw ;0 w90y cdlol (1 (B JS)

= -M6= {AID2, AID1,D, V4}---
Get: N2 Get: N1, Tr2
Verify: V4 Verify: V5
Generate: N4 Update:
Trl=N4 AID2= H(ID2 || Tr2)
Compute: I

(Figure-5): Authentication between two sensors in the same cluster head
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