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Abstract

Mobile Ad hoc Networks (MANET) are vulnerable to both active and passive attacks. The wormhole attack
is one of the most severe security attacks in wireless ad hoc networks, an attack that can be mounted on a
wide range of wireless network protocols without compromising any cryptographic quantity or network
node. In Wormhole attacks, one malicious node tunnels packets from its location to the other malicious
node. Such wormhole attacks result in a false route with fewer. If the source chooses this fake route,
malicious nodes have the option of sniff, modify, selectively forward packets or them. Existing solution
defends wormhole attacks, such as SECTOR, Packet Leashes, DelPHI, directional antenna. These solutions
require special hardware or strict synchronized clocks or cause message overhead, or generate false-positive
alarms. A novel approach MAODYV: Modified AODYV is proposed to defend wormhole attacks, launched in
AODV. The proposed approach is based on weight per hop. Each node in network has its own weight, given
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by administration due to trusty power capability. Sum of weight will not be exceeded from 100. Whenever a
source node wants to send a traffic to destination, puts its minimum weight in RREQ packet to constitute
the route. The destination node is selected in the route that its weight is close to destination announcement
weight. Since no special hardware and no encryption techniques are used, it is likely to have less overhead
and delay, compared to other techniques.

The proposed wormhole defend mechanism is discussed in detail. Our proposed system does not require any
synchronized clocks or special hardware to defend wormhole attacks. In our proposed system some
parameters will be added to AODYV routing protocol and make it more secure against wormhole attacks. We
will name this new protocol as MAODYV. In the first place, there is a master node in network, which weighs
100 (weighs of whole network). Whenever a node attends to enter the network, sends a join message to
nearest neighbor. After receiving the message, master node will share its weights with the node requester,
and sends the weight to this node requester. This process and weight sharing will be repeated after any
requests to join a network, and total weight of network is not exceeded from 100. In our proposed method,
each path which is created between source and destination, has a particular weight and this weight equals to
intermediate node weights being added to each other. In MAODYV whenever a source node wants to send
RREQ packet, it adds the minimum weight to constitute route. After receiving RREQ packets, each
intermediate node increases its weight beside increasing hop count. Each intermediate node does the same
action, as far as destination node receives, RREQ packet among the received RREQ, one of them will be
selected which its weight is the same as minimum requested weight by source, or slightly more than that.
For instance, consider fig 1 which has 14 nodes. Assuming the node weights are equal for each node and its
7. As mentioned, the weight of whole network is tantamount to 100. Example 1: consider fig. 1 in which node
A sends RREQ to node B. At first, node A checks its cache table to see whether there is a route between A
and B, or not. If the answer is positive, it starts to send data. If the answer is negative, it sets up RREQ as
follow: <A,B,1,7.25,[]> which means: A: source, B: destination, 1: hop count, 7: constitute path weight, 25:
request weight, []: intermediate nodes. Each node which receives RREQ will check if it is the destination or
not. If it wasn’t: 1. Increase hop count, 2. puts its weight to constitute path weight, 3. Adds its address as an
intermediate node. And then broadcasts RREQ packet to the neighbors. In this example node A sends
RREQ to X and C, which are legitimate neighbor of A. When X receives the packet, modifies it as: <A,B,
2,(4,25,[X]> and forwards it to its neighbors on the other hand node. C modifies packet as: <A,B,2,(4,25,[C]>
and forwards it to its neighbor D. This action will be repeated until B gets two RREQ -
<A,B,4,28,25,|C,D,E]> and <A,B,7,25,48,[X,U,V,W, Z,Y> - among the received RREQ, B will be selected
which its weight is the same as minimum requested weight by A, or slightly more than that, so the first route
will be chosen by B. node B setup RREP packet as <A,B,1,4,25,7, [E,D,C]> which means: A: source, B:
destination, 1: back path weight, 4: hop count, 25: request weight, 7: constitute path weight, [E,D,C]:
intermediate nodes.

The effectiveness of the propose mechanism is evaluated using ns2 network simulator. The simulator's
outcome demonstrates that PDR in MAODYV rose by 5% up to 8% in presence of two malicious nodes,
compared to PDR in AODV routing protocol. The average delay point to point in MAODYV is more than
AODV, but on the other hand, it is less than SAODYV due to not using encryption.

Keywords: MANET, Wormhole attacks, AODV, NS2
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(Table- 2): Comparison between Prevention of
Wormbhole attack
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2 Modified AODV

I End-to-End Detection Wormhole Attack
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