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Abstract

Over the last years, the concept of Internet of Things (IoT) leads to a revolution in the communications
of humans and things. Security and efficiency could be the main challenges of that communication. On
the other hand, authenticity and confidentiality are two important goals to provide desired security in
an information system, including loT-based applications. An Authentication and Key Agreement (AKA)
protocol is a tool to achieve authenticity and agree on a secret key to reach confidentiality. Therefor
using a secure AKA protocol, one can establish the mentioned security. In the last years, several articles
have discussed AKA protocols in the WSN. For example, in 2014, Turkanovic et al. proposed a new
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AKA scheme for the heterogeneous ad-hoc WSN. In 2016, Sabzinejad et al. presented an improved one.
In 2017, Jiang et al. introduced a secure AKA protocol. Some other AKA protocols have presented in
the last three years. All the mentioned protocols are lightweight ones and need minimum resources and
try to decrease the computation and communication costs in the WSN context.

In 2019, Janababaei et al. proposed an AKA scheme in the WSN for the 10T applications, in the journal
of Signal and Data Processing (JSDP). In the context of efficiency, the protocol only uses a hash
function, bitwise XOR, and concatenation operation. Hence, it can be considered as a lightweight
protocol. The authors also discussed the security of their scheme and claimed that the proposed protocol
has the capability to offer anonymity and trust and is secure against traceability, impersonation, reply
and man in the middle attacks. However, despite their claims, this research highlights some
vulnerabilities in that protocol, for the first time to the best of our knowledge. More precisely, we showe
that a malicious sensor node can find the secret parameters of another sensor node when it establishes a
session with the victimized sensor. Besides, an adversary can determine any session key of two sensor
nodes, given only a known session key of them. We also show that the protocol could not satisfy the
anonymity of the sensor nodes. Other attacks which influence the Janababaei et al.’s scheme, are
impersonation attack on the sensor nodes and cluster heads and also the man in the middle attack.

In this paper we find that the main weaknesses of the Janababaei et al.’s protocol are related to
computation of the session key, SK. We also propose a simple remedy to enhance the security of the
Janababaei et al.’s protocol. An initial attempt to improve the protocol is using a hash function on the
calculated key, SK. This suggestion is presented to enhance the security of the protocol against the
observed weaknesses in this paper; but it does not mean that there are no other security issues in the
protocol. Therefore, modification and improvement of the Janababaei et al.’s protocol such that it
provides other security features can be considered in the future research of this paper. Besides, since in
this paper we focus on the security of the protocol, then the efficiency of it was not discussed. Therefore
one can consider the modification of the message structure of the protocol to reduce the computational
and telecommunication costs of it as another future work in the context of this paper.

Keywords: Internet of Things, Wireless Sensor Network, Authentication and Key Agreement,
Anonymity

Sl Ap B a4 (e, Gl 5 g Lol 1l US55 doddo —

Lol oS 38ley [STg, G 5l oMo, o ailo als
0 S $lg SS9 n S5l plei oo cailo e o, o i (10T) Ll 6 il pogio « sl slo Lo 5o

Al Bus g0 wilgs e a5 Xyls 0 o
ok 99 Wl 4T 05rs BT T Ll s el ol Sl sl U

! sladSssy dagsl ol S el lejen
i a 0dsli (AKA) 0 IS 38ls5 5 Lol
b abal, 5 goute glacalles usl gla Lo 4o
Syge WSN 50 AKA oSS oy 9 adllae
s T@esly YT Jlo s Jle ln ol wid s
CBWSN (ol wax AKA £k S [4] ol Ken
&b 5l kS ez oS wis S @) ToSaals o) slaia ol
T S oS odlitul xor S Jes 5 jluonSy
[5] ohiSes 5 Oftigimm F¥NF Jlo )5 05 (5950w

by ol lao )5 plor jopl &S5 sbar ool
Jlo ly e Wil copnl 5 e a5 oS
2o )l5 i 5l diges G (10S) Mo 5 e i ]
WSN) o2 S om SoaSed aie )5 45wl
ol i 5 ptn sl [12] wiibie wis
A5 @l g Cutel (S5 atws 90 50 (i o ) Lo
chaills 5 Sledlbl cblis &0t ot 288
5 St daaiS dnooliiwl s s iss 5 SO
@D oeizen [3] 9500 yyai slre b Mo
g abbl> (bLijl glanie 4 axg L lye )

g iy (Glwlone

Ol eadsl SSSen lp gl el Sy
5wz AKA IS5, S eizes W s S
SSon slocins &S sbay wis)S al)l adlissge
9 [6] Pl 5 T el 2Bl 1y S 5 9938 558
oaball)l = b 5l (6,0 suiel s (Ko 5SS
500w AKA SS9, S g %5,9] Cwsas [4] o

Jed=s [7] 50 ol g 815 g SS9y i S (B yme

el p3Y ¢ el ailels 5 50 el (aols (6l
Sl ) %S coadoly abols ) samiSesliul ol 31 b
b oS 8, 055 obe aloyme odS G o ol

516K, slapin 65l LS 5o o] 5l solatul b auslen

cladlee bla)l JU5 G j0 055 dile xe Sledlb
2 Turkanovic

3 Heterogeneous ad hoc WSN Sl plgiee wdlel il Bas 4y o, gl as g‘d/’
4 Amin
5 Biswas ! Internet of Sensors (10S)

OF 2ba VoLl VP JLle



Ll e piisl pS Sloicl 9 (SolieS wualsld b )9S Jlol jlal THb < 9y Slsdline

s dle )3 6350 9 Jaz (b3 s e Dl
JSon done cuxr gboolinn T 25 0 09dee
S iy 5 o] el il 5 o) Ken 5 SLLil
Coledy ogd oo Al Allas ol ¥ jisn 0 ead Con

Dgber Ol b i yo allie (g, T ezl 5 anzex

o2 9 SLLil> JSSgy y90 =¥
OhSes 5 SLlile AKA - S55,  Gi3e (nl 5o
L e I g
o cbased sl GigSem SSSen So JSS9n
Lol il lojes & )90 4 Wl o a5 Cosl s 2
s dileyme oS Sy 5 o0ls plomil |, 5 s (sloo 5
ook @l sl oL Kan 5 Sblole 0,138 STl 4 ]
50 a5 X59,S oolatwl oolealile (glexe Sl 09>
Gomdiws T oleddgs 3 S slas,S o
ools iled SN L &5 Su> sloeS igd oo
g g oo 00l ylid CH L aS badliss pu g oo
Wsdce ools Liglei BS L a5 Tal (slaclSi)
15 o oolitel T pealdes (g laxs 5o Lol (slaailye

Qs [1]

S0 S sleeS SOk 00 g lens 5
edins oty 2l gn azily 4xsls 13 LSy iy
Ol g 5o S B blsl 500, b alaly a0
asls 8 Gglate absd 50 0 Ll I s Wjee
aalol joauS o )18 bl leadiss ju SoSay carily
i s S0 33 ol 45 o dlis
a5 50 cdl g g0 a8 5 ka3 o il 18 LSS
odd Cmogs [1] 50 o)l ealol > L S olas
ol

Sls ol al> o g0 GhlSes 5 SLLil> SS9
Gy g cdlol sl al> e 5 pl cud al> e Joli a5
S NS0l 5l Uolye cnl hoss sl el wlS
D9 o o3laiwl V' Jea j0 oul

Ao o.g] 30 o oolasw! (g 1aFoles :(Y Jeuz)
(Table 1): List of notations used in this paper

<

sles AN
SN; S oS
CH; PR
ID; / ID'; AhgS |8 e dlils
N; T 0,5 il e bolar [lasiSs
2 Clusters

3 Base Stations

OF 2be ¥ a,ll 1P JLo

5 ool S alie jobay al ool sue 5 (b))
0315 35etr 9 )5 15 Jlod 3550 [8] o s o e
wols las [9] oLen 5 ' Kl YNV Lo jo o
o> (Fp plp yo [B] ,o end By JSS5n &5
AKA S350 oS LT s s pylie o azslis
(53,5 (Byme dx

AKA b SSgyn & n wadsl slag,b pogdle
Ailoads &l L3 glaJls j0 45 WLl ezg 18 o
[10-14] 5 AKA slafSisy 4 ol e diges sl
AKA clo IS5, ool slafS5s, plos 0,5 o)Ll
pY Silwesly sl (o5 @l &5 s Gj9Sn
50 Slawlors 5 lblsjl ase b oS o 5 5 w)ls
e mels |, WSN

b S 1] ohSes 5 (Ll YR Jls o
S35 50 prwe S slaaSd sl AKA
oo ol e, Sl abai 5l ws s @l Lusl el
(WS o oolil XOT S Jae g jlusdsSzr a5l L

AKA U5 So gle & ) ol Gl il
T okl prizen Gl 285 Sl s e
a5 Wo,S leol g wisls JI8 vy g asdlas 5)50 1) 095>
Sleiel g S sloo S (aliaS b bl )b
(b, aibe ouls aSlil OMas ply 0 g sl )
A el el dils 0 G050 9 (60,553L (Ja
o3l oz Gl pdiees] (Fr Ol ol sled!
ol b SOl as ol lis g o5s) Cavs 4 JSTgp
5 Sl JSSon 5l eslitul o Jle sl ool
sl Wlgioe dlszay S 0F Sy Ken
Consddy el LI, 55 5l L aS | 530 0,8 5y ailo e
Olee Coniis 0lS G Lo il prloe S STL w05
3loslul b Wilgh o gl e0y5] Camoas |y T 0,5 90
Cowdts | (LB L om slacuis glaods s ()l
S oF K aleyme Sledbl nils Lol
S0 (rl Wlgoe prlee Sl ok & oS S
390 53 OWe sleol cnlplo wiS” 2bs) 1 5l b Joar |,
b5 el Sy opara bl JSsn cod
gl se AR
@30kl n Ojgen dlis (nl e 4k
Y o e oLes 5 SLlil AKA #,b el ol
5 b ol Gleg iyl X it 50 0gdise 5950

1 Jiang



salss Solise Jls, 30 4l pe ol clazd 58 Sglica
30 A5 dgd o oyl S Allae (pl aslol o zlils
@lp s 13 GlSs ades o S o g0
ol ol 3 badys b ol p3Y Koo s
[1] el

Blsi 5 ol 5Ll )0 gae B AlsB e Sy
ol gl S il o o 35 ol s
o 5 lp Olaebl S)9e psw Sls So adeS
St 05 Sy ee Sl plaS pa b oS cl S e
Mg s ) BS54 olazs] aile s
@ 1 SN; 5 SN 05 990 Gl Conndi OIS (izeen
aolag

SK = N; ® N,

Se e Sa N g Np ol 0 &5 WS e oy
Sl 5l am cwl SN g SN sl aiboyee il
Ol 1y ol 00,5 aralors ) Canidd 0I5 jlade aligs 5
ol & bgpe sl WS @i So o 90
Se ST b S 05 90 ol S @Bl 5 Lo
O yg0ds g Sl 0ad ools lid (V) S0 )0 adigs p
Dgad (8 Aoy )

alo,ore  Bolas VeSS oSNy S e o5
Ao o plil 1) 55 Olewle 5 00,5 adgy Ny asile

A = Ni @ Ki'
V; = h(AID; Il AID; | N; || Try).

el g
M, = {AID;, AID;, Tr;,V;, A}
WS oo Jloyl el JUST S o idlig pw sl |
oL o I, Try Jlade My plo 2dl o 5l ae adgs
K lade o] wlaly g a8 oo i 355 ool
s 0035 oo Sl |, Ny = ADK; 5 00,5] Cowon
ol
V'; = h(AID; || AID; || N; | Tr;)
AS (o0 dunlie (8L, Vi L) o] Jlade 5 00,8 Clus |,
ol 5l S1.asS 5l | SNy 5 e 0,5 Lol
My = ply adss s g soliaidye S o
AIDj Jxws Coga b 5 > 0,5 sl |y {AutReq}
b saly> o 1 5l g 00,8 JLojl SNy S e 05 imy
SNj S 0,5 oS Sldl abigs s (6l 1 055 Coge
50,5 odei N aiile aile e Bolas [los ST G 55
B oo plil 1) 5 Slawle
B =N; @K,
V; = h(AID; I| N; || Try).

K; Aigs s g S > 0,5 Hleo S e dile e WIS

AID; / AID'; gy | S g 0,5 latie alils

Tr; olad sae S
SK 05 93 Ol oads 4LlIS STril 4 Cand alS

S
h(.) SlooaS> als
(5] xor Sles

Il G ddsy 90 Bldl Slos

u=v VLU ke dglie

'aU S 4.13).0—“—\

695 9 L‘bd.mg}].u .‘a.ms.: ;L)“} le'b°)§ (:L! w Cwnst
) S| \olf)é LgLQ:o)f :\.lmsc\.: LQMP)M: IQL’ g.,u..) 9o
S 99> 2Bly Cugr o T 08 S luSD g4
Ol (bl JUB S oo ligS e SOl 1, ID;
S5 Ki Joe ailoyome 05 SG adisS s e o L)
AIDlz )‘..\.QA 9 oé; .\J}.’ Tri J.».A L;OLA.: dde
oF Sy e Capp o lyieas |, RUDITR)
ULQ.Q Cod o )fu».?' o; 6‘;: ‘) AID,:,ID’,:,TTI',K,:
a5 ol iy, 5 e ) (o3 el JUlS
sl ol AN (V) S 0 saldoals

Sensor Node Cluster Head

ID; —
Generate Ty, K;
Compute AID; = h(ID;||TT;)
< (AID,ID';, Tr, K;)

Wigs o Sy bamagi S5 o 0,5 Sy b o g () JS)
(Figure 1): The registration procedure of a sensor node with a
cluster head

sy b 568 0l5,5 0,5 5y b adgs s S ol e
Lol 5 ogi oo plosl s o0ls sy a5 azxsl b aslice
Alas ol Ho casaslyl slo Jdo jo o185 iou opl a5

RO PRV ST SN FIU-% S5 AR

oS 53155 5 Lol 31,5 al> yo ~¥-¥
5 Sblily JSSs, ods @l g cllol >l al> e yo
Cugp @wdibys Sipods S 0 90 (ol
asle AJLo)m S 0SSO 9 oo)f )").>‘ ‘) J.i:JSv
Sloaly> 0 b atiws (LSS abys S 50 LQ—"T ass|

3 Nonce

1 Gateway Nodes
2 Alias Identity

OF 2ba VoLl VP JLle



Ll e piisl pS Sloicl 9 (SolieS wualsld b )9S Jlol jlal THb < 9y Slsdline

&

Sy iy ly My g My lasly ades o aslsl o
M4- = {SKi! VZI Tri};
Ms = {AID;, SK;, V,, Tr}}.

).u 5) SNl )fu.u} o)f 541?).0 u.!‘ L_SLQH‘ )

el s
M; = {AID;,T;,V, B}
S o Jlo)l 5ol JUB Sy o8 adigS e sl
) SN S o5 Zasn b S o G 55 adgs
W ot SN 5 e 0,5 9550 y0 a5 Iy, b aliee

Spse S 4y V5 SK; 525 9) Vo 5 SKi polie (SN; Try Try polie abgs w5 cpl 5l ae oS 5l

Tri JJsde (i 5 (opp g demlne b el W6 (0 00 Tl S e 50 |, AID; 5 AID,
SNj 9 SN S 05 90 led 55, a1, (T 55 9) SN; g SN;  Sie> slooS ol conis aileyme
% R Dygeds ) 0g3 Jles slacuse Oeimed Q—.’.‘ s &y ...\.;SGA odsi SK = N, @Alj & g0

S ) b adg e« S oS oo wilS

AID; = h(ID;|IN,), .
AID; = h(ID}|IN,). a3 e el
ilogts S axiwn bolas polie Ny o Ny o o a5 SK; = (Tr; I| SK)®R(K; Il AID;),
SK; = (Tr; || SK)®h(K; || AID;),
Vy = h(AID; Il SK; I| N; || T1),

V, = h(AID; | SK; I| N; || Try).

g oo Selgi ddgS e

Sensor Node i Cluster Head Sensor Node j

N;,

A=N; DK,

V; = h(AID; | AID; I| N; | Tr;),
M, = {AID;, AID;, Tr;, V;, A} —

Check Tr;,
Get Ni,
Verify V;,
M, = {AutReq} -
N;
B=N; ®K;

V; = h(AID; | N; Il Try),
« My = {AID;, Tr;,V;, B}

Check Tr;,

Get N,

Verify V;,

Generate Ny, N,,

Update AIDnew; = h(ID; |l N,),

Update AIDnew; = h(ID; Il N,),

Tr; = Ny, Tr; = Ny,

Compute SK = N, @ N,,

SK; = (Tr; | SK)®h(K; || AID)),

SK; = (Tr; 1| SK)®h(K; Il AID;),

Vy = h(AID; Il SK; || N; Il Try),

V, = h(AID; || SK; | N; Il Try),

AID; = AlDnew;,

AIDJ- = AIDnewj,

« M, ={SK;,V,,Tr;},
Ms = {AID;, SK;,V, T} -
Get SK, Ty,
Verify V5,
Compute AIDnew;,
Update AID; = AlDnew;.

Get SK, Try,

Verify Vj,

Compute AIDneW]-,
Update AID; = AlDnew;.

OF 2be ¥ a,ll 1P JLo



slocuibdoe (p e 3l (Sl Ja SS9 ol
ol nl Glen g (SLlilr JSS5 b o955 50 ploe
ol obpS 5 2bsy 1) S 05 S Wlgoe ol a5
‘sl.bo; C}L““o . & . le . .'.s _‘ﬂ_‘
ruo>
Qilgs oo ploe SO A5 09l oo ooly ylid Sy cpl o
Cnisd IS Joe jo 1y 5w sloo,S i slaalds
o8 polre a0l Jaw 0 0,5] cawods Vpgleo
G ot lolS 5 sl wrlge o5 55
b@j,sfw Mbﬁdwjmloyl)om—l
.a”—l Cawddy ) 500 s oo kS &5

A8 2y8 LK g Sblils JSSgp a4 azei b
b S o 59 Olor oo s 52 oA rlgn o5
2k 08,91 Cavdds 1) G ol OdS g Al 00,5 Sgiis
5 SM L1, a5 0590 G (pokae Conits 9lS Jaw)
Glhe 0y 2 Sl ;0 SKM L1 sasoly canis oS

lie 4 Wl A prle S5 ooy
B s A sbjloie Jols a5 SM cois b oo Jols
AD |, o i polie cpl bl alils cwyiws s
JSGg, Slawlrs 44 axgi b gl oo o0l ol BW 5

1
AD =NV B K,
BY = NP @ K,

=AY & BY B K, D K;.

Cowddy py Sygo @ ) K DK jlaie (g oo cnlnle
Ié)ﬁ—l

K, ®K =SKD @AY @ BW.

Joae 0 1, SKD laie A walos 45 548 0 (s )5l0b

L:).g |) B 5A(1) );.)Lu 9 JJ‘QGA P?’L"" S ¢J5

aloyoeo OIS Wilgi oo K DK Jlaie pils b oy

cb‘)S]V]aSNL )fuu?o)fjouu)iléwm]&b

1 Known Session Key Model

a8 gl 7, ws S leol [1] 50 o) Kee 5 SLLSL>
56 p5¥ @l Sl s eom el ik Sl oy Y
S0 28 by 03 b el plinl ol Jloye5
G iSu 50 NS (o) p ASsS s (og ol
AKA  Ssg, o5 ogbe ools olis dllie oyl
S o)y bl il lains B by

3l oll JolS psbas 995 oo sl

9 SLbile JSgp (Gl (U5, =Y
Q‘)m

JSon sl slas iyl Fr i ol
il 5 Jolos sl 355 0e g5 S 5 SUL
Joe g pzlpe suasailss ool U cnl a3Y SS9, ol
alox (gl dlao Ly‘)bdfw%awww
a1 Jow 5l ccanl ouds 4z 3 las (s ool SO JSSgp 4
Alae cpl jo asyl 5885 .08 o s9m [5,7,9] o 00
Wlgige o5 cwl Jb o2le g5 Sy A o2l
oS o pazee JUS S 5o easfols slaply
Slp o 5si b9 S 05il |y bealdgs w5 S e
l JSSep 8 locais slaply wilgs o A Jlio
PLQ,Q QS eolaiu od.,..:i GLQM l) @5,5 Cnnilis
5O eaS S s slael Gl (S Wil e e A
o (AS e S L S 0 S ) SSSon
A 53 SS9 jlelsmas sls Sy (oezlen iz b
orizen A o2lpe Dlodg (nl podle 05 o 4385
ol 48,5 A )3 elgray aligS e S Glyedr w2l
SSon 0 & ol pogplioebl 0j50 4 byrpe (558
DA Wy odd a8 S by s lKes 5 SLlil
Mg oo 9050 (nl &5 Sl Az Wb (Jy wsd
Aaslo sl Jee o
oS ool (28,5 b o b allde cpl aslol o
b oozl ez 2l o OlBes 5 SLL
;w} LsLao)f S glaads
Ot gl auS anS | e S ol dile e (sla il L
)l oolaul 639.43 |) )fu.u} o)f NS.) Cogd &n ..\;‘9.:60

L ooyl cowoas |,

OF 2ba VoLl VP JLle



Ll e piisl pS Sloicl 9 (SolieS wualsld b )9S Jlol jlal THb < 9y Slsdline

)fy Lthbo)f 4.3Lo).7w LgL&v).Lo‘)Li )l A N}Lero FLee|
S oo olas 5 O ygod |y 55050 Gt oS

SK = N; @ N, = AOBOK; ® K.

S oS Jax -Y-¥

5 a5 e 3 A prlie s S 05 o e 3
oS o |y SN, o e sl S 0,5 S
adlys NV Aoy Olepdgl 4 axgi b exles 908
], adgd e 5 SNy 6,5 ole aile e 0llS K il
(ol Conii ;o My ol I Ty Wilgs o o 3551 Cewd
oo s Mo (3T (mizmen ol S 09 SO sy
55 oosas M (g5, 51 |, (SN e Zusa) AID;
Wl oo A wpxlge Ji> 5,50 o0 Cawdas SNy 5 >
Jr SO iy cgan cants 10 |, SNp S 05

S o Jos 5 Ozt prles S Cnl sl S
N asle ol leinSs Xy A prlys o

WS oo Sl 1y 5 polie A orloo 0
A’ = N'L-GBKL-,
V'i = h(AID; Il AID; | N'; | Try)
el o2l @

M'; = {AID;, AID;, Tr;,V';, A}
S oo Jloyl adigS o sl |,
Cowddy Iy N'y (T1y pmyp 5l s dligs s @
ab g soar b Vi ol G 105
A prles st o Sos Oilee 4 05 o
Spdy e SN Sz 08 Gl w

ailwo 50 (60 0 aos> —-Y-F

Jub prlee Ko ol oad (55 S a5 A b
sbely (hles § SLLil> JSSgy yo Wlg oo lul
S oS a5 was s sk ) Ms 5 M,
el |y sl s slaply JSSgp ol 50 eanSeS s
WSS g prlees Sl 4 i g 00
a5 lsieas | ol 5 08,5 oy SK asle ax
g aas 1,8 SN; 9 SN; 0,5 90 lee Conitd ailoyone
oz (pl j0 A5 0ed dxgy S S ) Ll cais
L1y oS aloye slayill prlen ol (558
P8 ol bl 00,5l Cawody Y-V isw des 4 dx g

OF 2be ¥ a,ll 1P JLo

KW (O VP PN KV SPRVET Sge-SE IR GO
SO cois a4 Loy aloye ads SK©®

. o

e ploxl 5 ©jg0a | )1 cpl Wlg oo ol 5L
) ewisa |, BO 5 4D slie A o2l o

1 t t

2 Oygeds |y SK® cvis ol A axlpe @

SKO=ADDBO DK DK,

SBo,S ailoyxe b yialyly S —F-Y
rPo

oS (Len 5 SLlil> UGy, 5l eolaul o
WL oS s e o o K ST
Al i K08 S 0)f So 2 b prlee Gl
GRS prles ST a8 29 o ools las isu nl o
WSS JSSen cnl o elita S 0f S
Cawdds ‘) )fu*" Lngo)f AJLo).za 6[.‘2’)1@‘).5 ..\4‘94‘547
o)fa_ilSNi )fu.u} o)f..\.»..fua).‘a Jlo 6‘)—3 .Q)BT
o; AJL:')?m Sleds| &‘PG" as bl 019.7‘-&.3 ;QM}
)ljéﬁSNjLbujlgiioi.a)j—lwoc\gl)SNj S
SK=N;®N; SS9y @ azg b S o0 amlre
aloyo sl Wilgs oo SN; S 0,5 Jl> 0l )3
25 oo LN G SN S 0 4 by
S oles

N; = SK ® N;.

My ply 511, B jlaie g ol wolesyo

So 055 plos Synis alloyme 0lS 5 050 covoy
S Ol 5 Sjgets | Kj (G adgs 5 SN

K=B®N,

03> oy &S iy @ A a2l WS 23

S oS aleyme sloads ail aiuily i

ik 00,9 Cowoas |, K 9 Ki o ja s SNp 5 SN;

Cnid S5 50 0ads Jols sbeely 5l Wilgs oo 4l >

0l 5 05,5 solizul SN, 5 SN} e slro,5 e

FRRS .a)ﬂ Cewddy ) gaid o o ‘Lgrﬂ Ol G



5 Sy 55, o s5m o8l G5 i cal 52
el S 08 Gy de ply g0 o Ken
WSSSon ol 30 S 0 So k) lp erlee S
ailoye laads F-F Gise Slogi 4 azgh b ol
‘) Libd...ls u.:l [QDLQ(Q 0)51‘54 Cowddy ‘) )fu.u} 6[&0;
AS 2,8 Jb S e 0033 355 0l WL o
)L.._'>‘ o o SNl L .'05.»).43 as ‘) KL \.\...15 p}'.erc
‘) SIVJ 9 SNL o)f 9o JL.A 6‘)" ¢ ;L)u} ‘5LQ:O)§
My gy onls Jols slbaply Wilgh co gl S canlin

Z)L.\.S.A 5‘ I8 ared fu\iS és.;.:) ‘) M4 9M3 6M2

SK; = (Tr; || SK) @ h(K; Il AID)).

A olpe sl )8 L .o)ﬂu_o Cewddy My ply 5l 1
20wl 1) g5 aulxe Wilgd o ol )lo 1) K; lade

s ADSK =B UAS..\.SGAG“))JPLMW
e SN, ST 0l s Syl ol 51 5 Ly e
A p2lge ol ] 03,5 g9, |, a4 s
IS b5, |y el Kp 5l S a5 (6,5 s 0,5 il o
Slp b SN S 08 Wlgi oo (Fo gl &5 Canl (g,

L PRV I VL LW AR CEL § TP L il | ES

Jepm Sy <> oliy ¥
olyses o SLlil>

5 Sl ISy uel glocars (S S i o
Sla el S wnts ol S aiile o Sen
5 Soe oS Jax S Gbro S e
oo obsy 5 ol 59, wils )3 (60,0 Ao ddgs
slayell g cats Glaads 8L Glp ISy
sl 5l Ko e jo g Al oolatwl dile e
oolawl WOy 0dw] Cewdye as ;w} (_gl_a:o)f AJLo)m
Esrd ol w9d Jols Sl sjse Gilaal b us
S8z 4 by oSen 5 Sl ISy slacans
Q,g.l 5o ! )fu..o k5L°°)§ ASLo):;m st'b).';.a\)li RAY
Joe 5o 1) canis oS yo Wil oo plee SO ISSg

OLSes 5 Shlilr JSSon 55, abe ;0 (59,0 alox

g o0 plnil p O)gon

S o Ay SK aiile ol e Sy A ozlye o
sl s

Locwip o,V o V' wos polic A w2l o
'o)jTLS'Q Cowddy V2 9 Vl L .‘05.‘).9

algt iy Sk 5l oS My g My sloply yoss sl @
JU,l SNj g SN glee S sl iy 4 g ol
;Lfkso L}")iL} V’l 9 V’z 4SKI]' ‘SK’i )JJLM LJ

My Slaply <5 4 SNy 9 SN S 05 90 50 @
505, anli ) A a2l by bl ks My
3 oslawl b g Adgs pw SeSay a5 wiS o ead
Wis ol bl K0Sy b SK' s oS
Al b il Lo, 5 Cais o5 by
Sgdies J S

Ky oo Jaz ~¥-0

WP o Jaz alo> )3 ¢ S > 05 Ja alos aline

Gl 50 a8 Jaz ) by pr SO G aiS 0 (A oo

OB 5 Ghlil> SS9y 45 0gd o0 0ol (las (o

Sl Sl il 5 adigs s e alox il o

32 Ms s My Jaz Gog) 5l A pzloe dom nl ploxl

A s BV ion g0 a5 ale jo g0y des

ez ) Sopear 1) alsS e o g 00,5 colinl

NS e

A prlos SN S 05 I My ply by jlase
o ly |, ol jlal s e els M, ol
S oo JLo)I SN S e

SN; Smz 05 511y My ply A pzlos 4yl a0
G Sbndgs 4 azg L) My g My 0,5 23k
So oS lp iy 4 g 005 aulxe Y-F
iS5 o JLs) SN, 5 SN,

My Glaply 55 4 SNj g SN S 0)5 93 00
digs pos i |y A p2len g a0l 1) x> Ms
S oo ol 5l 5l

;u»a 0,5 bo,-Y-#

OF 2ba VoLl VP JLle



Ll e piisl pS Sloicl 9 (SolieS wualsld b )9S Jlol jlal THb < 9y Slsdline

Jrz o S 0 Jozr e [SSop Glp Ol
T L R B R Ry
2 &S s e lid Gl 000 S5 63, (b, e
o)f ‘sol...of Ja‘y‘soa Jivjj.v u.:‘ aub‘).lo 6LC~)‘ dy-‘>
QS el ]y S e
kol s a5 0l ooy musy Alae cpl o
LQA-)‘\SW‘WM wwl}moﬁmbﬁaﬁﬁsf
SwoaeSz &b 0,8 ey 5 x0T 5 Jes Sl oozl b

Sguts Sy (ool sloain G Coled o 098 so dlne
Ol oadol SMam ply yo oS 5 Sl IS5y 5

Slocind @) p 55 05 b (5 2l ) sleiiny (nl ol
pae gae 4 ol cpl Ll &Ll salionnline sl
oA wile (JSSen p0 S0 (el Plue o9
Soe 9 el (nlple s g rm [gpie (Sloye
sla Sy plo S sba Ghlkes 5 SLlil> US55
Wi ol IS delol 0 Wlgi o S pald 5 |, e
Slee 695 35 05 Judo @ onlpodle 0,5 )13 10 e
5 oadalolis sloply slo (g3lodig: Coy o sl
so alie pl 53 Slpbe [slulne b 0l L

B Gln regh e SN ol 48,5513l
Gan b oasalsls slaply sl 2ol wlgi e onsy]
Al Sl g Slaslw aje als

6- References S 4

)'l).>| C)Ja 45|)l .)olj ool)' Qoo ¢ yummn> 6?1)5 ol L;LLQ[? [\]

Lol copnl e skl 5 sebaF Sl L Sew UL
VWY=NY: (F) VO VYAV Llaools 5 odle 5

[1] Sh. Janbabaei, H. Gharaee, and N.
Mohammadzadeh, “The lightweight
authentication scheme with capabilities of
anonymity and trust in internet of things
(IoT),” SIGNAL AND DATA PROCESSING,
vol. 15, no. 4 (38), 2019, (In Persian).

[2] M. A. Ferrag, L. A. Maglaras, H. Janicke, J.
Jiang, and L. Shu, “Authentication protocols
for internet of things: a comprehensive survey,”
Security and Communication Networks, 2017.

[3] J. Andress, The basics of information security:
understanding the fundamentals of InfoSec in
theory and practice. Syngress, 2014.

[4] M. Turkanovi’c, B. Brumen, and M. H"olbl, “A
novel user authentication and key agreement
scheme for heterogeneous ad hoc wireless
sensor networks, based on the internet of things
notion,” Ad Hoc Networks, vol. 20, pp. 96—
112, 2014.

OF 2be ¥ a,ll 1P JLo

& bl Gl 4 S anubre polae Conis IS ales
(W9 o0 demlne ) O)gods s oo lS
SK = N; ® N;.
domlns g5 b5 4 W5 prlee S alia s
Syl Cawss 1) S slao,5 aile e ledbol SK
5 Sl ISSon ol sse lp adsl W Sy
Al gl jleeaSs Al SO 51 eolatl (]S
5 S AlST T adlg s el SK s caniis oIS
1O ygods SS9y ol
SK = h(N; @ N))
50 093 laal 4 wilgs o A exlpe o] 09 dulre
b Cews saiol OHle>
a boe isw cpl 0 calddl | oy 0gd axgl
Dhax ply 5 Glles 5 SLLlr [SSgp o35 ol
ol B cnl Sew ol dlie ol )8 eald o S
Ol g9y (ool Ddlex 5l 218) (6,500 Slex Sguge
ol p2les STl 6l il (s BB SS90
So,S ly olST S alad 1, M, L My ol L)l
oslml glojeal G SN; b SN; (e ja) S om>
B wlos,S sl llb e ! > sl 955 o0
1 ygets Vi g Vil
V; = h(AID; Il AID; || N; Il Try),
V; = h(AID; I| N; || T1;)
Sloypal dluw Wilgs cad by, (pl Lol t05d colaiul
SN; 5 SN; slao, 5 a8 bl ol ay S o |, ool
aS J> o S oo 9,4 1y AID; ¢ AID; oS 54y
las 0l o sl omo o plnil |, LISl adigs
WS ES |y ceaad polie aliss o U el oY

& 5 4 =0
a5 gilg 5 cdlol ] US5e, el w@lie cnl o
IR g adllae 3 00 ol Sen 5 Ll (58
olb e (o plp jo a5 wl ool plis 5 83
Sy Sl prle Sy S A s opl 4 e
Wil adls 1) S 0 93 Gl SS9 5l Cannis
Clax 1) o)S (nl plee 500 Cadd S 2 Wilgs e
0,5 o LA ) prlee SO AT Al 7o pdS (eizres IS
oo wloyms Sl Wilg o olyiay
aes ol 5loolaiwl b oyl cassay 1) Ko 5 s



S8 GBI sleal, cos VWA Jlo jo0 @ s
2dlys 68 jpal 250 QB ojslin 5 Ble Lo jaamme
Goold caSadle Lol slisl ol Jl 0 s S
Aad @ iz plal gl oRKiils Blbls )l g Sledlb
Js 5 (b Jols 6y staen slagaeadde

“wsd s )5, sl dSSs e

| Q)LS.’Z.A Ls)lii}n) LSL“

{ s o) S 5,8k g
e aSy jo ) 0> IS
P e lpl Care g ple ol I Sosg 2SI
J 55 ol 03,5 cdls 1YAL 5 VWAL sl L
oSy 5y wige aSails il olal ol
do 5l Gy i (59 Med ol Seted S Sy
5 oy Sy Sldbl sl oje> o alline
ol ] stagh slagaieadle wiins wlids,
10T (ol cslio (5,550, sloJSSs Jelow 5 (>0
Olite sloge, Julos 5 >k izen 3 RFID L

[5] M. S. Farash, M. Turkanovic, S. Kumari, and
M. H’olbl, “An efficient user authentication
and key agreement scheme for heterogeneous
wireless sensor network tailored for the internet
of things environment,” Ad Hoc Networks, vol.
36, pp. 152-176, 2016.

[6] R. Amin and G. Biswas, “A secure light weight
scheme for wuser authentication and key
agreement in multigateway based wireless
sensor networks,” Ad Hoc Networks, vol. 36,
pp. 58-80, 2016.

[7]1 R. Amin, S. H. Islam, G. Biswas, M. K. Khan,
L. Leng, and N. Kumar, “Design of an
anonymity-preserving three-factor
authenticated key exchange protocol for
wireless  sensor  networks,”  Computer
Networks, vol. 101, pp. 42-62, 2016.

[8]Y. Lu, L. Li, H. Peng, and Y. Yang, “An energy
efficient mutual authentication and key
agreement scheme preserving anonymity for

wireless sensor networks,” Sensors, vol. 16, no.
6, p. 837, 2016.

[9]Q. Jiang, S. Zeadally, J. Ma, and D. He,
“Lightweight three-factor authentication and
key agreement protocol for internet-integrated

wireless sensor networks,” IEEE Access, vol.
5, pp. 3376-3392, 2017.

[10]R. Ali, A. K. Pal, S. Kumari, M. Karuppiah,
and M. Conti, “A secure user authentication
and keyagreement scheme using wireless
sensor networks for agriculture monitoring,”
Future Generation Computer Systems, vol. 84,
pp. 200-215, 2018.

[11]Y. Lu, G. Xu, L. Li, and Y. Yang,
“Anonymous threefactor authenticated key
agreement for wireless sensor networks,”
Wireless Networks, vol. 25, no. 4, pp. 1461-
1475, 2019.

[12]S. Athmani, A. Bilami, and D. E. Boubiche,
“Edak: An efficient dynamic authentication and
key management mechanism for heterogeneous
wsns,” Future Generation Computer Systems,
vol. 92, pp. 789-799, 2019.

[13]M. Nikravan and A. Reza, “A multi-factor user
authentication and key agreement protocol
based on bilinear pairing for the internet of
things,” Wireless Personal Communications,

vol. 111, no. 1, pp. 463-494, 2020.

[14]Y. Yu, L. Hu, and J. Chu, “A secure
authentication and key agreement scheme for
iot-based

cloud computing environment,”
Symmetry, vol. 12, no. 1, p. 150,
2020.

o1 05> S edlpde Slgs
‘nLol éal? oKisls )| d)lii}.o) EVOWR

OF 2ba VoLl VP JLle



