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Improvement and parallelization of Snort network
intrusion detection mechanism using graphics
processing unit

Mahdi Abbasi” & Motahhareh Afshari Haghdoost
Department of Computer Engineering, Engineering Faculty, Bu-Ali Sina University,
Hamedan, Iran

Abstract

Nowadays, Network Intrusion Detection Systems (NIDS) are widely used to provide full security on
computer networks. IDS are categorized into two primary types, including signature-based systems and
anomaly-based systems. The former is more commonly used than the latter due to its lower error rate.
The core of a signature-based IDS is the pattern matching. This process is inherently a computationally
intensive task, and in the worst case, about 80% of the total processing time of an IDS is spent on it. On
the other hand, the rapid development of network bandwidth and high link speeds, which in turn leads
to a loss of a large number of inbound packets in the network intrusion detection system, has posed
challenges as crucial factors limiting the performance of this type of system. Snort is a signature-based
NIDS that is highly interested due to being open-source, free, and easy to use. To resolve the challenges
mentioned above, we propose an enhanced version of Snort, which is enriched by exploiting two key
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ideas. The first idea is the filtering of unnecessary packets based on a blacklist of source IP addresses.
This filter is used as a preprocessing mechanism to improve the efficiency of the Snort. However, the
packet filtering speed is decreased by increasing the network traffic volumes. Therefore, to accelerate
the function of this mechanism, we have proposed a second crucial idea. The data-parallel nature of
snort functions lets us parallelize two main computationally intensive functions of it on the graphical
processing unit. These functions include the lookup on the blacklist filter in the preprocessing stage and
the signature matching of Snort, which completes the intrusion detection process. For parallelizing the
preprocessing step of Snort, first, a blacklist is provided from the DARPA dataset. Next, this blacklist is
transferred together with the Snort ruleset to the global memory of the GPU. Finally, each thread
concurrently matches each packet against the blacklist filters. For parallelizing the signature matching
step of Snort, the well-known pattern matching algorithm of Boyer-Moore is parallelized similarly.
Evaluation results show that the proposed method, by up to 30 times faster than the sequential version,
significantly improves the blacklist-based filtering performance. Also, the efficiency of the proposed
method in using GPU resources for parallel intrusion detection is 81 percent higher than the best state-
of-the-art method.

Key words: Network intrusion detection system, packet filter, black list, pattern matching, graphics
processing unit.
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(Figure-4): The structure of a black-list-based filter
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(Figure-5): The architecture of the blacklist on GPU
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3.  begin

4: forallie|0 pl

Input : snort rules R, Set of packets P ,Blacklist B
Output: set of rules that matched In each packet
Pre — processing://performed within host (CPU)
1:  Construct Bblacklist from corresponding DARPA intrusion detection
2:  global memory < host memory(R, P, B)

// Declare n threads; one for each packet

"|Blocks| x 1024

5 tid « threadldx + i x (|Blocks| x 1024) + blockldx =
1024,

6: bl « Null,mrules < Null,

7: if tid < |P| then

8: packet < ReadPacket(tid)

9: bl « Checkblacklist(B, packet)

10: if bl == true then

11: mrules < Matching(packet, R)

12: if mrules # Null then

13: | outputArray(tid, mrules)

14: else

15: | send packet to network

16: endif

17: else

18: | send packet to NIDS

19: endif

20: endif

21: i<i+1

22: end for

23: end

SIS G310y aly 53 yiled ool o ad 1(F- )
(Figure-6): The pseudo-code of filter in GPU
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(Table-2): Specifications of the analyzed intrusions
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(Figure-8): The accuracy, sensitivity and specificity of blacklist-based packet filter
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(Table-3): The throughput and speedup of the blacklist-based packet filter
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2K 0.16 0.021 0.18 26.13 12.5
4K 0.20 0.036 0.24 27 20
8K 0.38 0.069 0.45 30.65 21.1
16K 0.53 0.13 0.66 33.11 30.19
32K 0.66 0.27 0.93 34.23 48.48
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(Table-4): The efficiency of the proposed method compared with recent methods
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