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Privacy Preserving Dynamic Access Control Model with
Access Delegation for eHealth

Faegheh Ghofrani & Morteza Amini”
Department of Computer Engineering, Sharif University of Technology, Tehran, Iran

Abstract
eHealth is the concept of using the stored digital data to achieve clinical, educational, and administrative
goals and meet the needs of patients, experts, and medical care providers. Expansion of the utilization of
information technology and in particular, the Internet of Things (IoT) in cHealth, raiscs various challenges,
where the most important one is security and access control. In this regard, ditferent security requirements
have been defined; such as the physician’s access to the patient’s EHR (electronic health record) based on
the physician’s physical location, detection of emergency conditions and dynamically granting access to the
existing physician or nurse, preserving patients’ privacy based on their preferences, and delegation of duties
and related permissions. In security and access control models presented in the literature, we cannot find a
model satisfying all these requirements altogether. To fill this gap, in this paper, we present a privacy
preserving dynamic access control model with access delegation capability in eHealth (called TbDAC). The
proposed model is able to tackle the security challenges of these environments when the physicians and
nurses access the patients’ EHR. The model also includes the data structures, procedures, and the
mechanisms necessary for providing the access delegation capability.

The proposed access control model in this paper is in fact a family of models named TbDAC for access
control in eHealth considering the usual hospital procedures. In the core model (called TbDAC,), two
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primitive concepts including team and role arce cmployed for access control in hospitals. In this modcl, a sct
of permission-types is assigned to each role and a medical team (including a set of hospital staff with their
roles) is assigned to each patient. In fact the role of a person in a team determines his/her permissions on the
health information of the paticnt. Since patients’ vital information is collected from some IoT sensors, a
dynamic access control using a set of dynamic and context-aware access rules is considered in this model.
Detecting emergency conditions and providing proper permissions for the nearest physicians and nurses
(using location information) is a key feature in this model.

Since health information is one of the most sensitive individuals’ personal information, the core model
has been enhanced to be a privacy preserving access control model (named TbDAC,). To this aim, the
purpose of information usage and the privacy preferences of the patients are considered in the access
control enforcement procedure.

Delegation of duties is a necessity in medical care. Thus, we added access delegation capability to the core
model and proposed the third member of the model family, which is named TbDAC;. The complete model
that considers all security requirements of these environments including emergency conditions, privacy, and
delegation is the last member of this family, named TbDACs:. In each one of the presented models, the
therapeutic process carried out in the hospitals, the relational model, and the entities used in the model are
precisely and formally defined. Furthermore in each model, the access control process and the dynamic
access rules for different situations are defined.

Evaluation of the proposed model is carried out using three approaches; comparing the model with the
models proposed in related research, assessing the real-world scenarios in a case study, and designing and
implementing a prototype of an access control system based on the proposed model for mobile Android
devices. The evaluations show the considerable capabilities of the model in satisfying the security
requirements in comparison to the existing models which proposed in related research and also its
applicability in practice for different simple and complicated access scenarios.

Keywords: eHealth, ToT, Dynamic Access Control, Privacy, Access Delegation
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(Figure-2): Patient entrance and treatment process in hospital
Emergency room
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(Figure-3): Patient treatment process in hospital departments
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(Figure-4): Basic access control data model for e-health
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(Figure-5): Access control process
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(Figurc-6): Access control framework
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(Figure-7): Access control rules categories

I Policy Enforcement Point
2 Policy Information Point


http://dx.doi.org/10.29252/jsdp.17.3.109
http://jsdp.rcisp.ac.ir/article-1-916-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-05-26 ]

[ DOI: 10.29252/jsdp.17.3.109 ]

V%, PO AQX) = T(X) Jolao gdls)s on p,8 40
o e ghunal dlee ool cess 4 e sl
I g ol pdyppeal ciends au e Bt Sl &l e
IS Jas o el ol p e gl wal)
il s oronal 5 (5O (ome
fomil3agl GRS 5O (o ywd Bl Ly pai
RFID oS ol ouds s &5 355 slom STV
aib ol RFID dsgame 5> <86 ol 4 Juate
5 Olye Jsreme (Sliwjlom Jole L) by o5
dole L) Sy o 4 Jle caslagl I 2l
Db oo amicn (Gl Lo
Paticnt(p) A Staff(s) A AssignedLocationP(p, )

PL) A AssignedLocationS (s, SL) A InSubset( PL,
SL) — Assign( p, s)

arg bl e S oo Sbwjlon Jole STV

G e Wl gl len Jele a5 2E 4
Sei oo 0310 gl a4y Hlesy Sledbl 5l i sla sy

Assign( p, s) A isOwnedBy( res, p)A Type( Qay)
res, res-Type) A hasRole(s, r) A CurrentTime (t) A
TimeTask (s, t;, b)) A (1 <t<t) A
AssignedPermission (r, a, res-Type) — CanAccess
(s, a, res)

tbol G ik 30 (ow piwd soclB Gy p2i B
sy e SO (Shn e o Slwslen Jele STV
S a axg b Sl slen Jele oST ol ansls
Qaled swytas Hlow Sledlol 4y o)l o3 ol 5o as

usly
HasTeam (p, tm) A Membership (s, tm, Ay
A CurrentTime (t) A TimeTask (s, t;, ) At <t
<t )A IsOwnedBy( res, p) A Type( res, res-Type)

A AssignedPermission (r, a, res-Type) —
CanAccess (s, a, res)

Solydl bl 3 (ouw ywd aslgd Y17

Sog Jlew 4 by Sl wdle s lulys 5l slasgens
S e RT3 RE LSS PR I
S gl S Giyb il a5) Lo Sl sl el polie
ot glise spFonl il Jate jles G @
Glbel kbl gl 38 p5 sasb 5o aigd o
1wl 0dls gl

/\[Ci(P, V) A VOT] - IsEmergency(P)

i
0-1=<,> %2}

>

a5 e bawgy cud LB SleMb| e
Dlew O (Sl Dbl

Ci(P, V)
o sles asile Gledb! 5l ee8 Ci vis ] ,o a5
Vg cal gl gy Jlad g o8 (bl Gl a0 bogpe
Ja jsbay ams ol | P ey sl o) oo
oS wileyge 1y, oMbl ! Pressure(Ahmadi, 14)
S, HVF e lid o] e
Jole & oKy lawg a5 RFID ez -
1090 o0 owilex 8wl Sliw Loy
RFID (rfid, S)
dlisgds cadowileds ez n Jade afid ) 0 oS
Sl 8 Sl sl Jule 4y Logs o RFID reader
Sl 09h o0 ol a5 SleMbl g Glix pogdle
a4 aelsl jo as 0gd e gl e cpl 5 )b 5l
ISR
oz S Ll A WS e asuie InSubset s -
Sz 957 (i o 0 Jlen S 4 bgyerfid

WL Cued Slbiw,len ol SO Cod gt o
SL=(Ls, rfs) A PL=(L,, rfid) &

(InSubset (PL, SL) = True <> (Ly=L; )A Q)
(rfid € rfs))

Wl oy BB S g0y sole Lyl o uclgd
Slbor bole o (owiws uliyel e o
Oeed 351 eoledbl ay (Gl el Sn 5 ol )
lacgere Jokme Jolo 2 a5 K& (nl & el 0ol
WS S5 M b Glhlen &5 il oo

i yaS a5l B e Gl Jstae Gl g ol o
Sl 0 Cupas b (ol s is o -
Jole 5o o S5 onl 4 5B patie (SO
058 jlom S a4 bgpe (Shp o gae a5 Sl Lo
ote Sloy g0 e Ol 3 99 AE @ azg b

Al ansle pwyiws jlew Sledbl 4y wlss o

5 odbooliiw] sladtus plos (V) Jgoz ;0 U5 jsbay
aclgd iogs dslol o g oad o34l iy asled

Sl ouls )l s sl jidy 0 g s
S dlie ol jo s iws deled (aog o oS cul uaS
a5 ol 0o oalitul Tl e 0B 08 4 slaeacl
357y (e e Sed g d)“’ PP 0> &S WS
VX, p(X) AQ(x) = r(x) oxsld Jlwo ,ob a4 oxs ol

! Function-free Horn Clause

O 2l Vo)l ivad Jlo



http://dx.doi.org/10.29252/jsdp.17.3.109
http://jsdp.rcisp.ac.ir/article-1-916-fa.html

AssignedLocationP(p, PL) PL B op o Ko

SL B ,o s Sluw,low Jols saidsg ploml )\Se
8§ Sbaw,lo Jele 4 p Loy Slul

gty o3b yo s Sliw,lew Jole 5,5 cas oo

AssignedLocations (s, SL)

S Js Jde

Assign(p,s)

TimeTask(s,ti,t2)

CurrentTime(t) s 5 0y TTUC 0 jlgad 5 0i5 o o L as | (5,1 (ylej

CurrentDate(d) ile 5 o5 TrUE o)lgan § WS o cunin d 4 1) 5,1 & )6

$ Sl lon Jole a2 Sl

HasRole(s,r)

Role-Purpose(r, pu)
InSubset (PL, SL)
IsMemberOfTeam (s, p)

I 4 pu Sae ol

5 Sl low Jole cadl o cou 56 dcgomme P jle Gl
ol i 0P Jle (Ko e 08 Gl jlegy Jole ooy guae

res-Type 4 pu Gos plaisl LB op ey Slws

Preference(p, res-Type, pu)
AssignedRFID (p, rfid)
RFID (rfid, s)

D lem & rfid caz yy olais]

IsOwnedBy(res, p) P ylem ares Sl plas

Type(res, res-Type) res-Type 45 & 1es oole ave lul

AssignedPermission (r, a, res-Type) roAE ares-Type (595 5 a Selld ol

CanAccess (s, a, res) res gie (53, 2 a cudlid w5 Slin e Jole o jzus olsal
P Hlee 4 tm s Sl
S U,Jl:u)L@,_.g Jele &0 tm «5{"“)‘ PO ST
8 Gl slony Jole Lawgires aie 55, 28 Jos SulyS 0
P olem o)l adl Ll s s
res-Type & pu Sas Clud! CJB ol jlas el iy a5

HasTeam (p, tm)

Membership (s, tm, 1)

Request (s, a, res)

IsEmergency (p)

HosPurposc (pu, res-Type)

CanAccessP (s, a, res, pu) s Boa bres g 55y pa Jee as Sl )len Jole pwins Sl

pu
i B0 b5 sy Jale S 105 gt 55 58 ot el
pu
b startTime o3L ,o 81 Jole fawgs 9 Jole 4 1m o5 jo 1 (il (5,1357,
endTime
o s Ban LTes a5, 2 d Jeos ploxl bs Jole gl ledb! iS5y
pu

PRequest(s, a, rcs, pu)

Delegate (s1, s2, 1, tm, startTime, endTime)

Fetchgs, a, res, pu)

239 )l Do Mw 9 (G i d S 9 ulsl b (poguod e BBl Shigs

Uiins iy 25 10 Jgi)
(Table-1): Definition of predicates

A e Cawlyz o LS;‘:\.“))lAL\.{ ele S a8 by Pl LS)L? lem);.J)Li 3 GQC,- wacld Qil 40

Cardg LT a5 098 co (o, il ails 1y jlowy Sl S0dgama BoS oy VAT o canl (8 o asile)

[ Downloaded from jsdp.rcisp.ac.ir on 2026-05-26 ]

[ DOI: 10.29252/jsdp.17.3.109 ]

Sl wg glkal S bl gkl e
ol (Son ts) @Bgaty loys 5 jlom Condg 4 (S,
Sl Jole 4y Sledbl @ cwiwd 5l olojsme
ol ALEIG 1) ajezme cpl (gole Cumsg (0 45 0ed sold
lojsze ws3le Cuady 4l iS5 Lo Gloys S
Slon Jole @ glkol il jo by & g0 a5
Ded oo 8,5 s ol 3l 0gs 00l cold
il ag) (i 50 (o s Buas B iy i o
Sl Jlos lalpd 5 6y G55 55 o ST
Clgz o Slwjlen le i SGey b

FO 2l ¥ ol VAl Jle

®

ST ol o a8 el g kol Lalyds jo el )y ool uolas
AR I DU P PSC VUSSR R
byll 5l slacgame ouclE (pl jo 0sd oo iy a YL
Sl oal b5 k5 jo Qe Sl slayialll b sy
Pojler s ol pljes )18y Spe 0 oS
Se o9 Sl S8y Jle Gl ogbie Ml gl
Db s smme owdlyel aslid il VYoYU e
25 Drpeds Gl ge oadidy 15 B ulul 21 0acls o

2,5 hog
Pressure(P,V) A V > 17 =IsEmergency(P)


http://dx.doi.org/10.29252/jsdp.17.3.109
http://jsdp.rcisp.ac.ir/article-1-916-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-05-26 ]

[ DOI: 10.29252/jsdp.17.3.109 ]

Sl GVl slaglel jo eadingal oilsd
Sl a4 ey o8l pwpes 3l (655>
[25] asl axsls s yo | o)l Lo

bl A (5Jag5 5 Ul Jytoms 45 (5555 0 -
5 b (B slacblis pla wl el Glhlew
Sloyza 5 S Lol Gleebl ln |, 2l
L Silayme Sl 5 lodsags | 55l wledbl
I EOUER NE I RPNC NPT TR e
125] oS Jlos! coledbol Ledl

Sl sl g golhsl bl o St lery Jelse -
$s ol e Jlew codl SledMbl 4y asles
126] azily asls o

sheslinal 5 (o lngSS Bem 5l wilsy Wb 5 Jlem -
Oeimer il azsls BT mols cledbl
Gisb il 0g3 codle wledlbl 4y ohcwss Kl o
[27] S 558 635 50, sloalS 2o o

(b sty j0 sadall e Jow sl L el o

e S5 50 (gogad e Bi> Sl L Jus

s el olag (Ks S cuodbs ledllol 4

oged > Lim b (Sl glaaial - -T-)
odgp JSa s 5 Gliejlen 4 lam 99 5l
5 25 ) Ohlem gogas Sl o)l dily Ll )
Jom lp 1y celie lild 5 (S o o ol 2
QS oo Cpend (Glow) ools STl alz o ol jo auS o0l )3
S e Bae ax b el Gl (e g8 e
FETISY VOS RN S CH TSN IR BRRC AUt AN FER
3 Gy ol lew a5 call o5 cols) e
oilrl Sl lom Jelss U wmo oo Bpdy @ Sl )loe
3 Oeimmes il ansly 1) sledbl 4 wjiws
FowaS b Gle,obas Gy ol ciwhs bl ley
Sl K sl ctelar 4 axg b phlen 4 e s
B o aS ol onls s (S5 pole 5 loyo cCllilags
o d9biee Jlosl Sloj U hlen Dl (s &8lg)0

20,55 041y (> bl ol Sl gl o
Mgl ge meedl £55 90 A Lol e (S j5ba
O Blal bapliolas cal g 2 Glp  Sleys
s o Wl 5l (B bt Gl &5 355

sheslawl b as) Jlow ar ol S0 5 o) a5 ok
Ded o 00ls gl ay Iyl ol o Sledbl &
Request (s, a, res) N CurrentTime (1) A Y

TimeTask (s, t1, t3) N (t1 <t =<1 )\ IsOwnedBy( res,
p) N Type(res, res-Type) N IsEmergency (p) A
RFID (rfid, s) A AssignedRFID (p. rfid) A HasRole
(5. 1) \ AssignedPermission (v, a. res-Tvpe) —
CanAccess (s, a, res)

Golykral Lyl s 4y asgi b oaclB o) 3.l a5 0uS axg
Sl JUS 50 &5 (Kh g aile) (Sluwjlo Jole pa Lo
s Jgtme  Slwjles Jule ol ST o> S oy
Gr s BlE Jdea gl il e
Jele i wlal 5 Lo g 485 oasl laigdgass
ol (LS 3 ow piwd Sasld iy x5 %
o Sllan Jele o Jol lagzs o STV
5 2l gohkol Jlew Lulh g adls jlan (Soj
Slows SleMbl &y s ytws Sy o Sl ley Jole
G Slinlen ol Sop 4 azg bl anils |
Jlow OlMbl 4 Wl o )l a5 a8 5 ley
Request (s, a, res) N CurrentTime (1) A 0%

TimeTask (s, 11, {2) N (11 <1< 12) N IsOwnedBy( res,
2) N Type(res, res-Tvpe) N IsEmergency (p) /N
RFID (rfid, s) A AssignedRFID (p. rfid) A HasRole
(s, 1) N\ AssignedPermission (r, a, res-Type) —
CanAccess (s, a, rves)

TbDAC: ogpas m o B> Joo -Y-¥
oz Sl phlen (pogad o> g Dledbl ()l g bai>
@ el 03yl 39z oy |, slo 5155 05 0l a5 el Bl
JEsl 0 HIPAA o lasls! VA2 Jl o Lo aen
oM Zaio j (Cedle den S Sl oS Eul g
pedais caocio SYLI 1,08 eild lgieay lS;),aT Sy sl
saal (g8 pl el slas bl & by pe iy 0 o
bgye Dbl cud alolw gjlailely S0 wb lejle -
clelodl dupp el emmen SLlisl
Sledbl 4w o ol el (ol
Coley Gredl Ty 2Bl 5 lhlen cedle

O 2l Vo)l ivad Jlo



http://dx.doi.org/10.29252/jsdp.17.3.109
http://jsdp.rcisp.ac.ir/article-1-916-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-05-26 ]

[ DOI: 10.29252/jsdp.17.3.109 ]

29 )l Do Mw ) (G i d S 9 ulsl b (pogu0d e BBl Sligs (W RS J YRS JIe

&

a5 Sloy o by Ceul GeB  p) e &5 (K
g oaud Gl jlow 0)ls (il o) 5l bulyl jo Lo
W e S e 5 (oS Sals, oo Wl
)'| flﬁ,mdm&saw]ﬁ&.&.?)awléli&ﬂb
o ax b cwdle S sSl baigy jo 932 ge iledll]

258 3 eSSl o s jo wilg o

TbDAC: slodls Juo iy 25 ~Y-¥-¥
5 o2 ddlge 9o (Jae (pl 0 pogad oy, baas gy
dolol jo a5 el suls aslal Qi sl 4 Slus s
oo ol laddlse (A) SIS Wigh e Sy Joadiay

B2 o s |y (o s S

S99 2L Ghlew | catie Gpings & witwo
aile Slaal S0 glp Ll Sloyo Bue wisle bl azils
oS 25 g0 s Slmeslem E55 4 A (Shjgel oo
Ol iy cudl p3Y llen Sledbl 4y o 2w jeome
5zl o 31 Glayo - jsel slag s lon sl Jlio
£ 4 az g5 b al s L5 aiegy ol 4 bjgel Saa
AUl ogdgas a3 )5 5l o Jlew ez 3 onl Gl e
Slow ez 5 il Sleye haid liw les jo byl il an
Bae gl jlem bie 5l ojlad o5t s ey g 00l oS

28 eolanl bjgel

il

palicats 1

JUSRN T

~w

Actiom P Rea-Type

- boePuapose

)

opas o > Ll swpiws S glesls Jaw ((A- )

(KFigure-8): privacy preserving access control data model

P& ol gebge ued Saioss 35 HospPurpose
g oo oolaiwl ol 5l oelgd Caiogs
hospPurposc € purposcs X res-type
HospPurpose(pu, rt) = True < (pu,rt) € )
hospPurpose
sl il 4y axgr L #8ly,0 hospPurpose dlal,
Sools &y vy gl o plagaieils 5 liw Lo
9 09 se i 0,0 093 Sl g plsil gl Ol lee
ool e eadiay ai Gl 5l plaS e (gl AS co s
P Gz )l oot ax 4l plejlen (Jae
S A5 0gdh atuine b oBas sanddlal L Joe o
G oogh a8 S 5 a4 Sl ar glp cul jbwe il
G ) Djeod role-Purpose dkl, jeliie een

D50
role-Purpose € roles * purposes
Role-Purpose (r, p) = True < (1, p) € %)

role-Purpose

FO 2l ¥ ol VAl Jle

g Sledbl g5laes Bam a8l adie (pl iBos
5 Olwlon slatabs 4 g b1, ol 5l el
ssbie Ll o a5 olodlb! Sl Glows 5 pizcen
3 Bas ge g0 Jowo ol 50 S o i ol le
SleMbl a5 cwl Boe ler Cansy 09l o0 a1 S L
Sas 5,55 5 (PUIPOsE) digd o (5 yslaez i O L
A owpwd Sl 5 Bas los 4 a5 cl o i
aS 0gds wy Wb 45 (AccessPurpose) Sosl ledll
5l Syge ol yo g aldl ke o L Gas g0 o
3,5 50 Blaal fpiores Lagh ool Sledbl 4 o e
Sisbie N s iz 4 (S S ke
(Sl g smen B0l Slays Sl
gl ooly ioles purposes L lual dcgeze 31
Ohlem laesls gloil I aalazal o sl ley GBlaal

Seo ighige Ole p) S e Dipew;


http://dx.doi.org/10.29252/jsdp.17.3.109
http://jsdp.rcisp.ac.ir/article-1-916-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-05-26 ]

[ DOI: 10.29252/jsdp.17.3.109 ]

pa Bl wyiws S8 aild -Y-Y-Y
el
L ogs Cunlss o Sbowjlon Jelge 1 plaS 2 a5 Sl
1) 093 (o Bas g i ool 0¥ S oo 5o
L Gon ol ST oS asie edbdwles o Sledb!
Oeized 5 odd (5yslaex i 9j5e Dl &5 Bas
OS5 0 B) 005 s Ml Gl e o5 Sl
9 Oleyd gy Dylig slagiwlaz o bl len (ls3
g A8 pd Cuslet e sl ail cdllas (K35 eske

Dylige Sy Lygoipl sy

Gole bl ) 50 (ow pwd uclgd —Y-Y-¥
gs.’L’))‘ 9,90 6)‘).|a..0‘ 9 ‘SJLG n_,u.r.»oa 99,0 w2 >
JS sl b Jos o) & Sl s 0,5 8
k:M‘P)Q f:[iub A Cwl L)"l é)ld J.J J.\A ) ‘5.0)“.:&
L] (o yimsd o b o il Lo Jolge Jawgs  awyiasd
oS pladebs ) 4wz Loy ocasls s s
ot Gllew oS (Gl 5 g 00,5 et b Lo
weyar a > haas bojloo jse cwyied jeme cailes S
IS Jaw j0 a5 Gl Sledbl 5 gli> pogdle
JrsS Joe 0wl asby byl a4 atie wiws
By 0 &l oS Wi (Al g5 5 Ollen (pogas
oolarwl b alis 13 65 13 13 agi 0 j00 o yiwd aelod
50 a5 Wigd e iy, ) O yewa Preference s

gl g0 48,5 )5 &y (o s J 7S 0l
Preference(P, Res-Type, Pu)

4 4y b oolew by Cbuzr s Gl ca ) o
4sS 8 Cwend 0 a5 sbnlen (lbilen sla sielas
g oo R pa5 il Slom 5 opgil Ojpo o
tomli gl e 3O (ow pewd Sus B Ly i
@ azgi b adl jlen Sy Jotes Sl jlon Jols 51
5 Obww,lom o sindax 5 o5l Jele ol as P
oéL} 5‘ L )Lo..o_: ;_;ls)Ual LY ksw]’l.w\) t)LAMJ ul?t.o}).’)‘
P9 s
Assign (p, 8) A CurrentTime (t) A AOA)

TimeTask (s, t1, ) A (1 <t<t)) A
IsOwncdBy(res, p) A Type(res, res-Type) A
HasRole (s, r) A Role-Purpose(r, pu) A

Olsie i a5 (Access Purpose)  ow ypowd Bun
e Sliwjlow Jele a5 cwl Baa 55 0 oud
&S oo aseiin | 1 Jlews Sledlbl ay (o jiwd Clgs 0
«Ban (pl &5 25hce (omyp SenlsByd (o Oloj 50
e i el ) ale T (sl ey Bl L
Lol (yiss ol a4y azgi b g o5 b ool 5L (55
Db e ailels oly il a5 B Jeacys 05d o o,
o 1)1 395 dad (Bap g G Az L aS WS e (S
spme Jole woddiieni B nl b &S sgdice oy
P aS Lol 1) sadpesd Baa L Sledbsl 4y o s
plsl Jole sl Caslysyo Wy, dabol ogjlne )50
D9 o0
oign i plla sl o Joo pl o i0lome
Bb S oo a1y 03 Sl gl lasges
e |y ollen Slous 5 Jow ol o preferences
19d g0 Ly pi ) (§)p0 D)gods g WIS (o
preferenccs: patients —s 2 fes-tvpe” purposes
Preference(p, rt, pu) = True < (rt, pu) € A\Y)
preferences(p)
m> b lp phleny o (Sbua i 0gd 4z Wl
Qlanslo 5l b plie S o0 G Qb pogas
Al (San psle 5 pleys wblage D lis sl st las
by oadimesd Sbuz i ol wp Glp
Sl ¥l len g sl pie b Lol les
Ollons o5 slools gie 53 8 lp o5 258 (o)
e ol A gyt 5l )b s T4 o gl
Bl anals jlore Llais jee Bad sl il 5 o)
Vpe patients, A pu€ purposes, (pu, rt) €
hospPurposc A (rt, pu)&preferences(p)

A3l a3l dgmy ate w all cewyo dal) ol S
Lo ol gwimd pliwlon oo b3 3b oS
ORbuz 0 sl bl wdl jlisyse pls S
L wloy jlreé A jse Ba sl 1y a4 s s
L il b el Sley bbb ol ley 4l 4 azy
09l a8 5 Ha0 )0 jlam Sl 545 290 00 e < Sloyo
wl
IS 4z b jlen Sz (il 5l

3gm iyl il

O 2l Vo)l ivad Jlo



http://dx.doi.org/10.29252/jsdp.17.3.109
http://jsdp.rcisp.ac.ir/article-1-916-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-05-26 ]

[ DOI: 10.29252/jsdp.17.3.109 ]

29 )l Do Mw ) (G i d S 9 ulsl b (pogu0d e BBl Sligs (W RS J YRS JIe

&

tbol (i 50 (ow pwd sacld iy g2
p 5 Slben ble ol slagi 0 STV
Jole 5 kol los Lulpd g ol Slew (Sin
sl e L1y (s sl o o o
Jole o5 a4y axgr bl azily ey Sledbl
L R SEPC L S - P DRI V| SV DO
N VIR DURES PR P S
g o0 03l ol a4y Jlay
PRequest (s, a, res, pu) A CurrentTime (1) (Y))

A TimeTask (s, 11, ) A(tiSt<t) A
IsOwnedBy( res, p) A Type(res, res-Type) A
RFID (rfid, s) A AssignedRFID ( p, rfid) A
IsEmergency ( p) A HasRole( s, r) A Role-Purpose
(r, pu) A AssignedPermission (1, a, res-Type) A
HosPurpose ( pu, res-Type) A Preference( p, res-
Type, pu) — CanAccessP (s, a, res, pu)

o pewd By bl L Joe -Y-Y
TbDAC;
) e vsad o Jesay Sap sl (S plale; 0o
Sl p3Y Sylge cpl jo ol Al jgas b les o
K o5 1) logil sl olyics 6% S
Ao Slgh oo ol Sy 0jlee cpl jo S Wl b cole
) og3 a5 Sy aSipl Cands 055 i 50 1) 0,80
P g NS R g A SO Gelaes 5L (S 0
Shy aSinl ped s Sy (500 et ) (B0
aes Sy 353 el ) (S ) plle aE 1 (S
Sop oS obbps ded 0 LSy Sip b opl o a5
Sl s 0ebee il sl |, i ol Lol
gae o] o a8 e dan 0 1) ole gl den Sy,

don ,0 Sy ol 5w o IS Sl SOl
) 1) iole 2& oog guae J 3 ol Sipy &S Glaees
@ kol Shn 8 Glajezme S5 Je cnl 0 S e

L(a)'jpm )‘ >...,...'>u > s A .)9.....\‘54 I ‘-/JKB sJ,gSj \Su.u}»

delegates € staff xstaff xroles xteams xdatetime
datetime

(s1, 82, I, tm, startTime, endTime) € YY)

delegates <> (s, tm, r) € membership A (s2, 1) €
hasRolc

Delegate (s1, s2, 1, tm, startTime, endTime) = YY)

Truc <> CurrentDate(d) A (51, 82, 1, t, startTime,
endTime) € delegates A (startTime < d<endTime)

03T B Wl e st Sy YU oy 5ol
G startTime glej &5L Jobo jo 82 o5 a0 tm o
S0 &Sy endTime

FO 2l ¥ ol VAl Jle

@

HospPurpose ( pu, res-Type) A Preference( p, res-
Type, pu) A AssignedPermission ( r, a, res-Typc)
— CanAcccssP (s, a, rcs, pu)

S W PP CIPWE TR SPEWICIVE S RV L W TP

Wl Hles S Sy ad 50 Sliwlew Jele 51V
& Sl lan Jole i Ban 4 azgi L oK
sla ctelas o)ls o5 ol o a5 i ¢l wledbl

e eols Sl lew Jole
IsOwnedBy( res, p) A Type( res, res-Type) )
A CurrentTime (t) A TimeTask (s, t1, ) A (11 <t <
t) A HasTeam ( p, tm) A Membership (s, tm, 1) A
Role-Purpose( r, pu)A HospPurposce ( pu, res-
Typc) A Preference( p, res-Type, pu)
AAssignedPermission ( r, a, res-Type) —
CanAccessP (s, a, res, pu)

EEAE R SRR X SN
> Bl Jow jo g ksl Lyl o ey S
oS Sglei Lads ol TBDAC) diwa Juo oile oges
Ohlems Jow cpl o ez a5 il ol jo o)l 242y
Purpose < o ubo yuizmed (los )5 e |, gl
ol ol ‘5)3‘&03.' g_s“l} laal (5‘)" &5’“""‘4& L
Ja;‘}..w )° Q)‘Q ‘::LM.:)LQ.“\.: J.aLC a5 ‘5....)‘9?)0 o &)S.A.e
@ emyed Gezme g Ml Ppdy (JB g8 ksl
Ll ol e sl alls 1) ladaslys cledlb)

Dl gy sl Cewlg o

towil5 gl s 50 g i BB iy i
Gkl Jlew Jalyl 5 Gy (255 5y sle STV
€35 G Syt o iyl hole o iSan5 g ail
o ped Sl e Glsjlen Jele wasls
)18 &S L A arg by s oo ) lew Sledl

a5 Glawm Sl 4 of (gl lsl pw s Bus
o35 4 Jaie RFID 51 oolawl b a5) Jlew 4 4

5 Olwjlon slogiolas 5 (0sdigo (gw)p Lo
@ bl oty Sledbl 4 syt ¢jlow Slous

D5l oo 03ld
PRequest( s, a, res, pu) A CurrentTime (t) A Y+)
TimeTask (s, ti, 2) A (h =t<t2) A IsOwnedBy(
res, p) A Type(res, res-Type) A RFID (rfid, s)
A AssignedRFID ( p, rfid) A IsEmergency ( p) A
HasRole ( s, r) A Role-Purpose (r, pu) A
HospPurpose ( pu, res-Type) A Preference( p, res-
Type, pu) A AssignedPermission (r, a, res-Type)
— CanAccessP (s, a, res, pu)


http://dx.doi.org/10.29252/jsdp.17.3.109
http://jsdp.rcisp.ac.ir/article-1-916-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-05-26 ]

[ DOI: 10.29252/jsdp.17.3.109 ]

sl o 0sd Kl cedle t o1 polie glo a4 2ol
OB s o ey 1o 5w ) 0g5 Ll S Sy a5
acsl ) a0 ol Sop a5 olaes den )0 Lakd
LlS e i gl A Wl gy 35l

Iy ked o, CurrentDate(d) s YU oo o
1,5 oy True o)lgen 5 S o caniio d i @

ABS go ULM.., |) Ju C)‘i‘ () Jiw
ol el S ..ml?:'q Sy a5 S.Jb &y

Dgu g0 S ol gl 4 | by sder o (ol il den g 08
wiaff n h rokes n a Actica | on Ros-Thpe
A ¢ < — m ( —— m L . b
"” n a2
80 £
m .
teawrnis 1 o T poanhents - s
~ , 1 ad! - n 3 Al

o yiwd S CablB b s yiwd J 08 glools Jaw :(R- &)
(Figure-9): access control data model with access delegation
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(Figure-10): privacy protection access control data model with access delegation
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- hasRole={(ahmadi, Nurse), (salami, Doctor),
(salami, General practitioner), (tahami, heart
specialist Doctor)}

- role-Purposc={( Nursc, trcatment), (Doctor,
Emcrgency), (General practitioner, Emergency),
(heart specialist Doctor, treatment)}

- hasTeam={(vahidi, Team3) }

- assignedPermission={(Nurse, Read, Test), (Doctor,
Read, 1/0 Sensor), (heart specialist Doctor, Read,
Test), (General practitioner, Read, Test)}

- hospPurpose={(Treatment, Test), (Emergency , I/O
Sensor), (Emergency , Test)}

- preferences={(alavi, Test, Trcatment), (fathi, I/O
Sensor, Emergency), (vahidi, Test, Treatment),
(vahidi, Test, Emergency)}
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staff={ahmadi, salami, tahami, amiri, javadi}
roles={Nurse, Doctor, heart specialist Doctor,
Gencral practitioner }

patients={alavi, fathi, vahidi}
locations={emergencyRoom, heartSection}
teams={team3}

- res-Type={Test, I/O Sensor }

res={Test alavi's Recored, Sensor fathi's Recored,
Test vahidi's Recored }

actions={read}

assignedLocationP={(alavi, (emergencyRoom,
rfid2)), (fathi, (emergencyRoom, rfid12)) }
assignedLocationS={(ahmadi,(emergencyRoom,
{rfidl,..., rfid9})), (salami, (emergencyRoom,
{rfidl, rfid2, ..., rfid10}))}
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hasTeam(vahidi, team3) .
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rolePurpose (heart specialist Doctor, treat
ment) .

hospPurpose (treatment, test) .,

preference (vahidi,test,treatmaent) .
assignedPermission heart specialist Docto
g, read, test). N -
currentDate (date(57,6,4)).

currentTime (12).

timeTask(aniri, 0,24).
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