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Privacy Preserving Dynamic Access Control Model with
Access Delegation for eHealth

Faegheh Ghofrani & Morteza Amini”
Department of Computer Engineering, Sharif University of Technology, Tehran, Iran

Abstract
eHealth is the concept of using the stored digital data to achieve clinical, educational, and administrative
goals and meet the needs of patients, experts, and medical care providers. Expansion of the utilization of
information technology and in particular, the Internet of Things (IoT) in cHealth, raiscs various challenges,
where the most important one is security and access control. In this regard, ditferent security requirements
have been defined; such as the physician’s access to the patient’s EHR (electronic health record) based on
the physician’s physical location, detection of emergency conditions and dynamically granting access to the
existing physician or nurse, preserving patients’ privacy based on their preferences, and delegation of duties
and related permissions. In security and access control models presented in the literature, we cannot find a
model satisfying all these requirements altogether. To fill this gap, in this paper, we present a privacy
preserving dynamic access control model with access delegation capability in eHealth (called TbDAC). The
proposed model is able to tackle the security challenges of these environments when the physicians and
nurses access the patients’ EHR. The model also includes the data structures, procedures, and the
mechanisms necessary for providing the access delegation capability.

The proposed access control model in this paper is in fact a family of models named TbDAC for access
control in eHealth considering the usual hospital procedures. In the core model (called TbDAC,), two
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primitive concepts including team and role arce cmployed for access control in hospitals. In this modcl, a sct
of permission-types is assigned to each role and a medical team (including a set of hospital staff with their
roles) is assigned to each patient. In fact the role of a person in a team determines his/her permissions on the
health information of the paticnt. Since patients’ vital information is collected from some IoT sensors, a
dynamic access control using a set of dynamic and context-aware access rules is considered in this model.
Detecting emergency conditions and providing proper permissions for the nearest physicians and nurses
(using location information) is a key feature in this model.

Since health information is one of the most sensitive individuals’ personal information, the core model
has been enhanced to be a privacy preserving access control model (named TbDAC,). To this aim, the
purpose of information usage and the privacy preferences of the patients are considered in the access
control enforcement procedure.

Delegation of duties is a necessity in medical care. Thus, we added access delegation capability to the core
model and proposed the third member of the model family, which is named TbDAC;. The complete model
that considers all security requirements of these environments including emergency conditions, privacy, and
delegation is the last member of this family, named TbDACs:. In each one of the presented models, the
therapeutic process carried out in the hospitals, the relational model, and the entities used in the model are
precisely and formally defined. Furthermore in each model, the access control process and the dynamic
access rules for different situations are defined.

Evaluation of the proposed model is carried out using three approaches; comparing the model with the
models proposed in related research, assessing the real-world scenarios in a case study, and designing and
implementing a prototype of an access control system based on the proposed model for mobile Android
devices. The evaluations show the considerable capabilities of the model in satisfying the security
requirements in comparison to the existing models which proposed in related research and also its
applicability in practice for different simple and complicated access scenarios.

Keywords: eHealth, ToT, Dynamic Access Control, Privacy, Access Delegation
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(Figure-2): Patient entrance and treatment process in hospital
Emergency room
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(Figure-3): Patient treatment process in hospital departments

TODAC) (glosls Jow cig i —F-)-Y
93 3 C)Jan wulao Q-l , a5 (TbDAC)) i Jowo o
JJA 9 (RBAC) wb » gs"‘:".‘A sw)lué J]LS JJ@
S Ban wad odlaul (TMAC) @ 5 (siise
UMLSK”’5J:£” A A>g La QLZw)Lo.:.g .!a:..?:.e IO (g e
OL.\.: (f) Ji,&) » as ‘J..\.a U" »® o Q‘)La.:..) 3.&35){_
l?. QLLf)lf sQ‘)Lo.ﬁ JAU'J lh(};}}?}n Sl o0l ool
&93 ‘lmCA:.]l.xé wals é)l}...o ‘lmu’f.i3 ‘LSEL:..JJLA:..} Jnl}.c
Olog diile gl slacydgame § diimd e 5 o auie
gﬁt.c?; Q"l’“l » .JS)‘:)E&SA ):.jl§ ‘5.»4):«.4& Sy » Oli.o 9
9 L')l';w)l.o.:g Ja:.?:n ).) p§l> ‘h:‘.')“’ )l 0\.\.‘:'94“)‘ LSlg
39 lmc":’)}’.'}‘ S92 u‘xi)xi ‘QT » C)JQA ‘_gl.asw):,.ao
aslsl )0 wadll cw e JuS Jae ! o Lalg,

REOW PRV

S JUl 6l JB cow 385 Cuzr 0 S nae
S57se i 0e i 58 (JI o5 LT AT WS e gy
o B b e a5 adl <230 352g S| s b Cend
el sgmy B s 1 Ll wile e il o
Lo b sy a4l olea |l odign sty
Cosl (G an3 oo Jrg abgrpe i3 50 e e
pll Ly jgtws 5 Ol cod sl ol (eled
SSNpe
o S sl Glp g dbge S 0
REID & Lo 2 iou (ol o) w0 o0 JSi5 (Sh3
SRS sl Y sbjezme g (Col ool e
P G 3ph arg Wb WS e et (S o
Spbige loedgs (Sdn e 0 Slujlen bile
22l gl e Sl 2l lae gomay s
Lgoo,S anxle olSleyo as L8 51 aS Sl (slp
395 0 NS G Sy 39 Sip b (Sele
odign Slind g axlie Shndy A eadins
5 Ngd oo (e dbgrye i 50 Cedl (Sidg 2Nl
wydie S5 o)l gl (S
Sllon Jelse 5l plaS e hlecy Gl 2ig) 0
obidel G i @ axg b aS wi)bs sage 1y Al
Wigh oo by cpl loonge
i |y Ghlew (pogad Slowx 5 ojls anby Ly e -
cslio Ol Jlom 80395 oy b kol G250 5o S
bl lr ) (S oed e 9 &S5 el )
Tz dee olaw sl ploys dalsy (il sl S, -
2yl e 1y Gulipel o Jlem gl l b (il
abgye 2w 4 il sl 5l Lo JED jimd mizeen
DS oo Dyge ol sl Sy by
o 2 len Ol dadsy (Laadie) i Sby -
215 oxge 1) s Plocil 5 (Sl
eor My Wl 0 5yl s ks Gl -
o bz 5l B i jls oo 1) las &gl o
Sliam |y lom odign chol (i3 o L e 4
i e 4 a2y b ol (A5 ) pizmen a8 e
508 asyiand Lo SleMbl 4 s guie o aS

O 2lo Vol 1Yl Jle



http://dx.doi.org/10.29252/jsdp.17.3.109
http://jsdp.rcisp.ac.ir/article-1-916-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-11-30 ]

[ DOI: 10.29252/jsdp.17.3.109 ]

29 )l Do Mw ) (G i d S 9 ulsl b (pogu0d e BBl Sligs (W RS J YRS JIe

aft n (513 n
achole
. m E
n
1 b
-
s pabicais
o e

(529 5501 Ceodw 0 by (pw s 08 gloold Jowo (P JSi)

(Figure-4): Basic access control data model for e-health

o o sl olem £55 4 az g b Lo 5o sl il (F)
L Shp golass 5l oo ool o5 ogdiee e (Sd
ol o0 LSS 50,5 5 sty wilise sla aass
omles teams L LS5 51 ol oSl slops dcgomre
&St Team 55 eolaxwl 8550 Jolao dis 5 oad ool
N PR
i alisie gloools 51 e 12 55g 5 10018 2 (B)
@ daxg b besls cpl Gl plaSm 4 (pwiws &5 oud
@ ol S Loals pl 5l plaS o el wglaie lizals
g (IR AWd O g0 Aw
OGP LN IRUUUS BN { Pl PR CCONE SV | S PP (PS VI A g
e G b pb asile sl Yol
S LS o ek 55055 B3k 4o a5 Sledll -
) 0 e 5 sadelml slaislej] ol Jleys
W58 o gl o
Jold g 05 (oo i Gloj 5l (2L 85k 0 &S SledlL! -
3 pelde &jsods S s 5l AT Cuwl Sledlol e
e g Sl
a ol LB sols mlie sacgomms (Jow cpl o
6 8L Res 3 oyl Jolas dins g 00 saabres ol lew
] 00
ol 45 cl eg slls el mlis 51 A sanreg 5 (F)
Sl e (7555 5 9y Dbl Lol wlie g
SleMbl o((Sloys doe Sledlbl g b 5w leMbl o S gn
S b ot 85, (S sl oledbl (auis
Lo ole)l ol oledll (sl odle Sledlel (oK
o adsl syl el el by Sz s Sl

FO 2l ¥ ol VAl Jle

@

g el gl lon oy a5 a8 b (1)
L oohlon ao degamme S 0S8 o eolitul ] oleas
oolatul 550 Jolre dws 9 Wigd ools jiles patients
Gose Sysod dlad g0 oyl Al wed (o)l35 0 Paticnt
e Ol 2 JSBa
e Patient(x) = True <> X € patients
45 s Slpl5 o s ot Jolge) LSS (¥)
ansls alide gl il ailsior 5 a8 (o0 I Ol Lo
5 9d oolo ules staff L LS LIS ace degase 51 .00ils
ol Al w0gl (o l38eL Staff colisul 8,0 Jolro dio
Do Ol py JSEa 5 )5e Dygons slad 9
e Staff(x) = True <> x € staff
Qg 3l vzl les o a5 Sl i bl (V)
P LbEE Ol Lsba Seboe cuiie (LS
9 St SR S e e s g3 4 oo (0
Jols ol jsbay (cupde o i Sl e lo s
) 6:,:;.,@! s g (SU) le:.&a‘ RW A RPNV uM.c».a I
o 0 aly e bbbl sla i Ll el (DSO)
2 sesessbar b S (pl dcgeme 5 Wgd i jed Larome
Koy lilan ooy B s gl
onE Sl 55058 5 Jkited Gl b e (raZie
2Rk g oo iy jermegs ol (Slacgesme a4 DLl
Glagis ol el lilay e o a8 culs L
Sl anl 2y50 laals 5 S las 4 arg b1y pols
(b b (S 95ile) (Sgy (ojeel 5 ployo coudiloge
clesl LB sla s degomme (Jow (pl jo 05 loesgs
Role 55 o] Joleo e g oo oawels Toles LS IS a

el 00 (5,135 6L


http://dx.doi.org/10.29252/jsdp.17.3.109
http://jsdp.rcisp.ac.ir/article-1-916-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-11-30 ]

[ DOI: 10.29252/jsdp.17.3.109 ]

&b g co 0ol plais! Sih 0d G Gl
i |y len 52 4 e (S35 o hasTeam
hasTeam: patients — teams

HasTeam (p ,tm) = True «»hasTeam(p)=tm (¥)

el jlows S Blatte ools pie 2
isOwnedBy: res — patients

IsOwnedBy (d ,p)=True <> (d, p) € D)
isOwnedBy
oS cewl Wiz aais dlal) S permissionRole dlal,
ks 4 cwiin (Perm-Type) (slojeoegss
L 59meE 9 potie o WS a2y S oo atuie
0D i Lo A8 slaJoe j0 45 jeoxe pogie
2 ONes Jlacl glgil jemmaggi ably s ol Sglans
2 S oo cogs 1) (L) glgl L) mle glsil (s,
gl 993 S5y p Joe GOpilme Geme 45 )9
lyy Jow cpl o0 a5 e gatie ) (LD
e il 4 (jgme 355 & g) lajemegss
2B oo g lajgmegss (bl p (e 1N oo
gl gl sy, slojeme @)l Cugac
g g0
PermissionRole & Perm-Type X roles
assignedPermission : roles — 2Perm-Types

assignedPermission(r) =
{pt € Perm-Type | (pt, r) € PermissionRole}

AssignedPermission(r, a, t) = True )

> (a, t) € assignedPermission(r)

a S aal, SO ool bl b gy 0 (o )
gy e @ oh gt G ol Wi
RS Y e I R
Sl 00ls
type: res — res-Type
Type(d, t) = Truc < type(d) =t (@)
LSS Adge aw o aal ;) SO membership dlay,
Jole s WS o i &S Cunl Lo i g LS
D, Cogas LB Az bl e 0 Sl
membership € stall x team * roles
membership(s, tm, r) — HasRole(s,r) A )

InTeam(s, tm)
Mcmbership(s, tm, r) = Truc <>
(s, tm, r) € membership

g 5k G955 ol s ey yo Lele Sledbl)
claail BB glogsegss degamme .ol 0alipr955 (slag )l
O Jolee die g s (asedio Tes-type b slosls ailie &
ol 00l (6 138 s Res-type 5.4
bace £5 g3y » &5 s Jlel :reddled (V)
Jee cpl jo g g oiles wiile gl 2] wules
ol actions b slie £ 595 2 1> BB Jlesl degoze
el 0l ol Action jl Joles dius 5 0d 00l
Jlesl 5l shegorme &)00a jomaps 1o hgme £ (A)
S oaesere Woogle iy mle g8 6y, 2
o3l Perm-Type o5) Jow pl o S slojgegss
oles 2% 45 oS dx gl Dad e iy p) Oysods (0
° Perm-Type = 2(aclions>res—l‘ype)
doe il o ailyy b sbacusszge L pealas pogdle
L Jae slacosszge o bLIJI aS cul ool iy
JSS g iyt aslol jo Laulgy cnl S oo Ol 1) R0Sy
iloads Capost (5500
ar a4 e A, SO kil g LS e daly
slo sl (Ko LSS 1SS g S
GG LS a4 i e s wial aily il
&b 095 o0 ouwel hasRole alal, cpl 05

S Hp 4 i b il degezme o2 assignedRole
uawis hasRole akl, 3l 1, Sl Loy LS, 5l

ERCLN
hasRole € staff x roles ")

HasRolc (s ,r) = Truc & (s, r) € hasRole
assignedRole : stall — 21!
assigncdRole(s) = {r € rolcs|(s, r)€ hasRolc}

@inTcam b L) LS5 5 Sip lops o dal) ¥

LS LI IR VI S SYRLAN BT P RRVE S U R o

N I L S N P s ow

ble olai Gl g8 e e a bee (Sip
sl oads oSt Sl e

inTeam E staff x teams

InTcam (s ,tm) = Truc < (s, tm) € inTcam )

assignedTeam : staff — 2™

assignedTeam (s)= {tm € teams|(s, tm)E
inTcam}

&lgy0 ol S Aal, o jlew 9 o o dlal

el g A )0 y5a> 4 a2z L) lew 2 4

O 2l Vo)l ivad Jlo



http://dx.doi.org/10.29252/jsdp.17.3.109
http://jsdp.rcisp.ac.ir/article-1-916-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-11-30 ]

[ DOI: 10.29252/jsdp.17.3.109 ]

29 )l Do Mw ) (G i d S 9 ulsl b (pogu0d e BBl Sligs (W RS J YRS JIe

isMemberOfTeam(s) = {p € patients |
(s, hasTeam(p)) € inTeam}

IsMemberOfTeam(s, p) = True )
« (s, p) € isMemberOfTeam

Jole o a5 1) S ley isMemberOfTeam UG A

et ol )13 Lm\;\’l J S-S PUC S S L S P

RFID & b 5l Lo ololis

&2

Wy ol g 50

Jele )l oy Szl L

Sl s Lo

oL Gkl e lules

DS 5 o Baalp o)ly
ol 5 sl e 05
oz

dele 5 sl olSe L]

ol Sy gl o

Sloa st Jole L

§

ol

\4

<€

A

SN 4y wymad 4 jlxe Jale U
b 295 i @y am g L sad anslgs

it  Sliaw jlom Camslan

Slew bl LY

Ol s, lasl

—PCS..;,;..» Cowlgd ) o)\<

G.u)lma s';.w‘,.é)é &):947

i S w59 (8- JS)

(Figure-5): Access control process
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(Figurc-6): Access control framework
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(Figure-7): Access control rules categories
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(Figure-9): access control data model with access delegation
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(Figure-10): privacy protection access control data model with access delegation
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- hasRole={(ahmadi, Nurse), (salami, Doctor),
(salami, General practitioner), (tahami, heart
specialist Doctor)}

- role-Purposc={( Nursc, trcatment), (Doctor,
Emcrgency), (General practitioner, Emergency),
(heart specialist Doctor, treatment)}

- hasTeam={(vahidi, Team3) }

- assignedPermission={(Nurse, Read, Test), (Doctor,
Read, 1/0 Sensor), (heart specialist Doctor, Read,
Test), (General practitioner, Read, Test)}

- hospPurpose={(Treatment, Test), (Emergency , I/O
Sensor), (Emergency , Test)}

- preferences={(alavi, Test, Trcatment), (fathi, I/O
Sensor, Emergency), (vahidi, Test, Treatment),
(vahidi, Test, Emergency)}
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staff={ahmadi, salami, tahami, amiri, javadi}
roles={Nurse, Doctor, heart specialist Doctor,
Gencral practitioner }

patients={alavi, fathi, vahidi}
locations={emergencyRoom, heartSection}
teams={team3}

- res-Type={Test, I/O Sensor }

res={Test alavi's Recored, Sensor fathi's Recored,
Test vahidi's Recored }

actions={read}

assignedLocationP={(alavi, (emergencyRoom,
rfid2)), (fathi, (emergencyRoom, rfid12)) }
assignedLocationS={(ahmadi,(emergencyRoom,
{rfidl,..., rfid9})), (salami, (emergencyRoom,
{rfidl, rfid2, ..., rfid10}))}
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rolePurpose (heart specialist Doctor, treat
ment) .
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preference (vahidi,test,treatmaent) .
assignedPermission heart specialist Docto
g, read, test). N -
currentDate (date(57,6,4)).

currentTime (12).

timeTask(aniri, 0,24).
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(Figure-12): Evaluation of response times of requests
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