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A Petri-net Model for Operational Cycle in
SCADA Systems
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Abstract
Supervisory control and data acquisition (SCADA) system monitors and controls industrial processes in
critical infrastructures (CIs) and plays the vital role in maintaining the reliability of CIs such as power, oil,
and gas system. In fact, SCADA system refers to the set of control process, which measures and monitors
sensors in remote substations from a control center. These sensors usually have a type of automated
response capability when a certain criteria is met. When an abnormal system status occurs, an alarm signal
is raised in control center and as a result the operator will be notified. In this way, all normal and abnormal
system statuses are monitored in control center. In CI’s application, since several substation resources and
their related sensors are too high (because the CI’s grid is often large, complex and wide), the number of
alarms is very high. It gets worse when the operator mistakes and as a result, cascading alarms are flooded.
In this condition, the rate of raising alarms may be more than clearing them.

In SCADA system, alarm clearing is one of the main duties of operators. When an alarm is raised in
control center, the operator should clear it as soon as possible. However, the recent reports confirm the poor
alarm clearing causes accidents in the SCADA system. As any operator mistake can increase the number of
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alarms and jcopardize the system reliability, alarms proecssing and decision-making for clearing them arc a
stressful and time-consuming for the SCADA operators. In a large and complex CI such as power system,
when operators are overwhelmed by the system alarms, they may take wrong decisions and even ignore
alarms. Alarm flooding, lots of operator’s workload and his/her fatigue as a result, are the main causes of
operator’s mistake.

If generating of an alarm in a remote substation is denoted as an operational cycle in an SCADA system
until clearing it by the operator in control center, the aim of this paper is modeling the operational cycele by
using colored petri nets. The proposed model is based on a general approach which alarm messages are
integrated with the operator’s commands. Of course, the model focuses on generating of alarms by
substation resources. To verify the proposed model, a real data set of power system of Iran is used and to
demonstrate the potential of the proposed model some scenarios about operator’ workload and alarm

flooding are simulated.

Keywords: Alarm, Modeling, Operational cycle, Petri nets, SCADA.
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(Figure-1): SCADA system architecture

=22 9 Lol sl jlocis 1 solass (V- Jgu2)
112] @y 6|.>l$.~u| 39

(Table-1): Sample Major/Minor alarms of Power system
SCADA [12]
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-CB failurc, c.g. air or gas low pressure
-AC/DC supply failure, e.g. DC indication
supply failurc

-Sensitive over current alarm
-Transformer mechanical alarm c.g. cooling el
sysiem fail

-Linc distancc faulty, c.g. distance power swing
blocking

-Bus bar high/low voltage alarm

-Linc distancc protcction opcrated

-Feeder protection trip, e.g. over current
protection operated

-Trans. main protection trip e.g. differential relay 3T
operated

-CB blocking and auto tripping
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(Figure-2): A color Petri net model for Major/Minor alarms
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(Figure-7): Block diagram of the proposed model by multi
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