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Malware Detection using Classification of Variable-
Length Sequences

Fatemeh Hosseini !, Mitra Mirzarezaee® & Arash Sharifi?
Islamic Azad University, Science and Research Branch, Department of Computer Eng.,
Tchran, Iran

Abstract

In this paper, a novel method based on the graph is proposed to classify the sequence of variable length as
feature extraction. The proposed method overcomes the problems of the traditional graph with variable
length of data, without fixing length of sequences, by determining the most frequent instructions and insertion
the rest of instructions on the set of “other”, save speed and memory. According to features and the similarities
of them, a scorce is given to cach sample and that is used for classification. To improve the results, the method
is not used alone, but in the two approaches, this method is combined with other existing Technique to get
better results. In the first approach, which can be considered as a featurce extraction, extracted features from
scoring techniques (Hidden Markov Model, simple substitution distance and similarity graph) on op-code
sequences, hexadecimal sequences and system calls are combined at classifier input. The second approach
consists of two steps, in the first step; the scores which obtained from each of the scoring Technique are given
to the three support vector machine. The outcomes are combined according to the weight of each Technique
and the final decision is taken based on the majority vote. Among the components of the support vector
machine, when given a higher weight in the similarity graph method (the proposed method), the result is
better, Because the similarity graph method is more accurate than the other two methods. Then, in the second
section, considering the strengths and benefits of each classifier, classifier outputs are combined and the
majority voting is used. Three methods have been tested for group combinations, including Ensemble
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Averaging, Bagging, and Boosting. Ensemble Averaging consisting of the combination of four classifiers of
random forests, a support vector machine (as obtained in the previous section), K nearest neighbors and naive
Bayes, and the final decision is taken based on the majority vote; therefore, it is used as the proposed method.
The proposed approach could detect metamorphic malware from Vxheaven set and also determines categories
of malware with accuracy of 97%, while the SSD and HMM methods under the same conditions could detect

malware with an accuracy of 84% and 80% respectively.

Keywords: Malware Detection, Graph Techniques, Combining Classifiers, Variable Length Classification,

Support vector machine
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(Table-1): digraph distribution matrix
Other | XOR | ADD CALL MOV
2 0 0 0 1 MOV
0 0 0 0 0 CALL
0 0 0 0 1 ADD
0 0 0 0 0 XOR
2 0 3 0 0 Other
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Procedure Graph Similarity

Begin
1: Create key
2: for cach samplc do
3: Creatc middle code based on key

4: End for
5: for each sample in train set do
6:  Built e matrix on their middle code
7: End for
8: E=(matrix eoij + matrix ejijt ... + matrix eum-
1%) / number of samples on (rain set
9: Built E graph based on E matrix
10: for each [ile in test sel do
11:  Built D matrix for it
12;  Built D graph based on D matrix
13: Calculate scorc for it
14: End for
15: Return scorcs
16: End procedure
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(Pseudo Code 1): the proposed method based on the graph

Qg‘):!')l)sj).é @”}9‘“1 6[.@0\)‘0 O )0 St 4.1.’>).A
Higd co DBl oS flsicds N g0 )5 lagy |y bajgnus
ol odST bl s leeols plod cpgs al> o o
L ol wog oS & glate ST daygiws 1SS 0 sgd oo
b aaly> eolarwl “other” o3ly 5| & ygocpl o8 o dligs
Ll 5l as ol aslys obel Sl oS SO )y cpw
sbul wile Gl 05 (55) 5l pgm Al o
3 geed Jlisa jges 52 £58g olass (gol> a5 058 e
Eooza dy 0o ;2 ool b s (el 00l 03ls alls jo

! Static Structure
2Ensemble Averaging
3 Bagging

4Boosting



byl sbylne -F-Y
syl sl dilb > ais alle oS Ll
Sl dibaiz alebe ulol 5 golpaiy aible b))
[13,14]
D 5 D yg0ds (b5l sl lae (6l 5L 0590 i las
Sl a5 ole 38l olass — (True Positive) Tp
Aoy aslis
Dl a5 ol sloasl,y slaxs - (True Negative) Tn
Wloads bl
S g a5 ol sl 4l y slaws - (False Positive) Fp
loads anslis
aSld ol as’ ola )38l slass — (False Negative) Fn
Dloads

o3l s lre o o055 lime Tailels Camo laie
g oo &S wlolw b

1 tpi+tni

Yi1 tpi+fpi+tni+fni )

Average Accuracy= n

ol Cavody 1) s las a4z U bl vgid (e
9550 dmlone (0) Jgayd olslyr 595

.. st TP
Precision , = 75— "
: 2i=1TPi+FPi

5........; 5 EA.._QQQL.._’ ¥ OO0y ‘S.ALM“ > l; u.._é\_a....\ )l_:_v_a
ot 00l arid e &S sl ke Al )

i TNi
Y TNi+FPi

Specificity,= )

SUC IO | P R TUWEI RPN K S GOV IES PPN
Aol ALl Cow o a8 !

i TPi
Y TPi+FNi

Sensitivity , (Recall) = *)

9,90 Hlojed |y Copml g 280 jliso 9o F-measure
gyozme Olpiear 1) Jlare cnl gy Gal 5l amd o0 53 (o)
@ Sdd> ;0. 23)5 Sl o ol o s SS90 nl o
3l O Sesele (ke plsre @ lyioe Jlre )
S ke Gl Bl e 055 ol Coilis g 28 L
el o Fly (i
__, Precisiony + Recall

Fl,=p —asionir tecay )

‘Precisiony+ Recallp

2 Accuracy

3 Precision (Positive Predictive Value)
4 Specificity

3 Sensitivity
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(Table-2): Probabilities matrix from Tablel

Other XOR ADD CALL MoV
2/3 0 0 0 1/3 MOV
0 0 0 0 0 CALL
0 0 0 0 1 ADD
0 0 0 0 0 XOR
2/5 0 3/5 0 0 Other
1/3

. )
2/3
] 2/5
) <
r'g
3/5

AT 59 22 63y 31,5100 JSLB)
(Figurc-1): The proposed graph for opcode
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(Table-3): The effect of different values of key on the
erformance of proposed Opcode graph

Fl1 cotlad | el | cds | Coxo

0.57 0.86 0.57 0.57 | 0.78 N=10
0.68 0.89 0.68 0.68 | 0.84 N=25
052 | 0.84 0.52 0.52 | 0.76 | N=50
0.68 | 0.89 0.68 0.68 | 0.84 | N=100
0.66 0.89 0.66 0.66 | 0.83 N=120
0.65 0.88 0.65 0.65 | 0.83 N=150
0.56 0.85 0.56 056 [ 0.78 | N=200

SIS iy @2l duls litn pyolie il (- Jgur)
Jlowwd 35 (golgiudin

(Table-4): The effect of different values of key on the
performance of proposed Hexadecimal graph

FIo| cudlas | cuwles | cds | coxo
061 | 087 061 |06l | 080 | N=10
048 | 083 048 | 048 | 074 | N=25
050 | 083 050 | 050 | 075 | N=50
046 | 082 046 | 046 | 0.73 | N=100
041 | 080 041 | 041 | 071 | N=120
048 | 083 048 | 048 | 0.74 | N=150
059 | 086 059 | 059 0.79 | N=200

SIS gy e hlS s diliio palio il (- Jgu)

o Silg 3 Ol
(Table-5): The effect of different values of key on the
erformance of proposed system call graph

| Sl | Cuwles | CES | Como
0.59 .0.86 0.59 0.59 0.79 N=10
0.61 0.87 0.61 0.61 0.81 N=25
0.58 0.86 0.58 0.58 0.79 N=50
0.63 0.88 0.63 0.63 0.81 N=100
0.61 0.87 0.61 0.61 0.80 N=120
0.62 0.87 0.62 0.62 0.81 N=150
0.53 0.84 0.53 0.53 0.77 N=200
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(Table-7): The combination of three scoring functions on all
three features

s | Fl | codlis | Comles | 2ds | Some

0.07 0.86 0.95 0.86 0.86 0.93
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(Tablc-8): Combine results support veetor machine

F1 Codlas | Cumls | Sdo | e
0.88 0.96 0.88 0.88 0.94 1
0.81 0.94 0.81 0.81 0.91 2
0.78 0.93 0.78 0.78 0.89 3
0.84 0.95 0.84 0.84 0.92 4

PO b oletiy Sy Hedle DloS 5 ol )

Cond LS GBI (hgy ez 1B o (55 doS el o
S e YL bl s jlas Ko (g5 90

Wipaiwd ;o blie g Oyu8 @ axsi bpgs Lisu o

5 S by 095 el Juld bbanaies oSp

oIl o slailebe Sls313 (Shs sl B o D yile
RGOV PR WP IV IR R

o alad SLE By 5o okl al A ke
Sl Fie 2kl 2 e pshaieds 290 Gued b
3 alblar Ojgon &b kz wlis S5 iy, b))
ol ot Jlos! 45 ST i,

Scorel: Y;; |dij — eij| ()

Score2:— ¥, |dij — eij|? @)
1 .. e

Score3: EZU |dij — eij] )

Score4: ¥, ; |dij — eij|? aY)

Jgoz 5o @l ool 51 S s Jleel 51 Lol ol

el 000! ()

@dleiidon SIHF by 53 (BOjlikel @alai dnlio :(F— Jgur)
(Tablec-6): Compare Scoring functions in the proposcd graph

method
Fl1 cadlas [ el | S8 | G =t
0.74 091 0.74 0.74 | 0.87 | Scorel
0.79 0.93 0.79 0.79 | 0.89 | Score2
0.74 091 0.74 0.74 | 0.87 | Score3
0.78 0.93 0.78 0.78 | 0.89 | Score4
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(Table-9): Combine Classifications

Uas- Fl coslad | Cowbes | S8 | oo

Q:-ii l:ﬁ
09,5

0.03 | 094 | 098 0.94 0.94 | 0.97

0.07 | 0.86 0.95 0.86 0.86 | 093 | X%
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(Table-10): Comparison of proposed methods with
the methods used

Uas- F1 Coslad | cola>|  =8s oo

0.03 0.94 0.98 0.94 0.94 0.97
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(Figure-2): Comparison of proposed methods with the
mcthods used
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