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Department of IT Engineering, Faculty of Computer Engineering, University of Isfahan,
Isfahan, Iran

Abstract
In secure multiparty computation (SMC), a group of users jointly and securely computes a mathematical
function on their private inputs, such that the privacy of their private inputs will be preserved. One of the
widely used applications of SMC is the secure multiparty summation which securely computes the summation
value of the users’ private inputs. In this paper, we consider a secure multiparty summation problem where
each group member has m private inputs and wants to efficiently and securely computes the summation values
of their corresponding inputs; in other words, users compute mz summation values where the first value is the
summation of users’ first private inputs, the second one is the summation of users’ second private inputs and
so on. We propose an efficient and secure protocol in the semi honest model, called frequent-sum, which
computes the desired values while preserving the privacy of users’ private inputs as well as the privacy of the
summation results.
Let {P4, P,,..,P,} be a set of n users and the private inputs of user P; is denoted as{d;{,d;,, ... ,d;;,}. The
proposed frequent-sum protocol includes three phases:

1. In the first phase, each user P; selects a random number 7;, computes and publishes the vectors V; of

m components where each component j of V; is of d;; + r; form V; =< d;; +r;,di; + 1, ... ,diy, +
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r; >. After it, P; computes the vector V=<1 d;y + Y171, Nic1dip + DT,
Xi=1T; >, such that each component j is of }i_; d;; + i, 1; form.

2. In the second phase, users jointly and securely compute their AV-net (Anonymous Veto network)
masks and the Burmester-Desmedt (BD) conference key. To do so, each user P; selects two random
numbers a; and e; and publishes (g%, g¢) to the group. Then, P; computes and sends t; =
(g®+1/g®-1)¢ to the group. Then, each user is able to compute g’ = (]_[] lgal/]_[;lziﬂ g%) and
K = K; = (gé-1)"u. e 1L e" 2. . t;_,(mod p?) ; g%Pi is the AV-net mask of P; and K is the
conference key.

3. In the third phase, using the AV-net mask and the conference key, group members securely and
collaboratively compute the summation of their random numbers r;, (3i=; 7;). To achieve this, each
user broadcasts w; = (1 + r;p) g%Pig®-1¢ to the group, where g%"i is the AV-net mask of P; and
g¢i-1% is the P;’s portion of the conference key. Multiplying all w;s results in canceling the AV-net
mask and getting the value of [[L, w; = (1 +p Y~ 7r;)K mod p?. Then each member is able to
compute Y7 7; by the following Eq.:

i (T woK ™ —
=
i=1 p
Now each user is able to compute Zl 1d; by subtractlng Yitt rl from each component of V:

V_Zri_ ZdlllzdIZ'“ Zd1m>
i=1 j

It is shown that the proposed protocol is secure agalnst colluswn attack of at most n — 2 users. In other words,
the frequent-sum protocol is secure against partial collusion attack; only a full collusion (collusion of n — 1
users) would break the privacy of the victim user, in this situation there is no reason for the victim user to join
to such a group. The performance analysis shows that the proposed protocol is efficient in terms of the
computation and communication costs, comparing with previous works. Also, the computation cost of the
frequent-sum protocol is in-dependent of the number of inputs of each user (m) which makes the protocol
more efficient than the previous works. Table 1 compares the proposed protocol with previous works.
Keywords: secure multiparty sum, without secure channel, partial collusion, semi honest model.
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semi-honest model

Frequent-Sum: Securely find m summation values of m dimensional private inputs correspondingly, in the

Phase 1. Sending users’ values

ii. P; computes V. =< Dy, D,, ...,D,, >=

1. P; - *x: (g%, g°%) where a;,e; €Eg Z
il. Pi %k ti = (gei+1/gei_1)ei

q

Phase 3. Finding the results
i. P;o*xw;=(1+ ryp)gCi-1¢igabi

iii. P; computes Y-, ; as follows:
n . [lgw)k™1-1
=T = »

iv. P computes

i
Yim1din X1 din, o, D Dig >

i. Pi — k1 Vi =< dil + r; diz + ri .., dim + Tr; > where Tr; ER Zq
<XZitidin + X1, i dip + X T e Xitg i + Xieq T >
Phase 2. Computing the AV-net value and the Burmester-Desmedt Key

ii.  P;computes g” = ([TZ1 9% /IT}i+19%) and K; = (g™ - 4771 - 77 - -ty

ii.  P; computes [[2,w; = [[L,(1 + r;p)g€-1¢ig%bi = (1 +p YL, 1) x K mod p?

Vam =V — Z?:lri =<Dy _Z?:lri' vy Dy — ?=1ri >=<

SOk JST 9 51 Jo o 1 (V- JS)

(Figure-1): sequences of proposed protocol

n

*)

n
Vam =< Z di, diym >
i=1

w; = (1 +1,p)ghiPigei-18 o pgus 6 0 Py gac y2
C;\.l'.ej)d 9 T uJ.JdedLQ).’?LA gaibi )‘ RV Aa.sc;o JLw)| ‘)

diZ ) weey
=1 7

n
i= i=1
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