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An Access Management System to Mitigate Operational
Threats in SCADA System

Payam Mahmoudi-Nasr*! & Ali Yazdian-Varjani?
"Department of Computer Engineering, University of Mazandaran, Mazandaran, Iran
>Tarbiat Modares University, Tehran, Iran

Abstract

One of the most dangerous insider threats in a supervisory control and data acquisition (SCADA) system is
the operational threat. An operational threat occurs when an authorized operator misuses the permissions,
and brings catastrophic damages by sending legitimate control commands. Providing too many permissions
may backfire, when an operator wrongly or deliberately abuses the privileges. Therefore, an access
management system is required to provide necessary permissions and prevent malicious usage. An operational
threat on a critical infrastructure has the potential to cause large financial losses and irreparable damages at
the national level. In this paper, we propose a new alarm-trust based access management system reducing the
potential of operational threats in SCADA system. In the proposed system, the accessibility of a remote
substation will be determined based on the operator trust and the criticality level of the substation. The trust
value of the operator is calculated using the performance of the operator, periodically or in emergencies, when
an anomaly is detected. The criticality level of the substation is computed using its properties. Our system is
able to detect anomalies that may result from the operational threats. The simulation results in the SCADA
power system of Iran show effectiveness of our system.
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2 Alarm flooding

! Exponentially Weighted Moving Average (EWMA)
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(Figure-3): Real time anomaly detection.

Loclite 9 o jlade jlggpd b AOCT e

oS olSin AOCI JJade S o juks lojlads
Sgid B ybo gy odld psd oo glm Cuo 8 ) &)l
Gl 09l ik Ysb jlaie S oS (s g Sl
L AOCT jladie (cw)il Cugi 2 50 S0 &by bos

! Intelligent alarm processor


http://dx.doi.org/10.29252/jsdp.14.4.3
http://jsdp.rcisp.ac.ir/article-1-440-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-04-29 |

[ DOI: 10.29252/jsdp.14.4.3 ]

(LCL) 5wl 5 (UCL) YL Jpus sgas oy,

1l s dwlxe ) & gods

&, = JZ?=1 S, Sev? i, Ov)

Sl caye @ 5 ke Sl Gy YU Ly, o

a> slp) 90 plp Jyemejgbar ol Jlde 5 cul lae
Sedige adF i o (Ll 9> @l aw by Ol
5 A sl a8 b ais olass 4z e aSboljl [26]
W] s> Jade wiesl 0,55y i Glisabl colls

(LCL=0) 31,3 sion yoo bl 1y oyl

Silwdads TS 9 (2ol Sy -7
o2l 99 «edloidiy by, U sl (isu cnl o
Alad )15 adllaes jge Sl 4 alem g Al S
Sl wlle ) lag e slisgse  cslassls
laalels  (gholSil il olSiale)] 5 oisjludnns
s glrosls ulul 5 [30] (wjoe oy oRiils & jad
Ty (V) Jsoz wload ags olnl 3 as
3 G5 s JUl oy I Sy o (s onbars S iy
Jlaie () Jsaz 50 amo oo plai | o] omaiy59 Jlre
el beadgileans oy ponlem
ol ool ool las (V) akaly o (V) Jsoo o S
ol 1S sl Jlaie cwo)d Jlade (e jolareds
lys 0 adyl slassls ((JpuS sgus g ajlade
U8 o 5l 2 s aililes o wload (s )3lans
il i Jages (F) S el 09 oLyl elS
Jls g0 (b eaiisyslaex slrosls sl 1y (A0CT L)
sanlie o5 bl amo oo lts ailebes Syl Loyl o
a3 e g 039 yho plnojlsen glmial lads 35 o
o polie) ool aiby YL o oS T Hlade 55

(loass aid 3 )las jo Jloged dgd jo 5,1,
ad)S Hha 50 lagy Lew plxil o a5 (6,500 sl 2,8
50 aleSy b w 5L Slejy alold (V) 151wl Le cailonss
5 ¥ ol 05,5 30 & lajaks (V) ol oad 43,5 ki
35 plug 3l S slx jskiiea (V) ilonds s ¥ o0 3
ks Lglnl slesel jlade daceny & glnl (owiiws 5o

O DS ue y (OV) 5 ) Ly,
bhogio oo p g SampleRST; o EstimatedRST;
€9 5 hate S alSie i o ol RST) &l pois
50 a5 al el aslis SYeb 2L).;;;.au S Glyea
D98 Byl RST) jlaie Zuo )

(o S Ogu> (ppai -0 -Y

) IS sy e 5 AOCT iz T gliien
pos Jr=S Gl gilel cuhsS S oS sl
Sise (C, UL P, D lalsgas glgil aiile) [26] Vo 3Ll
sl o JS sgas ayloges pl jo 05 eolanll
Lulps & e ons pslaas (slaosls o wigh oo aond
Vb glm o alde ol joanil alble lal ¢ s
5 s anlp o o glbil pas by s S alien,
S)lal jlaae a4y ax g5 b el ouls (5,8 o5lo b
ol Sglite o] Gas b sl Vsb Jata e
995 (S Gl T oAl JpS loged 5B el (655,0
Sl ol loges ol 5l oolatul angy gl colaiul Jyus
Gilas (GYsb (sla i S35 laais (bl g oS
il s s slaanl e il sl mie b
sl gylel gsg a5 caal ol 2 Jsenejsba
ol ailie jobay ol Gglsy @isi b Gillas baais
Sl sl slr oomls @ 5 [29] wile wlie
sl gladileln jo .ailos S colazul TolSul slaosls
oS e | S o Jats g8y Jlaiol (1) oS b
5 o Jdd et wdgs ogill wlie slass (V) 5 ool
oby BB ojlulay sl slacslo g jo 4l So s
lajlte S5 siludae sln osels @i 5l eced
5 AoCly psce &SI 58 L 1A 0,5 oolatul e oo
L Jits 30 sl i 1 o 5 S (V) o
5 eolinal b g )louial 5 Sile jlade il oygwlsy @)
sl Ao Jl5 35 alay]

AoCl = U =37, Y, Sevy; . Uy; an

SYsb slaata sl oSila Ty abel, cnl 53
ﬁi}' =) el r:‘l WIS l] )L\Mb 65.: o st.s

3 Major
4 Minor

! Nonconformities
2 Demerit Control Charts (D-chart)
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(Table-3): The criticality of substations.
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(Table-2): Weighting criteria to determine the
criticality of substations [21].
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(Table-4): The attack scenario, the amount of operator trust in various inspections.
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(Figure-5): Anomaly detection in attack scenario.
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(Figure-6): Reducing anomalies in the control scenario.
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(Table-5): The control scenario, the amount of operator trust in various inspections.

:2 — &labo (1) w3 alabo (V) (o))l
q? . Rm[ Rmi Lm[ I Lmi I Nm[ I Nmi Tap / TOp
g A Sgdns
: B ¢ - - - - - q - - - - -
%\ E EEE N - - —1 Ne |- - N N | A
2 E q ) - - \ - - KAy Vo \ - - - - -
=3\ F || - | - N S | - | - | - | -1-
.’5 Slabko (F) 3L wlalo (Y) o)l
. A Sgdns Sgduns
Y g A/ : = = = = Sary P2 u - - ‘ z Jfave
3_) E | ‘o ] o el N TN R N T S
3 F Vs - - - - - ] - - - - -
g 8-References oo —A himan i Ginle ke 4 a2t e 3
3 &P aclol jo il oo (Bb s e el pl g s 0ga0me
; [1] D. Kushner, "The real story of stuxnet," ieee ) o
'b Spectrum, vol. 50, pp. 48-53, 2013. 505l 2L GRIBIL pykz 5 pom pgo Glaoil o
1 [2] Matthew L. Collins, Michael C. Theis, Randall aolie 4y slaeljlade bojlate aBgeds udd)b
“ .
F. Trzeciak, Jeremy R. Strozer, Jason W. Clark, RRE L 3]+ JAFY « o /ATE /AT
§ Daniel L. Costa, ef al., "Common sense guide to PR G e o s
o mitigating  insider threats S5th  edition,” )5l Glp D cag a4 g yiws ojlal gl gwy3b LG
2 CARNEGIE-MELLON UNIV PITTSBURGH 5 s L as s ol ol s 3
g’ PA SOFTWARE ENGINEERING INST, 2016. ORES L S wes oo (LS gyl (nl 09l oo w03
- [3] N. Baracaldo and J. Joshi, "An adaptive risk Slpeas slazel Galidl cae s 02 g 01 6l Dglite yolie
mgl?agen'len.t and access control framework to sl o Q] iS4 s i
mitigate insider threats," Computers & Security,
vol. 39, pp. 237-254, 2013.
_ [4] P. Legg, N. Moffat, J. R. Nurse, J. Happa, 1. _ .
g Agrafiotis, M. Goldsmith, et al., "Towards a S JJ Al -v
g conceptual model and reasoning structure for
& insider threat detection," Journal of Wireless .
N > " " . . .
& Mobile Networks ,Ubiquitous Computing ,and slesel ol p (wyiusd Copde wlele Sy dllie nf 5o
E zDgf;ildable Applications, vol. 4, pp. 20-37, oads &l blul ailobe Sllee sladsags pals sl
g ' LS LI a5 azgs b gyl slazel oo .o
& [5] H. Shey, K. Mak, S. Balaouras, and B. Luu, JAE 2 s QB @ ez bougly ?
g._ "Understand the state of data security and @ Helpl cwyiws dlbls pl 0 0sd o e biuw
3 privacy: 2015 to 2016," Forrester Research Inc, gl 5 5 olaiel Jake 4 355 b lacams
£ vol. 1, 2013. ¢
o - - .. Al e Py . - -
“-é [6] N. Baracaldo, B. Palanisamy, and J. Joshi, "G- tede Slles wagd Sy axliz 1 0gd o0 (s lotany
g SIR: An Insider Attack Resilient Geo-Social Sl 4,5l ORI IR G PO
= Access Control Framework," IEEE Transactions o R ey S0 S i "fg
% on Dependable and Secure Computing, 2017. 6)»55J~> (L‘b@wﬁ. O 65‘)7‘-.' CJ@*’ L celin) JAeN
[a) -
— [71 M. Warkentin, A. C. Johnston, J. Shropshire, Dol dales Josas
and W. D. Barnett, "Continuance of protective e W G Sy NI
security behavior: A longitudinal study," o G Gl 0% R o o)
é)é:lcésion Support Systems, vol. 92, pp. 25-35, 3 ey ol sl eads &l ISl Blle yo (g,lxal
' s S e ooliiul wlele o SYeb ol loie cu
[8] M. Asgarkhani and E. Sitnikova, "A strategic - < » s =7

10.29252/jsdp.14.4.3 ]

approach to managing security in SCADA
systems," in Proceedings of the 13th European

Conference on Cyber warefare and Security,
2014, pp. 23-32.

Yf 2l f o)l \VAP Jlo

§ 9ol 31 el Bgods A 3 eslainl b s s
Ol 8 ltuy & cund Sllee slaaags
-°)5] Jos 4 6 5ol


http://dx.doi.org/10.29252/jsdp.14.4.3
http://jsdp.rcisp.ac.ir/article-1-440-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-04-29 |

[ DOI: 10.29252/jsdp.14.4.3 ]

control management for SCADA systems,"
IEICE TRANSACTIONS on Information and
Systems, vol. 91, pp. 2449-2457, 2008.

[21] O. Rysavy, J. Rab, P. Halfar, and M. Sveda, "A
formal authorization framework for networked

SCADA systems," in Engineering of Computer
Based Systems (ECBS), 2012 IEEE 19th
International Conference and Workshops on,
2012, pp. 298-302.

AYAP 555 S l30" @8 358 9 JUl slacay

(NRI, "Substation Automation Systems standard
(Transmission and Subtransmission Substations),"
Ministry of Energy of Iran, 2008.)

[23] B. Zhu, A. Joseph, and S. Sastry, "A taxonomy
of cyber attacks on SCADA systems," in
Internet of things (iThings/CPSCom), 2011
international ~ conference on  and  4th
international conference on cyber, physical and
social computing, 2011, pp. 380-388.

[24] J. Lopez, C. Alcaraz, and R. Roman, "Smart
control of operational threats in control
substations," Computers & Security, vol. 38, pp.
14-27,2013.

[25] A. M. L. da Silva, A. Violin, C. Ferreira, and Z.
S. Machado, "Probabilistic evaluation of
substation criticality based on static and
dynamic  system  performances," [EEE
Transactions on Power Systems, vol. 29, pp.
1410-1418, 2014.

[26] D. C. Montgomery, Introduction to statistical
quality control: John Wiley & Sons (New
York), 2009.

[27] 1. IEC, "62682 Management of Alarm Systems
for the Process Industries,”" ed: Geneva: IEC,
2014.

[28] N. Mayadevi, S. Ushakumari, and S.
Vinodchandra, "SCADA-based operator support
system for power plant equipment fault
forecasting," Journal of the Institution of
Engineers (India): Series B, vol. 4, pp. 369-376,
2014.

[29] J. Zhao, Y. Xu, F. Luo, Z. Dong, and Y. Peng,
"Power system fault diagnosis based on history
driven differential evolution and stochastic time
domain simulation," Information Sciences, vol.
275, pp. 13-29, 2014.

[30] T. M. U. SPAMLAB. (2017). SPAMLAB.
Auvailable: https://www.irancert.ir

[9]1 A. Nicholson, S. Webber, S. Dyer, T. Patel, and
H. Janicke, "SCADA security in the light of
Cyber-Warfare," Computers & Security, vol. 31,
pp. 418-436, 2012.

[10] H. Bao, R. Lu, B. Li, and R. Deng, "BLITHE:
Behavior rule-based insider threat detection for
smart grid," IEEE Internet of Things Journal,
vol. 3, pp. 190-205, 2016.

[11] S. Board, "Pipeline Accident Report," 2010.

[12] D. Hadziosmanovi¢, D. Bolzoni, and P. H.
Hartel, "A log mining approach for process
monitoring in SCADA," International Journal
of Information Security, pp. 1-21, 2012.

[13] T. Sasaki, "A Framework for Detecting Insider
Threats using Psychological Triggers," JoWUA,
vol. 3, pp. 99-119, 2012.

[14] M.-K.  Yoon and G. F. Ciocarlie,
"Communication pattern monitoring: Improving
the utility of anomaly detection for industrial
control systems," in NDSS Workshop on
Security of Emerging Networking Technologies,
2014.

[15] L. Garitano, R. Uribeetxeberria, and U. Zurutuza,
"A review of SCADA anomaly detection
systems," in Soft Computing Models in
Industrial and Environmental Applications, 6th
International Conference SOCO 2011, 2011, pp.
357-366.

[16] M. Bishop, H. M. Conboy, H. Phan, B. I
Simidchieva, G. S. Avrunin, L. A. Clarke, et al.,
"Insider threat identification by process
analysis," in Security and Privacy Workshops
(SPW), 2014 IEEE, 2014, pp. 251-264.

[17] D. Hadziosmanovié¢, R. Sommer, E. Zambon,
and P. H. Hartel, "Through the eye of the PLC:
semantic security monitoring for industrial
processes," in Proceedings of the 30th Annual
Computer Security Applications Conference,
2014, pp. 126-135.

[18] N. Baracaldo and J. Joshi, "Beyond
accountability: using obligations to reduce risk
exposure and deter insider attacks," in
Proceedings of the 18th ACM symposium on
Access control models and technologies, 2013,
pp. 213-224.

[19] J.-H. Cho, A. Swami, and R. Chen, "A survey
on trust management for mobile ad hoc

networks," IEEE Communications Surveys &
Tutorials, vol. 13, pp. 562-583, 2011.

[20] S.-P. Hong, G.-J. Ahn, and W. Xu, "Access

Yf ol folabivas Jlo


http://dx.doi.org/10.29252/jsdp.14.4.3
http://jsdp.rcisp.ac.ir/article-1-440-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-04-29 |

- 10.29252/jsdp.14.4.3 ]

13Ul &slolw 3 (Fldos (LRI GBS (Glrs (S )iand iy 3330 dilolw K

Yf 2l f oyl \VAP Jlo

= ) i S g li IS abolio o

sladle ;o b jay Fenals cwiige
M L B isls SUATYH 4 YYVY
it 158 adaiie 55 g S ol

ol 4o ujaeceg s o iily 5IVYAN Jluw jo &jad
5 ygmal S wdige 0aSiile jLolisl eSTen 5 ol
s sais) .cwl lhask dRasls leMbl (g,4l8
(oo glaaS b sl sl o le Lol de o 40
6y gl (slraSis g ooty ol

5l el & le lin] asbbl, ailis

P.mahmoudi@umz.ac.ir

393 Dears (Sl yg pboy e

3B o (olid)S ghaie o,

| £ SR PV NN L SN
= ool 5 S Lyl il alesl

‘ Ay g )y 0e glpSe g al)

2 e pa Wl Sy ollasls 5l G (owaigs
il arnalS § Gy owiige o0l ok ol
g cblis ooyud Sy Sl glos )5 151 w5 lee
SleMbl ol Co o g e aSl

Sl el &l oLyl asbll, alis

Yazdian@modares.ac.ir


http://dx.doi.org/10.29252/jsdp.14.4.3
http://jsdp.rcisp.ac.ir/article-1-440-en.html

[ 62-0-920¢ uo IrJe-dsioirdps( wouy pspeojumo( | [ev¥Tdpsireseez 0T (10a ]


http://dx.doi.org/10.29252/jsdp.14.4.3
http://jsdp.rcisp.ac.ir/article-1-440-en.html
http://www.tcpdf.org

