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Lip Reading: a New Authentication Method in Android
Mobile Phone’s Applications

Fatemeh Sadat Lesani *, Faranak Fotouhi Ghazvini and Rouhollah Dianat

Computer and Information Technology Engineering, University of Qom, Qom, Iran

Abstract

Today, mobile phones are one of the first instruments every individual person interacts with. There are lots
of mobile applications used by people to achieve their goals. One of the most-used applications is mobile
banks. Security in m-bank applications is very important, therefore modern methods of authentication is
required. Most of mr bank applications use text passwords which can be stolen by key-loggers. Key-loggers
are hidden softwareo record the keys struck by users. To overcome the key-logging issue, One-Time
Passwords are used. They are secure but require additional tools to be used, therefore they cannot be user-
friend. Moreover, the voice-based passwords are not secure enough, since they can be heard by other people
easily. In other hand, Image based passwords cannot satisfy users, cause of screen limitation in mobile
phones.

In this article, a new authentication method is introduced. The password is based on user lip’s motion
which is received via a mobile cellphone camera. The visual information extracted from the user’s lips
movement forms the password. Then the lip motion is tracked to recognize the password by incorporating
the lip reading algorithms. The algorithm is based on the Viola-Jones method. It combines the method with
a pixel-based approach to segment lips and extract features. After segmenting the lips, some special points of
Region of Interests are selected. The information extracted from lips are saved in order to act as algorithm’s
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features. In addition, some normalizing methods are considered to normalize the features and prepare them
to enter classification phase. In classification step, some known algorithms like Support Vector Machine and
K-Nearest Neighbor are applied on features to recognize password and authenticate people. Visual
passwords prevent key-loggers from stealing passwords. However, the mobility of a mobile user causes
ambient lights to vary in different environments. In this research, a solution is designed to tackle this
challenge. Finally a mobile banking application is designed and developed to run on android mobile phones
platform. It incorporates a lip reader which recognizes the passwords in offline mode. The application is
independent from the internet connection or a dedicated server. The implemented recognition method has
achieved a 70% success rate. In this application a video capture of a letter with 10 frames could be
processed in 3.8 seconds using 628 kilo bytes of memory. These resources are easily available in today’s
mobile phones.

Some mobile bank users tested the application to feedback about lip reading password. Most of them
were satisfied when using it. They believed the lip reader is more trustable than text passwords and voice-
based passwords. In addition, the user-friendliness of it, is a bit more than text password which means that
the method can satisfies a mobile bank application user.

Keywords: Mobile Phone Authentication, Automatic Lip Reading, Mobile Commerce, Lip Tracking,
Android

le).v RuSboweR) U‘°| La)li,wlj ).3‘).3 9O O yoae FONLY WL

)9 delS Kl suuaz sla s, (JSCie cpl b abilis

Jyre FINLY 4 O‘gSLSA L“ui'B) L}:' PIPS )‘\ iloads VW

doddo—)

g oy ali gl 865 3l eolatwl el slis o
I el iy g BB ak, ol slelile
sballe s g olyen sl 295 sl oslitul )3 mae sla S5

iy, 5 Ppsal e Sass el Glab, 13l | S ot 1.5 ol e tcal oy
o)lle s po 1y 093 gt LSS Gl el il ¢

Fogo p e o ! Glahy, Fdra LSy

> o)l ~ doldle i opl il 1y amo o lis e (SOL

5SS o 3l 3131 45 (5 sl solatdl sla, o
oals a8 55 s )18 Cuge il sl (Al sla s,
5 S5 b 5l ooliul g ol g, S pere iand
Jold @Bl joue jey dle n posle jo il yeue je)
695 3 B el alewgar a5l o8, b B> golaws

b ooonysS L Bl e Slalid S le Sl

)l as Ls;l.me”;- uJ).J.))))Lf)J )‘ LSiJ Cw! oo raLi,..m
cWol sl g sldes slalasrs ;o g oo ool Slg>d
Sy Sld 3 i S ol b ol g slaells

O oadieasdss 5l g S el 5 jee BlalS casal o pUL

0 olemcd ileesls 05 eolaiul JKasdly  lawes
alS” 9,53)ly sl (sB9) Oy olhon Gl sla o8
Sl U Il s 1 w0l (pols (ol Il @ 5ls oee
Fobe oisrel 5 Sl Gmyss ol e Slellbl (288
£325 b ityp0 S oS s & e ol ol sl 55
Oy b dalie jo ) Cnl Sl (e s enlie
(Sre Shey 0 097 el i jee adlS 89y (Sse
SR e bawgs o Gonid Gl yg0e alS” (2357 JJoay
sy A5 Glaghy, SUSn Bk sl sl sexg
st SalS A sl ol ) & S oS G K,
Jdo e a5 0505 (BLal il 4y LS o 5l eolatwl s jls
sleaibels gl g wam Lo, Glgeas glemcd allin ol (o
oz Sl olpen Al 005 Gladsly ose i

el 43,5 15 oslizd 3,50 ol e S sl 300

&l b 0gd co (o855 )ly guad aman b olS axan
‘)Lijcuéls S8l asle Sl g cad oyl QT 3 oola]
ELQPRIRIRVS IO
e g GlBley SzeS slealy b Sasdls
s.ALbLu)‘ )l oolaw! L: 9 oals Lﬁm ‘) ﬁ)lf Ja.wj.’ cwo)ls
Al oy ) Il sl & gamd ln 1) Lol (80
BT ST ON LS P p S PR | PR S 5-90) ) PR G W JN
uLw.} Slell) L9 od; GJL!)L! ‘) OJ.S zll,..wj 4 od..wwl.)
Cadigr sl b5 o aylislay pl.adl caws gl 0,8
ateis g oilem asians 1) IS gla el Wlgr co

olely a5 e ST (0 S0 ly st slaby, onlple

4 Voice-Based Authentication
5 Image-Based Authentication
% Biometric

' Key Logger
2 Text-Based Password
3 One Time Password (OTP)

AR IR S\ POWRL by W

¢

&


http://dx.doi.org/10.18869/acadpub.jsdp.14.1.3
http://jsdp.rcisp.ac.ir/article-1-375-en.html

33933l ol pod 13ali (Gl 9T (63 )L (SLRALL 3 S gD Hral 33 Yoy ilgd )

[ Downloaded from jsdp.rcisp.ac.ir on 2025-12-07 ]

: 10.18869/acadpub.jsdp.14.1.3 ]

b yo s, 5-Y
s)ldle s 5o Coga Sl sl ol slaghy, oS
dolsl jo ol azd)F 13 colaiwl 0,90 ol e ol J5eS

Al dles o,lil o yhgy ol 4 laisla
awolS p S Cugd el gbalble-)-Y

B o LS Hgue

S Seoplel b Bran bl Sy e andS By, 0
S5 I lr T me adlS S L e bl
dols wlgn [Kasdly 51 oo s 3 cpla L [4]os 7 4las
&S S 5l S I pl basS colaiwl aibele 4y 459
G 0929 3,10 0525 B e LS gue SladS 1 eolaiul o
5 Jlise glaieas cwl jee OlalS adgy gl Blal Il
B pan LSy jee SlolS adgr gl was L0s, YVY L
ol b 510 GBme Vsl 5 il S35k 51 oolinal
oz eee SlolS 033 5 5l 0 90 Dlewle 1 J>
3 e Al o olauwl wilSlas J Sy S S Ik
e SlelS ailxe lp R0 Gy, Jbe ples
Sy lacwz p il gl g . [6] ad &l)] 8 pae LS,
Colge Dpee ope 955 Slawlowe gl 3 olael
olyer Al o oisS lp Lol (g, adsl aises

2 iabeyl g sjlwesls

Ggo 2 (o o gd 2 gdilolu-Y-Y
3 oolaiwl «SSbol on sladilol jo Cugn >l S0 g,
30 (V) S8 Billae ) Sgo e e Sleds
sl Sye Dopgear 1) 08 Hee alS > 0 esle
31 il slapiy )5Sl Jlasl b 5 03,5 2l 0 olsi oo
hog sl Jes g 005 (allid ) of jone aalS g0
JSeie (Jg el (ol JSSasdly ply jo (hs, nl ol ploxl
S iy glao b 558 jees aalS a5 cenl ol o] Lo
S llid | ol ges anSailgs oo Sl Lo 5 8 s
@bl slagty, Sl eslinul g 5)ld cépag L
odls 5,1y Ggo (s laaileln (lgs o cdziw s )
el ) o) e 4l oS ipe (550 gl U s
) S 50 alelw ol 60,5 Lasly 5l slasges . [7]0,S

2 Challenge/ Response Mechanisms

AR I WR P POVRL L VN W)

Slood sl )55 ) Jlornss sl allie Gl o
slaylBle g olen il sla 855 )5 Cuge 5>l ln
eiegh opl 5l Gies ol sl solaiul o e SSL
2° S 5Ll sl (o) plprear (Sletd sl eslinad o
oadiol slaiagyy (Jy g 485 plnil L o slalae
rlye o slolame o oy sluesly slotlly b
aS ol b glaslels YoV Jlo jo Jl olgieds aisg.
2528 4elS (ansis sl p oangS I OB iy bane )
J1]0,5 oo oolainl sadanss

L oolyen 03l slacds5 5o plercd iluesly
ol o sl 555 10 Sszse milie ool azlge la il
Jolis boosgams opl aijls olacusgame o)l
2]l aladls g saile a8 (5L 0 Coogaome
oS s Sl luosky 5 88 ke s
(S ey BaAl]) b anslae 0 a5 conl (plo)ls 0424 ol o
piks o] 955550l el )0 525 (5 S e
Aslie ;0 5 5pS mlin dinjls as ol olo g, 5l oolaiul
Ohlen 5 Sigy Voo Jlo jo aiil (g5me9) sloailly b
5 Lk wiedsr al bme ol led Alle S
Slelbl 5l oolawl b dasl (o, ol ([3]as,S (55lwosly
) bpiar (B 5 ols paniias |y 03 &g gy (K,
5 d o Alols 51 ooliiul b g f000 o yared
B (so A 3 |y 03 slacd dapia

D sl )3 ol d sjlunsly S JSts
e el bl [3] el ool plEim ol 3l el
Ol 09d oo Jaumme joi i g a5 aizme
39 s U 0gd odionil gymlas Wb blaswe opl o
BERCTIN\ RIS OV r‘b RS OlelS jaid pdae
sl )5 )98 JSiw o b ablie sl (o0, allie 0l
slopi)sSl - eizea el eud oleidg L
ok mle a5 ailoads Ol (geosdy 0ud g jlwonly
ASS Jesl 1 ol yo 5ali o565

55,9 ey 3 baiye o) 2 spspe ¥ S 0
ol ploxil ol yom (3l (sla 855 )3 use s>l g ge aelS
S0 gloniy oSl o golerin Blle ¥ iy o .l
Sl sl o Saledye awl sl g s ol 5o eslaul
@l S g S B e 0 F a5 s wlele
el 00 03,591 o jlweoly g3l ol

! Fresh Password


http://dx.doi.org/10.18869/acadpub.jsdp.14.1.3
http://jsdp.rcisp.ac.ir/article-1-375-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-12-07 ]

[ DOI: 10.18869/acadpub.jsdp.14.1.3 ]

[10] Pass Point jguc ol o Lwld ailobu (Y- JSCo)
(Figure-2): The Pass Point password identification [10]

Enter Passcode

[12] 9 [11] O jeue 4odS 39,9 5,5 Ja.w‘s HO N )
(Figure-3): The interface of entering password in [11] and [12]

Ry (e Sagn Sl gy SO YT Jlo o
Al (gilwooly cwel dio 4 pome ol jen sl yali (gly
3ly (o) Amio 4y S a5 (g,Lid 5l o] aleles [13]
oolainl Wao dmiwlaw) (Shy S oleed WS
G5k ailels jo 1,y 595 olgsds pgat IS laml jo .ais S
ooy g )JQL@ )‘ ‘) @bw ‘5” dw AJLué a_i’ ﬁ)ls 9
Aol Gl Jos S oo Ol 093 jae AlS lgicay
ol ) banly 058 o0 plonl (295 axio el b j5e
el o0l 06)5] (f) Jiw B cws)

slass Blelw sl aseine (F) IS5 ,0 a5 s ylon
oL pazd 1) jgee Al (50 50 )lg (sl S5 9590 ludo
.Mé‘f

VoiceKeyBank

Login

Passwor

Login with Voicel

Mobile banking login with the voice.

GO el S )0 Doy (e Hgus dnlS (V- JSC)
[7]SS Lol yois

(Figure-1): A voice-based password in a m-bank
application [7]
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(Figure-11): User trustiness on three password types

AR IR S\ POWRL by W


http://dx.doi.org/10.18869/acadpub.jsdp.14.1.3
http://jsdp.rcisp.ac.ir/article-1-375-en.html

33933l ol pod 13ali (Gl 9T (63 )L (SLRALL 3 S gD Hral 33 Yoy ilgd )

[ Downloaded from jsdp.rcisp.ac.ir on 2025-12-07 ]

: 10.18869/acadpub.jsdp.14.1.3 ]

[2]S. Chai, "Mobile Challenges for Embedded
Computer Vision," in Embedded Computer Vision,
B. Kisacanin, S. Bhattacharyya, and S. Chai, Eds.
(Advances in Pattern Recognition: Springer
London, 2009, pp. 219-235.

[3]K. Young-Un, K. Sun-Kyung, and J. Sung-Tae,
"Design and implementation of a lip reading
system in smart phone environment," in
Information Reuse & Integration IEEE
International Conference on, 2009.

[4]L. Lamport, "Password Authentication with
Insecure Communication," Comm. ACM, vol. 24,
no. 11, pp. 770-772, 1981.

[S]L. Gong, J. Pan, B. Liu, and S. Zhao, "A novel one-
time password mutual authentication scheme on
sharing renewed finite random sub-passwords,"
Journal of Computer and System Sciences, vol. 79,
no. 1, pp. 122-130, 2013.

[6]Y. Huang, Z. Huang, H. Zhao, and X. Lai, "A new
One-time Password Method," IERI Procedia, vol.
4, pp. 32-37,2013.

[7IM. Khitrov, "Talking passwords: voice biometrics
for data access and security," Biometric
Technology Today, vol. 2013, no. 2, pp. 9-11,2013.

[8]R. Dhamija and A. Perrig, "Déja vu: A user study
using images for authentication," In: 9th USENIX
Security Symposium, 2000.

[9]S. Brostoff and M. A. Sasse, "Are passfaces more
usable than passwords? a field trial investigation,"
In: People and Computers XIV—Usability or Else:
Proceedings of HCI, pp. 405424, 2000.

[10]S. Wiedenbeck, J. Waters, J. C. Birget, A.
Brodskiy, and N. Memon, "Authentication using
graphical passwords: basic results," In: [lth
Human—Computer  Interaction International
(HCII), 2005.

[11TW. A. Jansen, "Authenticating users on handheld
devices," In: Canadian Information Technology
Security Symposium, 2003.

[12]W. A. Jansen, "Authenticating mobile device users
through image selection," In: Data Security,
2004.

[13]T.-Y. Chang, C.-J. Tsai, and J.-H. Lin, "A
graphical-based password keystroke dynamic
authentication system for touch screen handheld

mobile devices," Journal of Systems and
Software, vol. 85, no. 5, pp. 1157-1165, 5// 2012.

[14]D. G, X. Chao, and K. Sriadibhatla, "Face
Recognition in Mobile Phones," epartment of

AR I WR P POVRL L VN W)

LolBle s <33 ol oo al> 50 52 slap o5l 950 L 239
20 UL

3929 Olyd silwosly aie yo alSe DlSis
ol (gl aS 0l,81 O jao Cangy S5y ¢ Sl laieas o lo
S8 S5, L el gl g, (o0 ) 4 D j0 4l
il o0 azlse o LTy o panseas g andls Solis oo b
Sei,sl 5l (B 5o Gy b e S50 952 Bk
el p5 0 BIKS 0529 o Al ais sl i
1) o Lo 5y TN s S (ol 5 4
[22] ol ous

Cudgaze b 45 L3 a5 psboles ()b
Sl glrale Gl s lame g Slsd 5wl
& el Sl slaba 5o o] (sjlunsly Sl
plase ol o Lasid UL oo @ o, Judo e
Sl @la s 625,45 b oSl (s iludings wejls
ol Sk e cpl o) 588 Olpds IS oS
oo o deS ;5 Ho Slti p il slp (o3, s
2 6% slachy, (g 292 cnl b sl (e
& 3y bma y5 86 B0y 5 4 gy ol b S 5
e O s 0 S

5 olej 9 00l (silwesky (ls>d alels l digas 93
=Syl Glable al 5 Soslail ol (8 pas aladl>
Slr Py o slebar Gl P Uny w)sS
ot Bl Ly )0 (reblo dipdtns 5 (Shg gl
aaiws 1 aS splie dlole 4 Cod (5,538 bl g
((Solaod 0 5005 B K)cusls 5 oo oolaiwl 5,550
ped albebs 4y Cond Cands ailels B8 pae abadl> o> 0e
&S wedgn sla b5 )3 silwosly lp g 0o S
Lol Flin Iy (5505 alidle (g g; Al 4 o
Jeoar Jg reesls 5l 12l 6l s 508 Glej 4 poo ailales
I S LIS NNT-S oL 3\ LEVERY- JYRPIES. A R PG 1

6-Refrences &= o F
[1]K. Alghatbar, "Real-time algorithmic design for
silent pass lip reading authentication system,"

International Journal of the Physical Sciences, vol.
6, no. 7, pp. 1665-1672, 2011.


http://dx.doi.org/10.18869/acadpub.jsdp.14.1.3
http://jsdp.rcisp.ac.ir/article-1-375-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-12-07 ]

[ DOI: 10.18869/acadpub.jsdp.14.1.3 ]

il ) it S aabbly godge 5,5 331 \TAY
O 6,8 banls b bLs T sl (Slemad (555l ool
Asb g oBuily les g ali; slea jo 1uSs alade
il Siln g dlle 0)90 (ctagh sloans
Slaptams 9 diodgn Cuga Ll Glaghy, (spgas
b oo oL?Td.;fo}

)l & e i) b, e

aslesani@gmail.com

B e Ay jo |y 095 wlil )8
STVl s Sl il,S
S yae g Gl IS o oL _zils

VRSV PR S W) I LY
el 05,5 8L s all,y Gles o 5 oKl Lo 5IVYA-
Gapingw 4l 0 1) 05 1S VWA Jlow o oLl
3,990y ol _iils 5l 51,8 9 hlge slaslow,niz Slelbsl
oitee 09)5 Jlsbil 9STen (595,535 LSl
Glraie; il co o B il Slellll (5,5Ld o 5gummalS
St Glow Glapte—s sl dlle 3,90 (tagi
ol 5l (Sh3 Slapiasm 9 518 Slasloe slailw,nix

el 490
5l el O)le lagl Al glas

f-fotouhi@qom.ac.ir

.)9,5 stLu.u)lS &5)..\.9 ‘Cdlg'o 4JJ|C3)

olBasls 5 AYAL o o hbleses

oliul el 00,5 by Sl Sl

by yo 1y 0gr wd)) sl 5 S e VWAY Ll o
o oSl I (S seels iy
ol 51y 0e5 liSs Shae 50 VWA L jo g iyl
055l (59 1wl 00,5 LS ally les jo g oKails
oBzils Slellll (5,6L8 5 gummalS s 09,5 JLoliul
Sl Glivl alle 3550 (2295 Sl ol o
el S gl 9 Syo SIS Al g sl iz

51l O yle Olisl bl (silis

rouhollah.dianat@gmail.com

Electrical Engineering Stanford University, USA,
2010.

[15]D. S. S. A, C. S. Avila, A. MendazaOrmaza, and
J. G. Casanova, "Towards Hand Biometrics in
Mobile devices," In Proceeding of BIOSIG,
Darmstadt, 2011.

[16]G. M, J. J. S. Rani, M. Ramiah, N. T. N. Babu, A.
A. Fathima, and V. Vaidehi, "Mobile
Authentication Using Iris Biometrics," Published
by Springer Berlin Heidelberg, Networked
Digital Technologies, vol. 294, pp. 332-341,
2012.

[17]K. O. Bailey, J. S. Okolica, and G. L. Peterson,
"User identification and authentication using
multi-modal behavioral biometrics," Computers
& Security, vol. 43, pp. 77-89, 6// 2014.

[18]0O. Alpar, "Intelligent biometric pattern password
authentication systems for touchscreens," Expert
Systems with Applications, vol. 42, no. 17-18, pp.
6286-6294, 10// 2015.

[19]A. Drosou, D. Ioannidis, D. Tzovaras, K.
Moustakas, and M. Petrou, "Activity related
authentication using prehension biometrics,"
Pattern Recognition, vol. 48, no. 5, pp. 1743-
1759, 5// 2015.

[20]P. Viola and M. Jones, "Rapid object detection
using a boosted cascade of simple features,"
Computer Vision and Pattern Recognition, 2001.
CVPR 2001. Proceedings of the 2001 IEEE
Computer Society Conference on, vol. 1,2001.

[21]1. Matthews, T.Cootes, J. Bangham, S. Cox, and R.
Harvey, "Extraction of visual features for
lipreading," IEEE Trans. on Pattern Analysis and
Machine Vision, vol. 24, no. 2, pp. 198-213,
2002.

[22]N. Lee and e. al, "Facial Landmark Extraction for
Lip Tracking of Patients with Cleft Lip Using
Active Appearance Model," in HCI International
2011 — Posters’ Extended Abstracts, C.
Stephanidis, Editor. 2011, Springer Berlin
Heidelberg, pp. 350-354, 2011.

WYl o (Fld wlolv bl
al, ol 0 wla )i S
SRS Gl L SeeelS cwaige
ol )5 Shae g cdl o o8 olRasls

ALy 5o olBisls fyled 5l 5w |y 095 0 )|
Jlos 5o Seig 2SI )l (el S b Slellbl (5 5k (suige

AR IR S\ POWRL by W


http://dx.doi.org/10.18869/acadpub.jsdp.14.1.3
http://jsdp.rcisp.ac.ir/article-1-375-en.html
http://www.tcpdf.org

