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Abstract

With the swift advancement of the Internet of Things (IoT), Vehicular Ad Hoc Networks (VANETS)
have become a crucial component in enabling smart transportation systems by supporting real-time
communication between vehicles and roadside units (RSUs). In these networks, vehicles function as
mobile nodes that generate and transmit data across the system. A major challenge in VANETS is
ensuring the integrity and trustworthiness of shared messages, as any malicious or inaccurate
information could severely impact safety and system performance. This research introduces a trust
management framework that integrates VANET with blockchain technology and fuzzy logic to improve
the reliability of vehicle-to-vehicle communication. When an event is detected, a vehicle instantly
broadcasts a corresponding message. RSUs then evaluate the sender’s trust level and verify the message
before validation. To minimize communication overhead and avoid duplication, repeated messages are
filtered prior to distribution. Unlike conventional trust models that depend on computationally heavy
consensus mechanisms such as Proof of Work (PoW), the proposed system adopts a Chord-based
distributed architecture. This approach significantly lowers processing times and boosts scalability. The
framework utilizes a multi-phase trust evaluation process involving message scoring, dynamic trust
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calculation, and formation of evaluator groups by RSUs.Simulations reveal notable gains in message
credibility: a 6% increase compared to the Score-Based Trust Management System (SBTMS) and an
11% improvement over PoW-based approaches. These results underline the effectiveness of the
proposed model in achieving a balance between security, scalability, and low latency in VANET
environments. By merging VANET architecture with decentralized trust mechanisms and soft
computing techniques, this study presents an innovative and pragmatic solution to one of the key
challenges in vehicular communications—facilitating secure, efficient, and trustworthy message

exchange in highly dynamic, distributed networks.

Keywords: Blockchain, Chord structure, fuzzy inference, Inter-vehicle network, reliability.
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(Figure-6): Fuzzification process in the proposed design
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(table-5): Pseudo code of the proposed method
Algorithm 1: Proposed SBTFC method

1 :Define network parameters (Number of RSUs,
Vehicles, Communication range)

2 :Initialize Chord structure for key management
3 :FOR each vehicle v in Vehicles:

4 :Sense events in local vicinity

:Set event priority (delay-sensitive or not)
JIF event is delay-sensitive:

:Process event at edge
:ELSE:

:Process event in cloud

O 0 3 O W

10 :Broadcast event message with EventID and
Timestamp
11 IF message already broadcasted:

12 :Skip message distribution

13 :ELSE:

14 :Broadcast message to neighboring
vehicles

15 FOR each receiving vehicle r:

16 :Allocate points to message

17 :Request trust rate of sender from RSU
18 :‘Verify message content

19 :Send computed trust rate to RSU

20 :RSUs calculate vehicle trust
21 :RSUs form assessment groups

22 :Evaluator groups perform consensus on
messages

23 ‘Final confirmation of message in network
24 Register vehicle trust and confirmed
transactions in blockchain using Chord

25  :Send confirmed message to vehicles within

communication radius
26: END FOR
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(Table-6): Evaluation parameters and comparison indicators
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