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Abstract

With the rapid rise of cybersecurity threats and the increasing complexity of digital security, event log
data serves as a critical source for identifying and analyzing cyberattacks and threats. This data provide
key insights into system activities, essential for detecting unauthorized intrusions, analyzing suspicious
behaviors, and conducting security investigations. However, any alteration or tampering with the data
can disrupt the analysis and detection processes, leading to incorrect security decisions.
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Blockchain technology, with its unique features such as decentralization, immutability, and
transparency, has been recognized as a reliable and secure platform for storing and protecting data.
This technology enables the storage of data hashes in a way that any changes can be easily detected.
However, directly storing the vast volume of event log data on the blockchain faces challenges such as
high costs and storage space limitations.
In this research, an innovative model has been presented to automate the assurance of event log data
integrity and confidentiality using the public Ethereum blockchain and smart contracts. Instead of
storing event log data directly, only their hashes have been saved on the blockchain. This approach not
only reduces storage costs but also ensures data confidentiality.
The automated data integrity assurance process in this model occurs in two stages:

1. Stage One: Event log data hashes have been periodically stored on the blockchain and compared

with previous hashes.
2. Stage Two: Over longer intervals, all stored hashes have been reviewed and validated to prevent
any potential tampering.

In this study, the costs associated with implementing this model on the Ethereum Sepolia test network
had been precisely calculated. The analysis indicates that operational costs and computational overhead
have been optimized across different time intervals, demonstrating the model's feasibility for large-scale
deployment.
Ultimately, this research tries to introduce a novel and practical model, taking a significant step toward
automating the assurance of event log data integrity and confidentiality, providing a reliable solution for
real-world applications.

Keywords: Log management, Data integrity, Blockchain, Ethereum, Smart Contract.
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(Figure-3): The time cost required for hashing event log data using queries with varying sizes
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(Figure-4): The cost required to store a 32-byte hash on an array with varying lengths on the Sepolia blockchain
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S5 lp ) patie loy Do Gl e e o0
Sl 8 ol oS slo il (solas L
el Y5095 Dyae w1y dlaz, cld slrosly Cos
a2 wadplxil g5luosly 4 ax g5 b izren taiS
Sos e 5 o g ol b ol (ssluesty
by & sboles (Jepll cwloads aiule
Cd 355 BB Ay S (00,0000 ol 4y 08
Oyge labex ST okt gk b (Pl jsba
SrSoe oloy a5l e ol ploy was a5 0,8
5 sty B Jloj ok ol o 385 ssbar 5 il
Tk S olas )l gbesls Bis 4y pladl F348
£9 ol Core Guovnn edl 4 jolB ol
gy algz aosls

Joe (Gloj (Foazmy (2L, -F-Y-F
Sy Sz eon e () Jszr a4 axg L
5o olaz, cd glaools (gilwe pmd alise slo g,
SlwoyFS 5 GG (il bems (e S
D9y 00 5 B gy Sy5e Reshy 2 50 Sl
g 00 0,8 =S 0 ools e Ll (golgai
..x...l)_e u;‘ "\""L"ts" L;L’ 0 iy )‘ C)l:> ‘al.‘> Lngwlo
logdes lon Oloy g duie S pde (Rall corge
$lp Y ooy sl Coll o)lsen i Job a5 Lxl
W50 g 00g odls e 3l Jiius (glwe pd
el Sy orl Sl O(1) gy cnl Sloy Sz
w0 9 e )6l S soleiig () &5 Sebise
o D12l magn ,o ail bosls como e sl
o ooly e L g ocad Ml alie (60,5,
3 ey crl rlply wedios 0035 g Sl e SO

Pf 2l ¥ okl 1FF Jlo

6‘)‘3 ‘Lg)'L.)oeLz.: d‘ 5 OMW 6LQ’)L3-’V° 4 d>g b
San ola S oo 55 Jao ol 45 o IS Eipim lne
g oo 48,5 Jla o 5 Olus ) il atils

aS Cowl SHA-256 oolaiw! 5 50 oo, o8l i (o 48
ol COL XY T g, A, Job

Sl o ol BT o, 5 sl o res 253

el 15 2 el Sy 53 g Al Jpo 8
T=A+30x(Z+24x(XxY)) Q)
:QT 40 aS

Toele o, 5o JS o
A=aredse o138 &gl il A se

=oAL o (b YY e 5,55 (gl L 050 40
Y=celo ;0 6,5 o Olads olasay
Z=arin Jsb b all o5 Slaisl de

il A3e cgan cloole (gl a5 el S

5 a5 ol 5 0 anlyii 1SS azeiss ols L5 Ay
Jserp oolol 1 i Jlasl Slosls 4o LSy
585 Jsb 50 xSt Slids slusi azye wselcussy,
eSOl 3, lhosls 5,53 Lije e il S
L ggoge cnl bl Glasik dnje oo g Wb Ltals
Ll i (0) 5 (F) slodSs 5 Jga )b 4 a4z
L e e a8 el &S5 ol sanSoly () S
slals 5l S e 0 b TY e S gilee S
Al Loyl a4 g olad g2y Wl Al e 4l il
el b plaails i ol IS5 ol 5o el iy
15 b o Jlor il slonss 3,5 L5 s )l iy o pae
Sy sleosl o beols I (6,5 e a5 cuils i
Dgbse Wosls )5 oo (pedi 4 e ol
ad,5 Gl 0 4 lanie A 4 g bl


http://dx.doi.org/10.61882/jsdp.22.2.65
http://jsdp.rcisp.ac.ir/article-1-1451-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-06-20 ]

[ DOI: 10.61882/jsdp.22.2.65 ]

o N asle Glagss,  wulesys 09 o
WS oo oolaiwl Multichain aile cogas sbo SO
S il o il 5 3,5 0 | lnasls i g
3 ey o Gl Sz & dedee el cnl il
oy xS 4 Sy Jlcpll sl O(1)
@ (Pges (s (ABdgae 9 Codlad el crge
g g0 ool

P9y &5 WS se (LS d92se sla ) Amlis JS 50
anje gl ed O1) Gloy (S b soleiiny
ol 4 S G gy 3 Sl Ol B Sl (gilwe eSS
dupp S oo oolatul IPFS 3l a5 Sl g, o Jlie jo
ooy ol el Lol wins o jmalS 1y (gilwe 23
oS sl g, Culedys O(log N) Wigd oo bosls bk
0p>d S o eeiee ) olad, cud glacsl
oby g anpe Ll wijls oV Coiel 4z 51 S o
(bl cpl 5 (OMN)) W5ls olper |y 5 5YL o3l
D930 e e g A5 il G (JolS (golpiiy i,
Brongie 9 GO AusS S Wlgiee 5 00,5 Sbxl
sl olas ol slaools  Sileyore g Cono ol (gl

3529 Bl (ol (sl O(1) Sloj (Sauzem slylo
slools)li Bk 5l e ol o g b
L Gtslen oley w)lye (S n 50 45 318 929 W}“’
RUCR PPt R Rt
sals sl [YY]D g DV sl b iagy (S p
30 Xlos S eolaul IPFS (5,538 3l (g5lwo pzd sloas 2
oid s g ool 0 >3 IPFS jo Lol slaools da g, ¢y
GRS el hg) nl wediee Cud eSO 5o g
Jodoy Ll wgdige Gz SO o (ilwe > slaanzp
929> pikie Wodls b3k JPFS suia e Cusle
S dzm &5 Cwl (Merkle DAG) o5 bsle SO jo
4 ymie Wilg o E50g0 (ol gy dalys O(log N) T Siles
aile ol s, ((blie ;o .0gd Wools auli loy iulidl
el ebay 1) S, cud glesls (V] [¥-]
P> azye daghy) cpl jd WS e 0SS G S
e g ol oley wul malidl olas ) cld glecsls
ol (Sloj (T 9ynlil b oo IRl 55 (silwe o33
Gl loy a5 Cusbize o (pl (ol ON) o s,
a5 WS go ady ooy o Gl L b O)gea
oosls lon 5 s 5 5 VL dus cose

8 giegh b o Sloe Ao (Y- Jgu)

(Table-2): Performance comparison with other studies
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