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Abstract

Federated Learning (FL) is an innovative machine learning paradigm that tackles the challenge of data
island while safeguarding data privacy. It enables decentralized model training by allowing multiple
clients—such as mobile devices, institutions, or organizations—to collaboratively build models without
transferring local data to a central server. This paradigm gained significant attention following
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Google’s 2016 initiative to predict user text input on Android devices while maintaining the privacy
of locally stored data.

A core feature of FL is its distributed and encrypted framework, enabling participants to contribute to a
collective learning process without revealing their original data to a central entity or other participants.
In recent years, FL has evolved to encompass a broader spectrum of decentralized machine learning
techniques, while still maintaining privacy as a central tenet. This evolution has positioned FL as a
critical technology in sectors where data privacy, security, and sovereignty are paramount.

This paper presents a systematic review of the literature on federated learning, synthesizing
insights from review articles, Books, key documents, and published research. The review is
structured as follows:

Overview of Federated Learning: This section introduces the foundational concepts of FL, detailing its
origins, core principles, and operational processes. The decentralized structure and privacy-preserving
techniques employed in FL are examined, along with real-world applications as examples.

Algorithms and Evolution: This section explores the state-of-the-art algorithms driving FL and traces
their development over time. Key innovations in aggregation techniques, optimization methods, and
client-server communication protocols are highlighted, demonstrating how they have enhanced FL's
scalability and efficiency.

Classification and Applications of FL Architectures: Federated learning architectures are categorized
into three main types: horizontal federated learning, vertical federated learning, and federated transfer
learning. This section analyzes the application of these architectures across various domains,
highlighting their distinctive features and associated challenges.

Applications in 10T, Smart Cities, and Healthcare: Using selected case studies, this section evaluates the
deployment of FL in the Internet of Things (IoT), smart cities, and healthcare. It assesses how FL
enhances data privacy, security, and operational efficiency in these domains, focusing on practical
implementations.

Comparative Analysis: This section offers a comparative evaluation of the various methods and
algorithms used in the aforementioned fields, identifying their relative strengths and weaknesses. Special
attention is given to the challenges posed by large-scale FL deployments, including communication
overhead, data heterogeneity, and model convergence.

Federated Learning and Related Technologies: This section explores the integration of FL with related
technologies, such as federated deep learning and federated blockchain, particularly within the context
of the Industrial Internet of Things (I10T). The potential of these technologies to improve storage, data
management, and resource optimization is discussed in detail.

Challenges and Future Directions: The final section addresses the ongoing challenges facing FL,
including scalability, model accuracy, communication costs, and compliance with regulatory
frameworks. Additionally, it proposes future research directions aimed at improving the practicality
and widespread adoption of FL in industrial and commercial applications.

This systematic review provides a comprehensive examination of federated learning’s current state,
including its foundational concepts, applications, and challenges. It also outlines a forward-looking
perspective on the advancements needed to establish FL as a key technology in privacy-centric,
decentralized machine learning.

Keywords: Federated learning, decentralized machine learning, privacy-preserving, Distributed
artificial intelligence, Internet of Things.
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(Table-1): Comparing Federated Learning, Ensemble
Learning, and Distributed Learning.
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(Figure -2): llustration of HorizontalFederated
Learning, a.k.a. sample-partitioned federated learning
where the overlapping features from data samples held by
different participants are taken to jointly train a model.
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(Figure -3): A practical example of horizontal federated learning
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(Figure -5): A practical example of vertical federated learning
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(Table-2): Sources reviewed in this study

Lw
im‘ OB W g3 ) lgizxo s/ dlio ylgie @)
J
5 (I0T) gxio Lal copml plol pw)p
woyar b Sy (S le x5
L5)-:§°l:’. L_gLa:L_;M\}S )'l k_g).:fa).@t\ 9 ools
Ol GBSESS 5 Gres (x50 (eile
e ¢ . e (a c Fusion of Federated Learning
- ParimalaM. etal | ol x5k AMNOT 5 (SSke 653 2 | ang Industrial  Intemet of \
- Ll cipnl | glagilly b dblas slags, Joos 5 4525 | Things: A Survey [0A]
(> g Qio.a:lj L;Lmalo
S e (65l LHIOT (53,5 (sloasls &1
6L2LT)| 5‘,3 9)395> Lo g Codbw gSL“")'}’ »
L IS 253l 5 baosloc ol
S lie 550k ad slocé iy o,y | Applications of Federated
Zhaohua Zheng e |- c - Learning in Smart Cities:
~ : pose : Ll ol
| etal 9 Sl SOk | o lejpmaizr g wnei,d @l Glyewr | i Advances, | v
> Aoigh o | ediedion et Ledl oyl wile oleaiw; | Taxonomy, and  Open
Sy g o el wlbls )« Jisg Jas | ChANENGES [1Y]
- i Lo sl e 5 sl o> oo | Achieving  Security  and
o> L g col e oS L o . Privacy  in Federated
» | Alberto Blanco- | B s ol 6550k 50 pegat > | o .
- et o eogat earning Systems: Survey, v
> Justiciaa et al SRR E Sie ol b ablie gl olbo)Sal, | Research Challenges and
ilie ok \ o > 5 Conial & s | FULUTE Directions [)]
_ Sl e Wi 0%, S &) | A Survey of Feder@ted
- S Sl xSk ] ) Learning for Edge Computing:
> | QiXiaetal o de ] syl @d lsle sloacky > (oS lie | Research  Problems  and | ¥
o 2| eosat w5 e o5 ,) LS cnwg | Solutions [a4]
> Li Li bet al $rol sleop)5 | e (S )lie 50k @l sl el sz | A review of applications in >
N S5 Lie | oo plS sladis; g Al pole 5 sl waige | federated learning [4]
do 5L, 4l ylesle , X, | A Systematic Literature Review
o SINKITLO, et | x5k £ 3go fwf 4) ’ ) i )" fsﬂ)f _ | on Federated Machine
> al =5 e 5 oy slotly (Slie 6x59b | Leaming: From A Software 7
’ S38la 5 cwiige sy 5l e J>ol, | Engineering Perspective [#-]
o6 L ¢ ¢ . .. A Review of Privacy-
> Christopher 5 Sl 6aSl | eRSl 2 soged mr B oy preserving Federated Leam% y
> Briggs etal Lol ol | Ll co il 60,8 sbaslp 5 (5 5lée | for the Intemet-of-Things [1]
A Systematic Literature
o o S5l potro | sro,Shg, Solots Julog g owyp Review  on  Federated
- YiLiuetal =5 L 5 e ool ol e oS Learning: From A Model A
? ? i = 2% Quality Perspective [5Y]
_ 5 (Poisoning) cosgons sloalo> 2
K Lingjuan Lyul 5ok sl | 7 ) 7| Threats to  Federated
8 @iz sy ill> 4 (inference) Ll . q
P etal &S5 L ; Learning: A Survey [#Y]
e O s
) G5k slaasSid | Slewlre g ()l 6550k 36 (owy» | Federated  Learning  in
a Wei Yangetal | oil &J 5 oS )lie | sl2l slagills sy, cou oslad | Mobile Edge Networks: A \-
> .
K ad 85 s > S Lo 6ol Comprehensive Survey [#f]
ol oyl <07 | Federated  Learning: A
> Mohammed srSel porie | 6pSol s SSsn 5 Lo felepiacw Sur\tqeyI on  Enabling | "
o Aledhari, et al iS Lie | clocadlie 3100 1 cow b of .5 L., | Technologies,  Protocols,
e SIS 2 i;u 2 olee 5 and Applications [#]
e O e il
c . . ) e . Federated Machine
T | QIANG YANG | sx%3b  psthe | 3 S sl (Sl 55 pée 2 | | caming:  Concept and |y
> etal S5l O s l5 5 las lons utlis 15 | Applications [¥]
il aile 35 Uie (S0l ptemw Slipl owyp | A SUrvey on  Federated
T o SrSeb Py | ) ] _ | Leaming Systems: Vision,
: Qinbin Liletal Lo p5l5e coele (50l Joe doodls @355 | Hype and Reality for Data | 'V

e

bl jlens g (pogas o>

Privacy and Protection [##]

£ 2le ¥ oLl 1Py Jle



http://dx.doi.org/10.61186/jsdp.21.3.23
http://jsdp.rcisp.ac.ir/article-1-1389-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-06-09 ]

[ DOI: 10.61186/jsdp.21.3.23]

JL

R CEeowepy; o) | goizeo oS/ alio ;ylghe o,
Lt
— | Viraaji 5ol oo, )lS | sladine; )5 5 ke 60k (R3S oy | . SUIVEY ON Security and
g Mothukuria et i ? Hdid e VT ™2 Privacy  of  Federated | ¢
s al Sl Ay pole g o pige dloz | iize | Learning [£V]
¢ . g ) e Federated Learning:
. L sl > bjlwleiz 5 Ll o 55
x> Tian Li et al srfoh sy | slelileir s bty Ty o Challenges, Methods, and 10
> SSLae &S )l 6 259b | Future Directions [4]
S 5 Shie xSk elle oy
S 65N s Shose Sy
s : ol s e - . o | From federated learning to
- Hangyu Zhu et al sk poria | Sl Ol oo et SIS 59 | federated neural architecture V&
> Sl | gl Bl g D Sjgedy Wi uae | search: asurvey [FA]
9 S mpier GBS 5 Sl ooy
xS0 S s S0 3 b
. . . s L ames SLSESS 5 Siluard Djgp5 swsr | Survey  of  Personalization
- Viraj Kulkarni et | 2 GO Sk s lr as sjleoaks | Techniques for Federated VY
> al S5 i 6,59k | Learning [#4]
Joe 3,55 e sl (5 )le
. . g . Towards Utilizing Unlabeled
> Yilun Jinl et al TER o “ilmob 3 slonere /dd' M @WbS s 02 | Data in Federated Leaming: A VA
> S e 650k o |55l (65050k 5d ez (99 sleeols | Survey and Prospective [V +]
b S b aiie Joe ol Sk w)p | (Book) Federated Learning
- ) SSel PV _ o Synthesis ~ Lectures  on
- Qiang Yang et al 5 L 9 Sl 5,53 leodl sogad m > L | Artificial  Intelligence  and 4
’ Laodls g - Laiom gla ol gls] o | Machine Learning [1]
Syl @lizee lass o (S5 e (5,5 0k JiE
e (s ¢ o e e g | Federated Learning for
= g | R o | ) ol ST s oot of Thing A y
> Lol eyl oo olulils dacols (gl 35 g alss Comprehensive Survey [V 1]
Ll ol codl 5 coga 2 5 sileses:
e e |- el .a Federated Leaming for Vehicular
= Zhaoyang Du,et | S5 et | ol s (Sl (5 Sol dpin (oo 27| Intemet of Things: Recent |y
> al 4l blusg 9 55 Lo adis blog sleasis jo o1 | Advances and Open Issues [YY]
. c . .. Federated Learning:
- Priyanka Mary xSl ol | e slacdls pogad m > B> (o) Opportunities and Challenges vy
» | Mammen &5 Lo S e (5 53b sl il g oo | [vY]
4 . . e . e From Distributed Machine
| JiLiuz, Jizhou Slowbre o 5 ooy | Laodls Bl iondssf (6,659 SlofSaly (02 | caming 1o Federated Ty
> Huangz et al S e x5S (S5 lie (6 50k (Glapi Coidl 9 | Learning: A Survey [V¥]
e |- ¢ e [ o c Review Federated Learning in
- Ji Chu Jiang, et 5 Sl xSk | slapd )°f55 Moo 55 Jemily 2 60920 | gant City Sensing: Challenges | v
> al Sadigd oo O gloidlr 5 glodl il aiadea | and Opportunities [Vo]
e sl L o5 ,\Lie $ab
kS stagtl Rl b Gl 53 o Emerging Trends in
ol Shaoxiong Ji1, et | >° sty sy, | 6eSol X S lie 6,80k (5,5l | Federated Learning:  From
: 2> : al ' S e oS0l | s esl, 15 . clails.s. | Model Fusion to Federated X Yo
g Sl g5k | R L e Learning [V$]
B (S (650l g Oyl (90 (xS0l
o Randy Goebel, et | 3 Shie xSk | (sopad my Laix 4 bgje (oSS () (B_ook ) Federateq Learning ‘s
> al laosks sogas vy S5 e 5 S0l sl 5 g aools Privacy and Incentive [YV]
e, oSl dag loxe o > , | communication-efficient and
o Park J, 5ok potie ’ Mfsﬂ ’ A)jw ’ "f)f distributed  learning  over
- Samarakoon S, et 5 L sleasel o sl (B3lsy slaSs, | wireless networks: Principles Ty
al ’ S i (6750l (e e | @Nd applications [YA]
P Caads oz g il 5 s (5550
. 555 sk Lol S L 5ok (sla: < laosls Preserving data privacy via
> i ; 2 oot o)l (555 Sl federated learning:
. LiZ, etal syl 2> . YA
> leasls | ™ S sl (6lp Jix! sle >, | Challenges and solutions [V4]
0

S e 6,50k slag b o laosls Loga

Y 2l ¥ oLl iFeY Jl



https://www.morganclaypool.com/toc/aim/13/3
https://www.morganclaypool.com/toc/aim/13/3
https://www.morganclaypool.com/toc/aim/13/3
http://dx.doi.org/10.61186/jsdp.21.3.23
http://jsdp.rcisp.ac.ir/article-1-1389-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-06-09 ]

[ DOI: 10.61186/jsdp.21.3.23]

ol jod (yoli (slroliwd g wooligr slrails (Ll Ci sl gl p (60 95 Aol :(F- Jguz)
(Table 4): Application for the Internet of Things, smart homes and mobile devices
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(Table-5): An overview of recent studies on FL with I1OT security.
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3 (Table-6): Summary of Recent FL Research Articles in IIOT for Data Storage - Data Management - Resource Management
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! Data Storage
2 Data Management
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3 Resource Management
4 Software-Defined Network (SDN)
5 Service-Oriented Architecture
® Fuzzy Folded BF (FFBF)
" Integrated Database Management System
8 Cyber-Physical Systems (CPS)
® Deep Reinforcement Learning (DRL)
10 Cyber Physical System Architecture (CCPSA)
1 Federated Imitation Learning (FIL)
: 12 Federated Deep Learning (FDL)
13 Multi-party Computation (MPC)
14 Differentiated transaction
15 Base station (BS)
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! Particle Swarm Optimization (PSO)

2 Macro Base Station (MBS)

3 Small Cell Base Station (SBS)

4 Industrial Federated Learning (IFL)

® Digital Twin Wireless Networks (DTWN)
® Deep Federated Reinforcement Learning (DFRL)
" Multi-Agent Deep Q-learning (MAQL)

8 Ground Fusion Centre (GFC)

9 Unmanned Aerial Vehicles (UAVSs)

10 Differential privacy (DP)

1 secure multi-party computation (SMC)

12 Homomorphic encryption (HE)
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